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How to Use This Manual

Introduction

Concepts is an extended glossary of terms related to the NetWare®
network operating system. Use this manual as a reference if you have
guestions during the installation and operation of your network.

Concepts are arranged alphabetically. Some entries contain “See” or
“See also” references to other entries where concepts are explained in
detail. Some entries refer you to related information in other manuals.

Note WRAVA In Novell documentation, an asterisk denotes a trademarked name belonging to
" a third-party company. Novell trademarks are denoted with specific trademark
symbols, such as ™.

Notce\gAVA  To setup or maintain a network in the NetWare Enhanced Security configuration
" (the Class C2 evaluated configuration), you must supplement the information in
this manual with the information in NetWare Enhanced Security Server,
NetWare Enhanced Security Administration, Auditing the Network, and Security
Features User Guide.

User Comments

We are continually looking for ways to make our products and our
documentation as easy to use as possible.

You can help us by sharing your comments and suggestions about how

our documentation could be made more useful to you and about
inaccuracies or information gaps it might contain.

H ow to Use This Manual XVii
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Submit your comments by using the User Comments form provided or
by writing to us directly at the following address:

Novell, Inc.

Documentation Development PRV-C231
122 East 1700 South

Provo, UT 84606 USA

e-mail: commentdoc@novell.com

We appreciate your comments.



Abend

A

(Abnormal end) A message issued by the operating system when it
detects a serious problem, such as a hardware or software failure. The
abend stops the NetWare® server.

Abend messages are explained in System Messages. What to do when
you get an abend is explained in Appendix A, “Troubleshooting the
Network,” in Supervising the Network.

Access Control List

(ACL) An object property that stores information about who or what
can access that object.

An ACL contains trustee assignments that include object and property
rights. The ACL also contains the Inherited Rights Filter. When you
view an object’s trustees or its Inherited Rights Filter, you are seeing the
values of that object’s ACL.

An ACL for an object is like the list of trustees for a file or directory.
To change an ACL (and therefore a trustee’s rights to an object), you
must have a property right that allows you to modify the ACL for that
object.

See also “Object”; “Security.”
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Access Control right

Access Control right

Accounting

2
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A file system right that grants the right to change the trustee
assignments and Inherited Rights Filter of a directory or file.

See “Rights.”

The process of tracking resources used on a network.
The network supervisor can charge for network services and resources

by assigning users account balances that they draw from as they use the
services and resources.

Charging for Network Services and Resources

The network supervisor can assign different charge rates for services at
different times of the day, in half-hour increments.

The network supervisor can set up charges for

0 Blocks read. The charge amount is for each block of data read
from the server.

0O  Blocks written. The charge amount is for each block of data
written to the server.

O Connect time. The charge amount is for each minute a user is
logged in. User logins and logouts are tracked automatically.

0 Disk storage. The charge amount is for each block of data stored
on the server’s disk for one day.

0O  Service requests. The charge amount is for each request to the
server.



Accounting

To calculate the charge rate for services, the supervisor should

O

Determine network costs and the amount to charge over a given
period of time.

Decide which services to charge for (based on network costs) and
determine the amount needed to cover the costs of each service.

For example, if server disk storage capacity is a concern, then
charge for disk storage. If network use is high, charge for service
reguests. To encourage users to log out when they aren’t working,
charge for connect time.

Estimate how much each service is being used by monitoring the
server for two or three weeks.

For example, if 30% of the server’s charges are from service
requests, the supervisor would want to recuperate 30% of
network costs by charging for service requests.

At the end of the monitoring period, use ATOTAL to determine
total use of each service. (ATOTAL is located in SYS:SYSTEM and
requires supervisor rights.) See “ATOTAL” in Utilities Reference.

After establishing how much each service is used and the amount
needed to cover the cost of each service, the supervisor can calculate a
charge rate.

The charge rate is the charge per unit of the specified service. This rate
converts the amount of service used to a monetary figure. The unit is
arbitrary, but consider beginning with one charge unit equaling one

cent.

Use the following formula to calculate a charge rate:

CHARGE

(charge rate multiplier)
= CHARGE RATE

ESTIMATED USAGE
(charge rate divider)

Concepts 3



ACL

ACL
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For example, a network supervisor needs to charge $100 per month for
blocks read. There are 250,000 blocks read each month. Therefore, the
charge rate is $100 (or 10,000 cents) divided by 250,000 blocks, or $.01 (1
cent) per 25 blocks:

10,000 cents
= 1 cent/ 25 blocks read

250,000 blocks read

Assigning Account Balances
The network supervisor can

0O  Assign each user a balance to limit the amount of services a user
can use

O  Assign a credit limit (or allow unlimited credit)
0O  Assign a default account balance for all users
0 Increase a user’s account balance
The user must log out and log in again before changes take effect.

Related utilities: “NETADMIN” and “NetWare Administrator” in
Utilities Reference.

(Access Control List) An object property that stores information about
who or what can access that object.

See also “Access Control List”



Active hub

Active hub

A device that amplifies transmission signals in network topologies.

See also “Hub.”

Add or Delete Self right

Address

A property right that grants a trustee the right to add or remove itself
as a value of the property.

See also “Rights.”

A number that identifies a location in memory or disk storage or that
identifies the location of a device on the network.

See “IP address”; “Network numbering.”

Address Resolution Protocol

(ARP) A process in Internet Protocol (IP) and AppleTalk* networks that
allows a host to find the Media Access Control (MAC) address of a
target host on the same physical network when it only knows the
target’s IP address.

With ARP, a network board contains a table that maps IP addresses to
the hardware addresses of the objects on the network.

To create entries, the ARP broadcasts a request with the target’s IP
address. The target responds with its physical address. The network
board adds the physical address to its ARP table and can then send
packets to the target.

Concepts 5



AFP

AFP

An AppleTalk protocol that provides communication and data
transmission between file servers and clients in an AppleShare
network.

See also “AppleTalk Filing Protocol.”

AFP Server object

Alias object

6
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A leaf object that represents an AppleTalk Filing Protocol server that is
operating as a node on your NetWare network.

The AFP server is probably also acting as a NetWare router to, and the
AppleTalk server for, several Apple* Macintosh* computers.

See also “Object”; “Creating Leaf Objects” in Chapter 1 of Supervising
the Network.

A leaf object that points to the original location of an object in the
Directory. Aliases can make Novell® Directory Services™ (NDS) easier
to use.

Any Directory object located in one place in the Directory can also
appear to be in another place in the Directory by using aliases.

For example, an administrator could create aliases pointing to all the
modems on the network. The aliases could be created in one container.
A user would then need to search only one area of the Directory to find
all modems on the network.

However, when you move or rename a container object in a Directory
tree, you have the option of creating an alias in place of the moved or
renamed object. If you select this option, NDS™ features automatically
create the alias for you and assign it the same name as the original
object.



AppleShare software

Creating an alias in place of a moved or renamed container object
allows users who are unaware of the object’s new location to see the
object in its original Directory location.

When you add aliases to a list (for example, adding an alias of a user to
a group) the name of the object appears in the list, not the name of the
alias that points to the object.

To access the alias and the properties of the object it refers to, you need
the Read right to the alias name and the Read right to the properties of
the object it refers to.

See also “Object”; “Creating Leaf Objects” and “Cautions When
Deleting Alias Objects” in Chapter 1 of Supervising the Network.

AppleShare software

Networking software from Apple Computer, Inc., that enables a
Macintosh computer to function as a file server in an AppleTalk
network.

Also, AppleShare* workstation software that allows a Macintosh
computer to access an AppleShare server.

AppleTalk Filing Protocol

(AFP) An AppleTalk protocol that provides communication and data
transmission between file servers and clients in an AppleShare
network.

When AFP.NLM is loaded on a NetWare® server running NetWare for
Macintosh, AFP allows Macintosh users to share files by interacting
directly with the NetWare file system on the same level as NetWare
Core Protocol™ (NCP).

Concepts 7



AppleTalk Phase 2

AppleTalk Phase 2

The latest version of the AppleTalk protocols. AppleTalk Phase 2
implements more efficient routing techniques that improve
performance in multiprotocol environments.

Apple introduced AppleTalk Phase 2 in 1989 to provide support for
AppleTalk networks with thousands of nodes, for multiple AppleTalk
zones on a network, and for token ring networks.

AppleTalk Print Services module

A NetWare Loadable Module™ (NLM) program that enables
Macintosh users to print to NetWare queues and enables non-
Macintosh users to print to AppleTalk printers.

AppleTalk Print Services module (ATPS.NLM) spools print jobs sent
from Macintosh workstations to the NetWare queue. Print jobs can then
be sent to the printer through PSERVER.NLM (for an AppleTalk or non-
AppleTalk printer), or through ATXRP.NLM or ATPS.NLM (for an
AppleTalk printer).

For a non-Macintosh user printing to an AppleTalk printer, ATPS.NLM
transfers the print job from the NetWare queue to the printer.

AppleTalk protocols

8
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The underlying forms and rules that determine communication
between nodes on an AppleTalk network.

These protocols control the AppleTalk network, from the network
board to the application software.

One protocol defines electrical characteristics that send out a data bit.
Another protocol defines how many characters are in a data packet and
what address information follows the packet on the network.



AppleTalk protocols

Link Access Protocol (LAP)

LAP works at the Data Link Layer (the bottom layer of the network),
receiving packets of information and converting them into the proper
signals for your network board.

Three LAPs are

0 LLAP (LocalTalk* LAP). Allows the LocalTalk hardware built into
Macintosh computers to communicate on LocalTalk networks.

0 ELAP (Ethernet LAP). Allows a Macintosh computer with an
installed Ethernet board to communicate with devices on
AppleTalk networks.

0 TLAP (Token Ring LAP). Allows devices using IBM* token ring
technology to communicate with devices on AppleTalk networks.

ELAP and TLAP use AppleTalk Address Resolution Protocol (AARP)
to translate AppleTalk node addresses into addresses that can be used
on Ethernet or token ring devices.

Datagram Delivery Protocol (DDP)

DDP works at the Network Layer and prepares packets of data to send
on network cables.

These packets, called datagrams, include network address information
and data formatting. They are delivered to one of the Link Access
Protocols (LLAP, ELAP, or TLAP), according to the hardware in the
computer.

DDP provides only a best-effort delivery system, with no guarantee
that data has arrived at another node. A more reliable method of
delivery is to use AppleTalk Transaction Protocol (ATP) with DDP.

AppleTalk Session Protocol (ASP) extends ATP, allowing two processes

(like a user and a server) to exchange transactions and commands
reliably.
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AppleTalk protocols
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AppleTalk Data Stream Protocol (ADSP) allows the two processes to
open a virtual “data pipe” to read and write information for the other.
The strict organization and commands of transaction protocols aren’t
used.

AppleTalk provides stream protocols for those more familiar with
them, but makes more frequent use of the transactional protocols ATP
and ASP.

Routing Table Maintenance Protocol (RTMP)

RTMP is the routing protocol used by AppleTalk. It is very similar to
RIP.

When many small networks are connected, a router connects them
together in an internetwork. The router maintains the addresses of all
networks connected to the internetwork.

Information about other networks is stored in routing tables. Routers
update routing tables by using the RTMP to communicate with each
other.

AppleTalk Update-Based Routing Protocol (AURP)

AURP operates like RTMP, but sends updates only when a change
occurs on the network.

The principal features of AURP are

0  AppleTalk tunneling in TCP/IP. Enables two AppleTalk
networks to be connected through a TCP/IP network.

0 Update-based routing through tunnels. Reduces the amount of
bandwidth by sending updates to peer routers only when
network routing information changes, rather than sending
periodic broadcasts of the routing table.



Application object

Name Binding Protocol (NBP)

Each network process or device has a name that corresponds to
network and node addresses. AppleTalk uses an NBP to conceal those
addresses from users.

The NBP converts the name of a network object provided by a user (like

a printer) into a network address that the Link Access Protocol can
locate.

Printer Access Protocol (PAP)

When a network node prints to a network printer, the PAP uses NBP to
prepare a path to the requested printer.

Zone Information Protocol (ZIP)

In a large internetwork, all AppleTalk nodes are divided into groups,
called zones, for ease of locating an object.

The NBP uses ZIP to assist in finding the correct network and node
addresses from a Zone List.

See also “AppleTalk Filing Protocol”; “AppleTalk Phase 2”;
“AppleShare software”; “Zones.”

Application object

A leaf object that represents a network application in the Novell
Directory tree.

Application objects allow you to manage the network more efficiently,
saving time in administering applications.

Application objects simplify administrative tasks such as assigning
rights, customizing login scripts, and supporting applications.

Concepts 11



Archive

Archive

A transfer of files to long-term storage media, such as optical discs or
magnetic tape.

See also “Attributes”; “Backup”; “Data migration”; “High Capacity
Storage System”; “Storage Management Services.”

Archive Needed (A) attribute

ARP

ATPS

12 Concepts

A file attribute, set by the NetWare operating system, indicating that the
file has been changed since the last time it was backed up.

See also “Attributes.”

(Address Resolution Protocol) A process in IP and AppleTalk networks
that allows a host to find the MAC address of a target host on the same
physical network when it only knows the target’s IP address.

See also “Address Resolution Protocol.”

(AppleTalk Print Services) Enables a Macintosh client to print to a
NetWare queue and a non-Macintosh client to print to an AppleTalk
printer.

See also “AppleTalk Print Services module.”



Attach

Attributes

Attach

Establishes a connection between a workstation and a NetWare server.

In networks running NetWare 3™ or earlier versions, users connected
to multiple file servers using the ATTACH command. In NetWare 4,
with Novell Directory Services, users no longer need to attach
separately to multiple servers.

When users log in to the Directory tree, they automatically have access
to any resources in the Directory tree to which they have rights. Rights
to resources are verified through authentication.

In NetWare 4, the ATTACH command can still be used in login scripts
to establish connections with bindery-based servers.

Related utilities: “LOGIN,” “LOGOUT,” and “MAP” in Utilities
Reference.

See also “Authentication”; “Novell Directory Services.”

The characteristics of a directory or file. In NetWare, these
characteristics are called flags.

NDS objects do not have attributes.

Attributes dictate what can be done with a file or directory. For
example, you can set a file to be a Read Only (Ro) file.

While the term “attributes” is used predominately for DOS and OS/2*

files, NetWare offers additional attributes, and then applies them to
both files and directories.
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Attributes

Table 1
File Attributes

Attribute

Description

Archive Needed (A)

Can’'t Compress (Cc)

Compressed (Co)

Copy Inhibit (Ci)

Delete Inhibit (Di)
Don’t Compress (Dc)

Don’t Migrate (Dm)

Don’t Suballocate (Ds)

Execute Only (X)

Hidden (H)

14 Concepts

A status flag set by NetWare.Indicates that the file has been changed
since the last time it was backed up. NetWare sets this attribute when
a file is modified. Backup programs usually clear this attribute after
backing up the file.

A status flag set by NetWare. Indicates that the file can’t be
compressed because of insignificant space savings. This attribute is
shown on attribute lists, but can’t be set by the user.

A status flag set by NetWare. Indicates that the file is compressed.
This attribute is shown on attribute lists, but can’t be set by the user.

Only valid on Macintosh workstations. Prevents users from copying
the file.

Prevents any user from erasing the file.
Marks the file so that it is never compressed.

Marks the file so that it is never migrated to a secondary storage
device (such as a tape drive or optical disc).

Prevents an individual file from being suballocated, even if
suballocation is enabled for the system.

Use for files that are enlarged or appended frequently, such as certain
data base files.

Prevents a file from being copied. Only the Supervisor can set this file
attribute; it cannot be cleared. It should be set only if you have a
second copy of the file.

Backup utilities don’t back up a file marked Execute Only, and some
program files with this attribute set don’t execute properly.

Hides the file from the DOS or OS/2 DIR command and prevents it
from being deleted or copied. However, the NetWare NDIR command
shows the file if the user has the File Scan right. (See also “Rights.”)



Table 1 continued
File Attributes

Attributes

Attribute

Description

Immediate Compress (Ic)

Migrated (M)

Normal (N)

Purge (P)

Read Only (Ro)

Read Write (Rw)

Rename Inhibit (R)

Shareable (Sh)

System (Sy)

Marks the file so that it is compressed on disk as soon as the
operating system can do so, without waiting for a specific event to
initiate compression (such as a time delay).

A status flag set by NetWare. Indicates that the file is migrated. This
attribute is shown on attribute lists, but can’t be set by the user.

No file attributes are set.

Tells NetWare to purge the file when it is deleted. The file can’'t be
salvaged with the FILER utility.

Indicates that no one can write to this file. When Read Only is set or
cleared, NetWare also sets or clears the Delete Inhibit and Rename
Inhibit attributes. Consequently, a user can’t write to, erase, or
rename a file when Read Only is set.

A user with the Modify right can remove the Delete Inhibit and
Rename Inhibit attributes without removing Read Only. Then the file
can be deleted or renamed, but not written to. (See also “Rights.”)

NetWare shows Read Write (Rw) if Read Only isn't set.

Allows users to change the content of the file. Assigned by default
when Read Only is not set.

Prevents a user from renaming a file.

Allows the file to be accessed by more than one user at a time.
Usually used in combination with the Read Only attribute.

A DOS and OS/2 attribute. Marks a file used only by an operating
system. The file is hidden from the DOS or OS/2 DIR command and
can't be deleted, renamed, or copied.

However, the NetWare NDIR command shows the file if the user has
the File Scan right. (See also “Rights.”)
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Auditing

Table 1 continued
File Attributes

Attribute

Description

Transactional (T)

Indicates that the file is protected by Transaction Tracking System™
(TTS). TTS™ prevents data corruption by ensuring that either all
changes are made or no changes are made when a file is being
modified.

Set this attribute for all database files you want protected by TTS.
(See also “Transaction Tracking System.”)

Auditing
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Set or clear attributes with the FLAG command line utility, the FILER
menu utility, or the NetWare Administrator graphical utility.

Related utilities: “FILER,” “FLAG,” “NETADMIN,” and “NetWare
Administrator” in Utilities Reference.

The process of examining network transactions to ensure that network
records are accurate and secure.

In general, auditing means examining records to make sure that
transactions are accurate and that confidential information is secure.

NetWare auditing allows individuals, acting independently of network
supervisors and other users, to audit network transactions.

Auditors can audit NDS events as well as those events specific to a
volume or a server. Some events you can audit are shown in the
following figure.



Figure 1
Audited Events

Note"’
v

Auditing

O File or directory events

@ » Create, modify, delete directories or files
* Salvage, move, rename directories or files
Auditor * Create, delete, service queues

Server events

* Down server

« Create, delete bindery objects
» Mount, dismount volumes

» Modify security rights

Directory Service events

» Add, delete objects

* Move, rename objects

» Add, remove security equivalence

* Track User object logins and logouts

Auditors can track events and activities on the network, but they don’t
have rights to open or modify network files (other than the audit data
and audit history files), unless they are granted rights by the network

supervisor.

Auditing is enabled at the volume level for file system auditing. It is
enabled at the container level when auditing NDS events.

The Audit program files are installed automatically when you install or upgrade
to NetWare 4.

Audit data and history files are automatically created for volumes and
containers that have auditing enabled. The files keep records much like
a system or error log file. All activity tracked by the auditing utility is
recorded.

The audit files continue to accept records until auditing is disabled or
the file becomes full.

Related utility: “AUDITCON” in Utilities Reference.
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Auditing File object

Auditing File object

(AFO) A leaf object in the Novell Directory Services data structure used
to manage an audit trail’s configuration and access rights.

The audit utility (such as AUDITCON) creates the AFO when you
enable auditing. The server then checks for access rights each time a
user attempts to access the audit trail.

Authentication

18 Concepts

A means of verifying that an object sending messages or requests to
NDS is authorized to do so.

Authentication guarantees that only the purported sender could have
sent a message or request, and that it originated from the workstation
where the authentication data was created.

Authentication works with login restrictions and access control rights
to provide a secure network.

All a network user sees of authentication is a request for a password
during network login. Every subsequent network operation is
transparently authenticated using identification information created
when the password was entered.

NetWare 4 authentication uses a Public Key Encryption system that is
virtually unbreakable. It consists of a private key and a public key. The
keys are strings of numbers used in complex mathematical functions.

The workstation uses a private key to encode messages sent to the
NetWare server. The server then uses a public key to decode the
messages. The server knows that the workstation sent it because the
workstation’s private key is required to encode the message.

Neither the two keys nor the user’s password are ever sent across the
network.



Authentication

Authentication is illustrated in the following figure:

Figure 2
Authentication

I A

Requests login Requests authentication.
/ 14

Returns encrypted private key.

N
Enters password
A

[|||||=

Client NetWare
Uses password to decrypt private key. server
Uses private key to build an electronic ID.
14
/ Decodes the client's ID with the public key.
Confirms authentication for continued network use.
v | I

Because the keys aren’t changed during a login session, you might
encourage users to log out periodically to update the authentication
keys. That way, if someone on the server or workstation got one of the
keys, only the current login session would be compromised.

You can force periodic logouts by setting login time restrictions.
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AUTOEXEC.BAT

AUTOEXEC.BAT

A batch file that executes automatically when DOS or OS/2 is booted
on a computer.

A workstation’s AUTOEXEC.BAT file, located on the bootable floppy
or hard disk, can contain commands that

0 Load NetWare client files

0O  Load other files required by the hardware

0O  Setthe DOS or OS/2 prompt

0 Change the default drive to the first network drive
0 Login the user

The workstation AUTOEXEC.BAT file can also load user-specific
programs such as NETBIOS.COM or call other batch files.

AUTOEXEC.NCF

A NetWare server executable batch file, located on the NetWare
partition of the server’s hard disk.

AUTOEXEC.NCEF is used to
0 Load modules
0O  Set the NetWare operating system configuration
0O  Set bindery contexts
O  Store the IPX™ internal network number
O  Store the file server name

O Make time zone settings
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Automatic rollback
The network supervisor can also add executable server commands
(such as LOAD INSTALL or LOAD MONITOR) to AUTOEXEC.NCF.
If you choose only the IPX protocol during installation, the
AUTOEXEC.NCF contains all LOAD and BIND commands for the
LAN drivers, network boards, and for the IPX protocol.
In addition, if you enable your server for non-routing TCP/IP or
AppleTalk, the LOAD and BIND commands are placed in the
AUTOEXEC.NCF file.

See also “NETINFO.CFG”; “Router.”

Automatic rollback

A feature of TTS that returns a database to its original state.

When a network running under TTS fails during a transaction, the
database returns, or rolls back, to its most recent complete state,
preventing corruption from an incomplete transaction.

See also “Transaction Tracking System.”

Autonomous system

A collection of routers and networks under a single administrative
control.

See also “Exterior Gateway Protocol.”
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Autonomous system
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Backup

B

A duplicate of data (file, directory, volume), copied to a storage device
(floppy diskette, cartridge tape, hard disk). A backup can be retrieved
and restored if the original is corrupted or destroyed.

The type of backup you perform and the storage media rotation method
you use are dictated by

0  The number of backup sessions you are willing to restore in the
event of data loss

0O  The number of duplicate copies of data you want and are willing
to store

0 The maximum age you want the oldest data copy to be

Perform backups when the fewest files are likely to be open. (Files in
use at the time of the backup aren’t backed up.)

How Often to Back Up Files

Files that don’t change often, such as applications or archived files,
don’t need to be backed up as frequently as files that change often.

In deciding which files to back up and how often to back them up,
imagine a worst case scenario: Determine how long it would take and
what it would cost to re-create critical information if an unexpected
failure caused data loss at the worst possible time.
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Backup

Note"’
v

Table 2
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How File Restoration Decisions Determine Backup Methods

Backup methods have different implications for the process of restoring
files. Before you decide which backup method works best, make sure
you understand the implications.

Amount of Media Required

After you decide what kind of backups you want to perform, determine
how many sets of storage media you need, and how you plan to rotate
them.

Rotation Methods

Rotation distributes both current and older data across several storage
media, thereby reducing the risk of all data being lost if one of the media
becomes corrupted.

Example: The Grandfather Rotation Method

To use the Grandfather rotation method, you need 20 sets of storage
media.

Label four as daily sets Monday, Tuesday, Wednesday, and Thursday.
Label four as weekly sets Friday1, Friday2, Friday3, and Friday4. Label
the other twelve as monthly sets January, February, etc.

You may want to add another set of weekly tapes, labeled Friday5, for months
in which there are five Fridays.

The Grandfather method of rotation is illustrated in the following table:

Daily Daily Daily Daily Weekly Monthly
Mon. Tue. Wed. Thu. Fri. 1
Mon. Tue. Wed. Thu. Fri. 2
Mon. Tue. Wed. Thu. Fri. 3




Table 2

Backup

Daily Daily Daily Daily Weekly Monthly
Mon. Tue. Wed. Thu. Fri. 4

Jan.
Mon. Tue. Wed. Thu. Fri. 1
Mon. Tue. Wed. Thu. Fri. 2
Mon. Tue. Wed. Thu. Fri. 3
Mon. Tue. Wed. Thu. Fri. 4

Feb.

Example: The 10-Tape Rotation Method

To use the 10-tape rotation method, you need ten tape sets, each set
labeled with a number from one through ten.

In this method, a 40-week period is divided into 10 four-week cycles,
and each tape set is used an equal number of times during the 40 weeks.

You always have a 12-week-old copy of your data on at least one tape
set.

For the first four weeks, use the same tape sets for the Monday (set 1),
Tuesday (set 2), Wednesday (set 3), and Thursday (set 4) backups.

On the first four Fridays, use the next sequence of four tapes (sets 5
through 8).

During the second four week cycle, increment the daily tape set
numbers by one, for example, Monday (set 2), Tuesday (set 3),
Wednesday (set 4), and Thursday (set 5).

During the second four weeks, increment the Friday tape set number by
one also (sets 6 through 9).
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Backup

Table 3
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The 10-tape rotation method (showing the tape set numbers) is

illustrated in the following table.

Week 1: Week 2: Week 3: Week 4:
M, T,W, Th, F M, T,W, Th, F M, T,W, Th, F M, T,W, Th, F
1,2,3,4,5 1,2,3,4,6 1,2,3,4,7 1,2,3,4,8
2,3,4,5,6 2,3,4,57 2,3,4,5,8 2,3,4,5,9
3,4,5,6,7 3,4,5,6,8 3,4,5,6,9 3,4,5,6,10
4,5,6,7,8 4,5,6,7,9 4,5,6,7,10 4,5,6,7,1
56,7,8,9 5,6,7,8,10 56,7,8,1 56,7,8,2
6,7,8,9,10 6,7,8,9,1 6,7,8,9,2 6,7,8,9,3
7,8,9,10,1 7,8,9, 10,2 7,8,9, 10,3 7,8,9,10,4
8,9,10,1,2 8,9,10,1,3 8,9,10,1,4 8,910,1,5
9,10,1,2,3 9,10,1,2, 4 9,10,1,2,5 9,10,1,2,6
10,1,2,3,4 10,1,2,3,5 10,1,2,3,6 10,1,2,3,7

To make sure that you have a four-week-old copy of data at the end of the first
four-week cycle, back up to tape set 10 as well as to tape set 1 on Monday of
the first week.

Backup Log

Keep a written log of all backups performed. The log serves as a record
in case the electronic log and error files are destroyed.

Record the date, backup type, what was backed up, the media set
identification name or number, session log path, data path, and the
initials of the person performing the backup.



Backup hosts and targets

Recording the data path in a log makes it easier to provide this
information if you want to restore the session to a different location than
it was backed up from.

See also “Data set.”

Backup hosts and targets

Baud rate

Bindery

A backup host is a NetWare server that has a storage device and a
storage device controller attached.

A target is the server, workstation, or database from which you back up
data or to which you restore data.

Any server, workstation, or service (such as NDS) on the network can
be a target, including the backup host. The target server must contain
Target Service Agent files.

See also “Backup”; “Storage Management Services”; “Target Service
Agent.”

In serial communication, the signal modulation rate, or the speed at
which a signal changes.

See also “Serial communication.”

A network database, in NetWare versions earlier than NetWare 4, that
contains definitions for entities such as users, groups, and workgroups.

In NetWare 4, the bindery has been replaced by the Novell Directory
database, under NDS.
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Bindery context

Bindery services provides NetWare 4 networks with backward
compatibility to NetWare versions that used the bindery. (See also
“Bindery services.”)

The following table compares features of bindery- and Directory-based
versions of NetWare.

Table 4

Feature

Bindery

Directory

Logical Structure
Partitions
Replication
Synchronization

Users

Groups

Login

Printing
Volumes
Queues

Trustees

Flat structure
None

None

No replicas

Separate account on
each server

Server-by-server

Password per server

No friendly map
Server-specific
Local objects only

Server-specific

Hierarchical tree
Distributed database
Partitions replicated
Replicas synchronized

Global account for
network

Network-wide

Network-wide with
authentication

User-friendly access
Global objects
System-wide objects

Global objects

Bindery context

The container object in which bindery services is set.

See also “Bindery services.”
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Bindery context path

Bindery context path

Note"’
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A path statement that allows bindery context to be set in as many as 16
containers. Use the Bindery Context SET parameter to set bindery
contexts. Multiple contexts are separated by semicolons. For example:

SET BINDERY CONTEXT =
OU=Legal.O=Novell; OU=Sales.O=Novell; OU=Mktg.O=Novell

For more information, see “SET” in Utilities Reference.

In previous versions of NetWare 4, you could only set the bindery
context in one container (Organization or Organizational Unit) within
the Directory tree. All bindery objects had to be located in that
container.

In NetWare 4, a bindery context path allows

0 Bindery objects on a NetWare 4 server to be located in multiple
containers

0  NetWare 3 NLM programs that rely on bindery services to access
objects in more than one container

All containers in the bindery context path must be in a read/write replica
present on the server.

However, using a bindery context path can create a potential problem:
Although you cannot have more than one object of the same name in
the same container, you can have objects with the same names in the
different containers of a bindery context path.

But, you can still have only one object with the same name in a bindery.
So, only the object in the first container of a path shows up to users,
overriding other objects with the same name in other containers.

It does not matter whether these objects are of the same type (for
example, printer Joe and user Joe).
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Bindery object

The following illustration shows part of a tree that is included in this
bindery context path:

OU=Legal.O=Novell; OU=Sales.O=Novell; OU=Mktg.O=Novell

[Rcl)ot]
O=Novell

| | | |
OU=Legal OU=Sales OU=Mktg OU=Purch

I I I I
| | | | | | | |
Joe Mary Bob Joe Jane Sue Jim Bob

If the context is specified as shown above, only user Joe in Legal shows
up to a user logging in. On the other hand, only user Joe in Sales shows
if the user logging in specifies the context as follows:
OU=Sales.O=Novell;0U=Legal.O=Novell;0U=Marketing.O=Novell
Consequently, you should avoid having objects with duplicate names
in different containers if these containers are in the same bindery
context path.

Related utility: “SET” in Utilities Reference.

See also “Bindery services.”

Bindery object
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A leaf object that represents an object placed in the Directory tree by an
upgrade or migration utility, but that NDS can’t identify.

This object is for backward compatibility with bindery-oriented
utilities.

See also “Object.”



Bindery Queue object

Bindery Queue object

A leaf object that represents a queue placed in the Directory tree by an
upgrade or migration utility, but that NDS can’t identify.

This object is for backward compatibility with bindery-oriented
utilities.

See also “Object.”

Bindery services

A feature of NetWare 4 that allows bindery utilities and clients to co-
exist with NDS on the network.

Objects in a bindery exist in a flat database instead of a hierarchical
database like a Directory tree.

Bindery services creates a flat structure for the objects within an
Organization object or within an Organizational Unit object.

All objects within that container object can then be accessed both by
NDS objects and by bindery clients and servers. Bindery services
applies only to the leaf objects in that Organizational Unit.

The container object where bindery services is set is called the bindery
context. You can change the bindery context by using the SET command.
You can also set multiple bindery contexts. You can have up to 16
bindery contexts for each server. (See “Maintaining Bindery Services in
a NetWare 4 Environment” in Chapter 8 of Guide to NetWare 4 Networks.)

When you install any NetWare 4 server into the Directory tree, a
NetWare Server object is created in the container object. By default,
bindery services is activated and the bindery context is set for that
container object.

A read/write replica of the Directory partition that the bindery context
is located in must be stored on each server you want bindery services
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Bindery services

Figure 3
Bindery Services in
a Directory Tree
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enabled on. This is done by default when you install a server into a new
context.

If you don’t create a new context when installing NetWare 4 on a server
(that is, if you place the server object into an existing context), then the
installation program places on the server a read/write replica of the
Directory partition containing that context.

Although bindery services is enabled during installation of NetWare 4,
you can disable it with the SET command.

The following figure illustrates bindery services when a bindery
context is set for an Organizational Unit object.

[Root]
| l !
Organization Organization Organization
| [ (. )
Organizati