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Protocol Name

VTP: Cisco VLAN Trunking 
Protocol

Protocol Description
VLAN Trunking Protocol (VTP) is a Cisco Layer 2 messag-
ing protocol that manages the addition, deletion, and renam-
ing of VLANs on a network-wide basis. Virtual Local Area Net-
work (VLAN) Trunk Protocol (VTP) reduces administration in 
a switched network. When you configure a new VLAN on one 
VTP server, the VLAN is distributed through all switches in the 
domain. This reduces the need to configure the same VLAN ev-
erywhere. VTP is a Cisco-proprietary protocol that is available 
on most of the Cisco Catalyst Family products.

VTP ensures that all switches in the VTP domain are aware of 
all VLANs. There are occasions, however, when VTP can create 
unnecessary traffic. All unknown unicasts and broadcasts in a 
VLAN are flooded over the entire VLAN. All switches in the net-
work receive all broadcasts, even in situations where few users 
are connected in that VLAN. VTP pruning is a feature used to 
eliminate (or prune) this unnecessary traffic.

By default, all Cisco Catalyst switches are configured to be VTP 
servers. This is suitable for small-scale networks where the size 
of the VLAN information is small and easily stored in all switches 
(in NVRAM). In a large network, a judgment call must be made 
at some point when the NVRAM storage needed is wasted, be-
cause it is duplicated on every switch. At this point, the network 
administrator should choose a few well-equipped switches and 
keep them as VTP servers. Everything else participating in VTP 
can be turned into a client. The number of VTP servers should 
be chosen so as to provide the degree of redundancy desired 
in the network.

There are three version of VTP so far. VTP Version 2 (V2) is not 
much different from VTP Version 1 (V1). The major difference 
is that VTP V2 introduces support for Token Ring VLANs. If you 
are using Token Ring VLANs, you need to enable VTP V2. Oth-
erwise, there is no reason to use VTP V2.

VTP version 3 differs from earlier VTP versions in that it does 
not directly handle VLANs. VTP version 3 is a protocol that is 
only responsible for distributing a list of opaque databases over 
an administrative domain. When enabled, VTP version 3 pro-
vides the following enhancements to previous VTP versions:

• Support for extended VLANs. 
• Support for the creation and advertising of private 

VLANs. 
• Improved server authentication. 
• Protection from the “wrong” database accidentally being 

inserted into a VTP domain. 

• Interaction with VTP version 1 and VTP version 2. 
• Provides the ability to be configured on a per-port ba-

sis. 
• Provides the ability to propagate the VLAN database 

and other databases.

Protocol Structure

The format of the VTP header can vary depending on the type 
of VTP message. However, they all contain the following fields 
in the header:

• VTP protocol version: 1 or 2 or 3
• VTP message types:

o Summary advertisements
o Subset advertisement
o Advertisement requests
o VTP join messages

• Management domain length
• Management domain name

Summary Advertisements

When the switch receives a summary advertisement packet, it 
compares the VTP domain name to its own VTP domain name. 
If the name is different, the switch simply ignores the packet. If 
the name is the same, the switch then compares the configura-
tion revision to its own revision. If its own configuration revision 
is higher or equal, the packet is ignored. If it is lower, an adver-
tisement request is sent.

Summary Advert Packet Format:
8 16 24 32bit

Version Code Followers MgmtD Len

Management Domain Nance (zero-padded to 32 bytes)

Configuration Revision Number

Updater Identity

Update Timestamp (12 bytes)

MDS Digest (16 bytes)

• Followers indicate that this packet is followed by a 
Subset Advertisement packet.

• The updater identity is the IP address of the switch 
that is the last to have incremented the configuration 
revision.

• Update timestamps are the date and time of the last 
increment of the configuration revision.

• Message Digest 5 (MD5) carries the VTP password 
if it is configured and used to authenticate the valida-
tion of a VTP update.

Subset Advertisements

When you add, delete, or change a VLAN in a switch, the server 
switch where the changes were made increments the configura-
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tion revision and issues a summary advertisement, followed by 
one or several subset advertisements. A subset advertisement 
contains a list of VLAN information. If there are several VLANS, 
more than one subset advertisement may be required in order 
to advertise them all.

Subset Advert Packet Format:
8 16 24 32bit

Version Code
Sequence 
Number

MgmtD Len

Management Domain Nance (zero-padded to 32 bytes)

Configuration Revision

VLAN - info field 1

......................................................

VLAN - info field N

The following formatted example shows that each VLAN infor-
mation field contains information for a different VLAN (ordered 
with lower valued ISL VLAN IDs occurring first):

V - info - len Status VLAN - Type
VLAN - name 

Len

ISL VLAN - id MTU Size

802.10 index

VLAN - name (padded with zeros to multiple of 4 bytes)

Most of the fields in this packet are easy to understand. Below 
are two clarifications:

• Code—The format for this is 0x02 for subset adver-
tisement.

• Sequence number—This is the sequence of the 
packet in the stream of packets following a summary 
advertisement. The sequence starts with 1.

Advertisement Requests

A switch needs a VTP advertisement request in the following 
situations:

• The switch has been reset.
• The VTP domain name has been changed.
• The switch has received a VTP summary advertise-

ment with a higher configuration revision than its 
own.

Upon receipt of an advertisement request, a VTP device sends 
a summary advertisement, followed by one or more subset ad-
vertisements. Below is an example.

8 16 24 32bit

Version Code Rsvd MgmtD Len

Management Domain Nance (zero-padded to 32 bytes)

Start - Value

• Code—The format for this is 0x03 for an advertise-
ment request

• Start Value—This is used in cases where there are 
several subset advertisements. If the first (N) sub-
set advertisement has been received and the subse-
quent one (N+1) has not, the Catalyst only requests 
advertisements from the (N+1)th one.

Related protocols
IEEE 802.1Q

Sponsor Source
VTP is a Cisco protocol.        

Reference
http://www.cisco.com/en/US/products/hw/switches/ps708/
products_configuration_guide_chapter09186a008019f048.
html#1017196
Understanding and Configuring VLAN Trunking Protocol

http://www.javvin.com
http://www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_guide_chapter09186a0080
http://www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_guide_chapter09186a0080
http://www.cisco.com/en/US/products/hw/switches/ps708/products_configuration_guide_chapter09186a0080
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Protocol Name

XOT: X.25 over TCP Protocol 
by Cisco

Protocol Description
The X.25 over TCP protocol (XOT) is designed by Cisco to 
transport X.25 over IP internets. The X.25 Packet Level requires 
a reliable link level below it and normally uses LAPB. XOT is a 
method of sending X.25 packets over IP internets by encapsu-
lating the X.25 Packet Level in TCP packets. 

TCP provides a reliable byte stream. X.25 requires that the layer 
below it provide message semantics, in particular the bound-
ary between packets.  To provide this, a small (4-bytes) XOT 
header is used between TCP and X.25.  The primary content of 
this header is a length field, which is used to separate the X.25 
packets within the TCP stream. 

In general, the normal X.25 protocol packet formats and state 
transition rules apply to the X.25 layer in XOT. Exceptions to 
this are noted.   

Protocol Structure

16 32bit

Version Length

• Version - The version number. It must be 0. If no 
zero number is received, the TCP session must be 
closed.

• Length - The length of the packet. Values must be 
legal X.25 packet lengths. If the length field has an 
illegal value, then the TCP connection MUST be 
closed.

 
Related protocols
IP, TCP, X.25

Sponsor Source
XOT is a Cisco protocol and circulated in IETF (http://www.ietf.
org) RFC1613.       

Reference
http://www.javvin.com/protocol/rfc1613.pdf
Cisco Systems X.25 over TCP (XOT)

http://www.javvin.com
http://www.ietf.org
http://www.ietf.org
http://www.javvin.com/protocol/rfc1613.pdf
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