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Preface

This guide provides an overview of the Novell® Modular Authentication
Service (NMAS™) technology and software. It includes instructions on how
to install, configure, and manage NMAS Enterprise Edition. It is written
primarily for network administrators.

Documentation Conventions

In this documentation, a greater than symbol (>) is used to separate actions
within a step and items in a cross-reference path.

Also, a trademark symbol (®, TM, etc.) denotes a Novell trademark. An
asterisk (*) denotes a third-party trademark.
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NMAS Overview

This chapter provides an overview of Novell® Modular Authentication
Service (NMAS™),

NMAS Functionality

Login Factors

NMAS is designed to help you protect information on your network. NMAS
brings together additional ways of authenticating to NDS® eDirectory™ on
NetWare® 5.1 and later and Windows* NT*\2000 networks to help ensure that
the people accessing your network resources are who they say they are.

NMAS is available in two different products: NMAS, which is the product
that is bundled with other products, and NMAS Enterprise Edition, which is
the product that is sold by itself.

This manual deals with NMAS Enterprise Edition and its functionality.

There are three key features of NMAS Enterprise Edition:
+ Login factors
+ Login methods and sequences

+ Graded authentication

NMAS uses three different approaches to logging in to the network called
login factors. These login factors describe different items or qualities a user
can use to authenticate to the network:

+ Password authentication (“something you know”)
¢ Physical device authentication (“something you have”)

+ Biometric authentication (“something you are”)

NMAS Overview 9



Password Authentication

Passwords (“something you know”) are important methods for authenticating
to networks. NMAS provides the standard NDS password login method, as
well as login methods common with LDAP, Internet browsers, and other
directories.

¢ Standard NDS password authentication: The standard NDS password
method uses a secure password challenge response authentication.
Because of the increased security it offers, the standard NDS password
authentication is somewhat slower than other password methods.

¢ Cleartext: Cleartext (or plaintext) authentication sends the password
over the wire in an unencrypted form. Aside from no authentication at all,
this is the lowest form of user authentication from a security standpoint.
Because there is no encryption process, plaintext authentication is
normally quite fast.

This authentication method is included in NMAS to provide faster
authentication in networks requiring less security, as well as to provide
interoperability with systems that use cleartext authentication (for
example, FTP/Telnet and POP3 e-mail).

¢ SHA-1: The secure hash algorithm (SHA-1) is a popular method of
network authentication. A hash (or message digest) is the transformation
of a string of characters into a usually shorter fixed-length value or key
that represents the original string.

In terms of security, SHA-1/MDS5 authentication is more secure than
cleartext because the password is altered when it travels across the
network. Authentication is relatively fast because it is easy to compute a
shorter hashed value.

+ MD-5: This message-digest algorithm takes a message of arbitrary length
and produces a 128-bit message digest (hash) output. MD-5 was, at one
time, the most widely used secure hash algorithm.

+ Enhanced Password

Physical Device Authentication

Third-party authentication developers have written authentication modules for
NMAS for two types of physical devices (“something you have”): smart cards
and tokens.

NOTE: NMAS uses the word foken to refer to all physical device authentication
methods (smart cards, tokens, etc.).
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+ Smart cards: A smart card is a plastic card, about the size of a credit card,
that includes an embedded, programmable microchip that can store data
and perform cryptographic functions. With NMAS, a smart card can be
used to establish an identity when authenticating to NDS.

¢ Tokens: A token is a hand-held hardware device that generates a one-
time password to authenticate its owner. Token authentication systems are
based on one of two schemes: challenge-response and time-synchronous
authentication.

¢ Challenge-response authentication: With this approach, the user

logs in to an authentication server, which then issues a prompt for a
personal identification number (PIN) or a user ID. The user provides
the PIN or ID to the server, which then issues a challenge—a random
number that appears on the user’s workstation. The user enters that
challenge number into the token, which then encrypts the challenge
with the user’s encryption key and displays a response. The user
types in this response and sends it to the authentication server.

While the user is obtaining a response from the token, the
authentication server calculates what the appropriate response
should be based on its database of user keys. When the server
receives the user’s response, it compares that response with the one
it has calculated. If the two responses match, the user is authenticated
to the network.

¢ Time-synchronous authentication: With this method, an algorithm
that executes both in the token and on the server generates identical
numbers that change over time. The user logs in to the authentication
server, which issues a prompt for an access code. The user then enters
a PIN followed by the digits displayed at that moment on the token.
The authentication server compares this entry with the sequence it
generated; if they match, the server grants the user access to the
network.

+ X509 Certificates
+ Entrust and Advanced X509 Certificates

Biometric Authentication

Biometrics is the science and technology of measuring and statistically
analyzing human body characteristics (“something you are”).

Biometric authentication requires readers or scanning devices, software that
converts the scanned information into digital form, and a database or directory
that stores the biometric data for comparison with entered biometric data.
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In converting the biometric input, the software identifies specific points of
data as match points. The match points are processed using an algorithm into
a value that can be compared with biometric data scanned when a user tries to
gain access.

Biometric authentication can be classified into two groups:

¢ Static biometric authentication: This captures and verifies
physiological characteristics linked to the individual. Common static
biometric characteristics include fingerprints, eye retinas and irises, and
facial features.

¢ Dynamic biometric authentication: This captures and verifies
behavioral characteristics of an individual. Common dynamic biometric
characteristics include voice or handwriting.

Login and Post-Login Methods and Sequences

A login method is a specific implementation of a login factor. NMAS provides
multiple login methods to choose from based on the three login factors
(password, physical device or token, and biometric authentication).

A post-login method is a security process that is executed after a user has
authenticated to NDS. For example, one post-login method is the Workstation
Access method that requires the user to provide credentials in order to access
the computer after the workstation is locked.

NMAS software includes support for a number of login and post-login
methods from Novell and from third-party authentication developers.
Additional hardware might be required, depending on the login method. Refer
to the PARTNERS.PDF file on the NMAS CD-ROM for a list of authorized
NMAS partners and a description of their methods.

Once you have decided upon and installed a method, you need to assign it to
a login sequence in order for it to be used. A login sequence is an ordered set
of one or more methods. Users log in to the network using these defined login
sequences. If the sequence contains more than one method, the methods are
presented to the user in the order specified. Login methods are presented first,
followed by post-login methods.
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Graded Authentication

Categories

Security Label

An important feature of NMAS Enterprise Edition is graded authentication.
Graded authentication allows you to “grade,” or control, users’ access to the
network based on the login methods used to authenticate to the network.

IMPORTANT: Graded authentication is an additional level of control. It does not
take the place of regular NDS and file system access rights, which still need to be
administered.

Graded authentication is managed from the Security Policy object in the
Security container using ConsoleOne™. This object is created when NMAS is
installed.

A category is an element of a set that represents sensitivity and trust. You use
categories to define security labels.

NMAS Enterprise Edition comes with three secrecy categories and three
integrity categories (Biometric, Token, Password) defined. You can define
additional secrecy and integrity categories to meet your company’s needs.

Security labels are a set of secrecy and integrity categories. NMAS Enterprise
Edition comes with eight security labels defined. The following table shows
the pre-defined security labels and the set of categories that define the label:

Default Security Labels Secrecy Categories Integrity Categories
Biometric & Password & Token {Biometric, Token, Password} {0}
Biometric & Password {Biometric, Password} {0}
Biometric & Token {Biometric, Token} {0}
Password & Token {Token, Password} {0}
Biometric {Biometric} {0}
Password {Password} {0}
Token {Token} {0}
Logged In {0} {0}
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Clearances

These labels are used to assign access requirements to NetWare volumes and
NDS attributes. You can define additional security labels to meet your
company’s needs.

Clearances are assigned to users to represent the amount of trust you have in
that user. A clearance has a Read label that specifies what a user can read and
a Write label that specifies what information a user can write to. A user can
read data which is labeled at the Read label and below. A user can write data
that is labeled between the Read label and the Write label.

NMAS Enterprise Edition defines only one clearance: Multi-level
Administrator. Multi-level Administrator has Biometric and Token and
Password for the Read label and Logged In for the Write label.

You can define additional clearances to meet your company’s needs.

For more information on graded authentication, see Chapter 3, “Using Graded
Authentication,” on page 23.

NMAS Software

NMAS

NMAS is bundled with other Novell products, such as NetWare 6. It provides
a limited set of NMAS functionality.

¢ Limited number of NMAS methods are available
+ Single login method per login sequence

+ No support for Graded Authentication

+ No RADIUS

NMAS Enterprise Edition

NMAS Enterprise Edition is available for purchase on CD and includes the
following:

* NMAS server and client software

+ Login methods software

14 Novell Modular Authentication Service Administration Guide



*

Support for multiple login methods per login sequence

*

Support for graded authentication

*

ConsoleOne management utility snap-in

RADIUS

*

Server and Client Software Installation

NMAS must be installed on a NetWare 5.1 or later server or Windows NT/
2000 with NDS eDirectory.and on each Windows client workstation that will
access the network using the NMAS login methods. After installation, NMAS
is managed using the ConsoleOne utility.

The NMAS server software is installed from a Windows client workstation.
You must have Admin rights to the NDS Tree object and be connected to the
NetWare server to install the NMAS server product.

The NMAS client software must be installed on each client workstation you
want to use the NMAS login methods. The latest Novell Client™ software
must be installed on the client workstation before you install the NMAS client
software.

Login Method Software and NMAS Partners

All NMAS login methods (server software and ConsoleOne snap-ins) are
installed using the ConsoleOne utility. The client software is installed using a
Windows installation program. Several currently supported login methods are
available on the NMAS Enterprise Edition CD.

NMAS software includes support for a number of login methods from third-
party authentication developers. Refer to the PARTNERS.PDF file in the
NMAS software for a list of authorized NMAS partners and a description of
their login methods.

Each NMAS partner addresses network authentication with unique product
features and characteristics. Therefore, each login method will vary in its
actual security properties.

Novell has not evaluated the security methodologies of these partner products;
so although these products might have qualified for the Novell Yes, Tested &
Approved™ or Novell Directory Enabled logos, those logos relate to general
product interoperability only.
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Novell encourages you to carefully investigate each NMAS partner’s product
features to determine which product will best meet your security needs. Also
note that some login methods require additional hardware and software not
included with the NMAS product.

ConsoleOne Management

NMAS is managed through a ConsoleOne snap-in module. ConsoleOne is the
Java* authored, GUI-based framework for managing NDS. Specific
ConsoleOne property pages let you manage login methods, the login
sequences, enrollment, and graded authentication.

During the installation of the snap-in module, NMAS extends the NDS
schema and creates new objects in the Security container in the NDS tree.
These new objects are the Authorized Login Methods container, the
Authorized Post-Login Methods container, the Security Policy object, and the
Login Policy object. All login methods are stored and managed in the
Authorized Login Methods container. All post-login methods are stored and
managed in the Authorized Post-Login Methods container.

By default, NMAS installs the standard NDS password login method.
Additional login methods can be installed using a wizard launched from the
Authorized Login Methods container using the Create New Object option.
Post-login methods can be installed using a wizard launched from the
Authorized Post-Login Methods container using the Create New Object
option.

IMPORTANT: Run ConsoleOne from a Windows client workstation by using the
ConsoleOne executable located on the server at server_name:
SYS\PUBLIC\MGMT\CONSOLEONE\1.2\BIN\CONSOLEONE.EXE.

Next Steps
¢ To install NMAS Enterprise Edition, see the file NMASINSTALL.PDF
that ships with this CD or see the Quick Start in the NMAS product box.

¢ To set up login methods and sequences, see Chapter 2, “Setting Up Login
and Post-Login Methods and Sequences,” on page 17.

¢ To set up graded authentication, see Chapter 3, “Using Graded
Authentication,” on page 23.

¢ To log in using NMAS, see Chapter 4, “Logging In to the Network Using
NMAS,” on page 37.
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Overview

Setting Up Login and Post-Login
Methods and Sequences

This chapter describes how to set up and configure login and post-login
methods and sequences for NMAS™ Enterprise Edition.

NMAS provides multiple login methods to choose from based on the three
login factors (password, physical device or token, and biometric
authentication).

NMAS software includes support for a number of login and post-login
methods from Novell® and from third-party authentication developers. Some
methods require additional hardware and software not included with the
NMAS product. Make sure that you have all of the necessary hardware and
software for the methods you will use.

NMAS Enterprise Edition includes several login methods on the product CD
in the NMASMETHODS folder.

See the PARTNERS.PDF file in the NMAS software for a description of the
login methods and specific installation instructions.

Installing a Login Method

IMPORTANT: Run ConsoleOne™ from a Windows* client workstation by using
the ConsoleOne executable located on the server at:
server-SYS\PUBLIC\MGMT\CONSOLEONE\1.2\BIN\CONSOLEONE.EXE.

1 In ConsoleOne, select the Security container.

2 Right-click the Authorized Login Methods container.

Setting Up Login and Post-Login Methods and Sequences 17
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Select New > Object.

The New Object Wizard starts.

Select the SAS:NMAS Login Method class > click OK.
Specify the configuration file > click Next.

The configuration file is located in the login method folder and is usually
named CONFIG.TXT.

From the license agreement screen, click Accept > Next.
Accept the default method name or rename it > click Next.
Review the available modules for this method > click Next.

If you want a login sequence to only use this login method, check the
appropriate check box > click Finish.

Review the installation summary > click OK.

If necessary, close and restart ConsoleOne to run the newly installed
ConsoleOne snapins provided by the login method to configure the login
and/or enroll users to use this login method.

Installing a Post-Login Method

IMPORTANT: Run ConsoleOne from a Windows client workstation by using the
ConsoleOne executable located on the server at
server-SYS\PUBLIC\MGMT\CONSOLEONE\1.2\BIN\CONSOLEONE.EXE.

1
2
3

In ConsoleOne, select the Security container.

Right-click the Authorized Post-Login Methods container.
Select New > Object.

The New Object Wizard starts.

Select the sasPostLoginMethod class > click OK.

Specify the configuration file > click Next.

The configuration file is located in the post-login method folder and is
usually named CONFIG.TXT.

From the license agreement screen, click Accept > Next.
Accept the default method name or rename it > click Next.

Review the available modules for this method > click Finish.
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9 Review the installation summary > click OK.

10 If necessary, close and restart ConsoleOne to run the newly installed
ConsoleOne snapins provided by the login method to configure the login
and/or enroll users to use this post-login method.

Updating a Login and Post-Login Method
When a login method vendor updates a login or post-login method, you can
update the method by doing the following:

1 Right-click the login or post-login method to be updated > select
Properties > click General tab > click Update Method.

2 Specify the configuration file > click Next.

The configuration file is located in the post-login method folder and is
usually named CONFIG.TXT.

From the license agreement screen, click Accept > Next.
Accept the default method name or rename it > click Next.

Review the available modules for this method > click Finish.

o a h~ W

Review the installation summary > click OK.

7 Close and restart ConsoleOne to use the newly updated method.

The updated method will be available to the users the next time they log in.

Creating a Login Sequence

Once login and post-login methods are installed, you must create login
sequences in order for the methods to be used to log in to NDS®. You view,
add, modify, or delete login sequences using ConsoleOne.

In NMAS Enterprise Edition, you can set up multiple login and post-login
methods per sequence. You must have at least one login method selected to be
able to select a post-login method.

When multiple methods are selected for a sequence, they are executed in the
order they are listed. Login methods are executed first, then post-login
methods.

A login sequence can be an And or an Or sequence. An And sequence is
successful if all of the login methods successfully validate the identity of the
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user. An Or sequence only requires that on of the login methods validate the
identity of the user for the login to be successful.

The post-login methods in a login sequence are all executed if the login is
successful, regardless of the 4nd and Or.

Once a sequence is created, users may be authorized to use the new sequence
to log in to the network.

Adding a New Login Sequence
1 In ConsoleOne, select the Security container.
2 Right-click the Login Policy container > select Properties.
3 Click New Sequence.
4 Enter a name for the new login sequence > click OK to continue.

All available login methods will be listed under Available Login Methods
and Available Post-Login Methods.

5 Select the Sequence Type from the drop-down list.

If you select And, a user will have to log in using every login method that
makes up the login sequence. If you select Or, the user will only have to
log in using one of the login methods that makes up the login sequence.

6 Double-click or use the horizontal arrows to add each method you want
to the sequence.

If you are using multiple methods, use the vertical arrows to change the
execution order.

The Sequence Grade field displays the grade for the login sequence. For
And sequences, the sequence grade is the union of the grades of the login
methods. For Or sequences, the sequence grade is the intersection of the
method grades.

7 Click OK when you are finished.

Modifying a Login Sequence
1 In ConsoleOne, select the Security container.
2 Right-click the Login Policy container > select Properties.

3 Select a login sequence from the Defined Login Sequences drop-down
list.
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The Sequence Grade and Login and Post-Login Sequences for the
selected method are displayed. All of the available login methods appear
in the Available Login and Available Post-Login Methods lists.

4 Seclect an action:

¢ To add or remove login or post-login methods from a sequence, use
the left- and right-arrows.

NOTE: You must have at least one login method selected in order to have a
post-login method selected.

* To change the sequence order of the login methods, use the up- and
down-arrows.

+ To exit without saving changes, click Cancel.

IMPORTANT: Login sequences that don’t have a method associated with them
will not be saved.

Deleting a Login Sequence
1 In ConsoleOne, select the Security container.
2 Right-click the Login Policy container > select Properties.

3 Select the sequence from the Defined Login Sequences drop-down list
(Alt+S).

4 Click Delete Sequence.
5 Click Apply or OK.

Authorizing Login Sequences for Users

You can restrict the login sequences each user can use by doing the following:

1 In ConsoleOne, right-click a User object > click Properties > click the
Security tab > click Login Sequences.

2 Seclect either No restrictions or Restrict the user to the sequences
authorized below.

If you select No restrictions, the user can use any defined login sequence
to log in.

If you select Restrict the user to the sequences authorized below, use the
arrows to authorize or select the sequences you want this user to use to
log in.

3 Click Apply or OK.
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Setting Default Login Sequences

You can set a default login sequence so that a user or users are not required to
specify a login sequence when logging in.

1 In ConsoleOne, right-click a User object > click Properties > click the
Security tab > click Login Sequences.

2 Click the Default Login Sequence drop-down list > select an authorized
login sequence.

The sequence you select will be the default login sequence. If a user
attempts to login without using a login sequence, this default login
sequence will be attempted.

3 Click Apply or OK.

Next Steps

¢ To set up graded authentication, see Chapter 3, “Using Graded
Authentication,” on page 23.

¢ To log in using NMAS, see Chapter 4, “Logging In to the Network Using
NMAS,” on page 37.
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Overview

Using Graded Authentication

This chapter describes how to set up graded authentication.

The graded authentication feature of NMAS™ Enterprise Edition allows you
control users’ access to network resources based on the login methods used to
log in to the network. This means that you can set access rights to NetWare®
volumes and any attribute in NDS® based on how users log in.

Graded authentication is based on the relationship between a user and an
object, where an object is a network volume or NDS attribute. Graded
authentication uses the same NMAS login factors (password, physical device,
and biometric authentication) and security grades to establish the user object
relationship and to determine the grade or level of authentication.

To set up graded authentication, you need to do the following:
1. Understand the graded authentication rules.
2. Set up and assign security labels to volumes and NDS attributes.

3. Assign clearances for each user who will be logging in to the network
using NMAS. By default, all users have a clearance.

An example of graded authentication is located at the end of this chapter.
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Key Graded Authentication Terms

Security Policy Object

Category

Security Label

The Security Policy object is the object in NDS eDirectory that you can use to
manage the elements of graded authentication. The Security Policy object
resides in the Security container.

For more information, see “Configuring the Security Policy Object” on page
28.

A category is an element of a set that represents sensitivity and trust. You use
categories to define security labels.

There are two types of categories: secrecy and integrity.

Secrecy Categories

Secrecy controls the disclosure or reading of information.

Integrity Categories
Integrity controls the modification or writing of information.

NMAS Enterprise Edition comes with three secrecy categories (Biometric,
Token, Password) and three integrity categories (Biometric, Token, Password)
defined. You can define additional secrecy and integrity categories to meet
your company’s needs.

For more information, see “Defining User-Defined Categories (Closed User
Groups)” on page 28.

A security label represents the sensitivity of information. It is a set made up of
categories. For example, the Biometric security label contains the Biometric
secrecy category. The Biometric and Token and Password security label
contains three secrecy categories: Biometric, Token, and Password.

A security label can be assigned to a volume or to any NDS attribute. The
security label is compared against a user’s current clearance to determine what
information the user can access.
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NMAS Enterprise Edition comes with eight security labels defined. The
following table shows the pre-defined security labels and single-level
clearances:

Default Security Labels Secrecy Categories Integrity Categories

Biometric & Password & Token {Biometric, Token, Password} {0}

Biometric & Password {Biometric, Password} {0}

Biometric & Token {Biometric, Token} {0}

Password & Token {Token, Password} {0}

Biometric {Biometric} {0}

Password {Password} {0}

Token {Token} {0}

Logged In {0} {0}
You can define additional security labels to meet your company’s needs.
For more information, see “Defining Security Labels” on page 29.

Clearance

Clearances are assigned to users to represent the amount of trust you have in
that user. A clearance has a Read label that specifies what a user can Read and
a Write label that specifies what information a user can write to. For more
information, see “Dominance” on page 27 and “Graded Authentication Rules”
on page 27.

There are two types of clearances: single-level and multi-level.

Single-Level Clearance

A single-level clearance is a clearance in which the Read label and the write
label are the same. For example, the Biometric clearance’s Read label and
write label use the same Biometric label. Therefore, a user who is assigned the
Biometric clearance can read information labeled with Biometric and below,
but can only write to information labeled Biometric. All labels are used as
single-level clearances.
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Multi-level Clearance

A multi-level clearance is a clearance in which the Read label and the Write
label are different. For example, the Multi-Level Administrator clearance is a
multi-level clearance and has Biometric and Token and Password for the Read
label and Logged In for the Write label. This clearance will allow the user to
read all information and to write to all information that is labeled with the
default security labels.

NMAS Enterprise Edition defines only one multi-level clearance: Multi-Level
Administrator.

You can define additional clearances to meet your company’s needs.
The following figure summarizes the access relationships between the pre-

defined clearances and the security labels.
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