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CONVENTIONS

[0.2.1] Conventions

, Note:
[0.2.2] Several different typographic conventions are used , ‘ [0.2.8] Highlights general or useful information and tips.

throughout this manual. Refer to the following examples for
common usage.

[0.2.9]

[0.2.3] Bold type face denotes menu items, buttons and appli-
cation names.

[0.2.4] ltalic type face denotes references to other sections, and
the names of the folders, menus, programs, and files.

[0.2.5] <Enter> type face denotes keyboard keys.

WARNING!

[0.2.6] Warning information appears before the text it refer-
ences and should not be ignored as the content may prevent
damage to the device.

CAUTION!
A [0.2.7] CAUTIONS APPEAR BEFORE THE TEXT IT REFERENCES, SIMI-

LAR TO NOTES AND WARNINGS. CAUTIONS, HOWEVER, APPEAR IN
CAPITAL LETTERS AND CONTAIN VITAL HEALTH AND SAFETY INFOR-
MATION.

XVI



[0.3.10] Acronyms

[0.3.11] TERM

[0.3.12] DEFINITION

[0.3.13] A/D [0.3.14] Analog to Digital
[0.3.15] ACPI [0.3.16] Advanced Configuration and Power Interface
[0.3.17] ASF [0.3.18] Alerting Standard Forum

[0.3.19] Asserte

[0.3.20] Active-high (positive true) signals are
asserted when in the high electrical state (near power
potential). Active-low (negative true) signals are

d asserted when in the low electrical state (near ground
potential).
[0.3.21] BIOS [0.3.22] Basic Input/Output System
[0.3.23] BIST [0.3.24] Built-In Self Test
[0.3.26] At the heart of the IPMI architecture is a
[0.3.25] BMC microcontroller called the Baseboard management

controller (BMC)

[0.3.27] Bridge

[0.3.28] Circuitry connecting one computer bus to
another, allowing an agent on one to access the other

[0.3.29] BSP

[0.3.30] Bootstrap processor

[0.3.31] Byte

[0.3.32] 8-bit quantity

[0.3.33] CLI

[0.3.34] Command Line Interface

[0.3.35] CMOS

[0.3.36] In terms of this specification, this describes
the PC-AT compatible region of battery-backed 128
bytes of memory, which normally resides on the
baseboard

XV

ACRONYMS

[0.3.37] CPU

[0.3.38] Central Processing Unit

[0.3.39] Deasser

[0.3.40] A signal is deasserted when in the inactive
state. Active-low signal names have “ L” appended
to the end of the signal mnemonic. Active-high signal
names have no “_L” suffix. To reduce confusion when

ted referring to active-high and active-low signals, the
terms one/zero, high/low, and true/false are not used
when describing signal states.
[0.3.41] DTC [0.3.42] Data Transfer Controller

[0.3.43] EEPRO

[0.3.44] Electrically Erasable Programmable Read-

M Only Memory

[0.3.45] EMP [0.3.46] Emergency Management Port
[0.3.47] FRU [0.3.48] Field Replaceable Unit

[0.3.49] GB [0.3.50] 1024 MB.
[0.3.51] GPIO [0.3.52] General Purpose Input/Out

[0.3.53] HSC [0.3.54] Hot-Swap Controller

[0.3.55] Hz [0.3.56] Hertz (1 cycle/second)

[0.3.57] 12c [0.3.58] Inter-Integrated Circuit bus

[0.3.59] IANA [0.3.60] Internet Assigned Numbers Authority
[0.3.61] IBF [0.3.62] Input buffer

[0.3.63] ICH [0.3.64] I/O Controller Hub
[0.3.65] ICMB [0.3.66] Intelligent Chassis Management Bus




[0.3.67] IERR [0.3.68] Internal Error
[0.3.69] IP [0.3.70] Internet Protocol
[0.3.71] IPMB [0.3.72] Intelligent Platform Management Bus
[0.3.73] IPMI [0.3.74] Intelligent Platform Management Interface
[0.3.75] ITP [0.3.76] In-Target Probe
[0.3.77] KB [0.3.78] 1024 bytes.
[0.3.79] KCS [0.3.80] Keyboard Controller Style
[0.3.81] KVM [0.3.82] Keyboard, Video, Mouse
[0.3.83] LAN [0.3.84] Local Area Network
[0.3.85] LCD [0.3.86] Liquid Crystal Display
[0.3.87] LCT [0.3.88] Lower Critical Threshold
[0.3.89] LED [0.3.90] Light Emitting Diode

[0.3.91] LNCT

[0.3.92] Lower Non-Critical Threshold

[0.3.93] LNRT

[0.3.94] Lower Non-Recoverable Threshold

[0.3.95] LPC [0.3.96] Low Pin Count
[0.3.97] LSI [0.3.98] Large Scale Integration
[0.3.99] LUN [0.3.100] Logical Unit Number

[0.3.101] MAC

[0.3.102] Media Access Control

[0.3.103] MB

[0.3.104] 1024 KB

[0.3.105] MD2

[0.3.106] Message Digest 2 — Hashing Algorithm

[0.3.107] MD5

[0.3.108] Message Digest 5 — Hashing Algorithm —
Higher Security

[0.3.109] Ms

[0.3.110] Milliseconds

XVl
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[0.3.111] Mux

[0.3.112] Multiplexer

[0.3.113] NIC [0.3.114] Network Interface Card
[0.3.115] NMI [0.3.116] Non-maskable Interrupt
[0.3.117] NM [0.3.118] Node Management

[0.3.119] OBF

[0.3.120] Output buffer

[0.3.121] OEM

[0.3.122] Original Equipment Manufacturer

[0.3.123] Ohm

[0.3.124] Unit of electrical resistance

[0.3.125] PDB

[0.3.126] Power Distribution Board

[0.3.127] PEF

[0.3.128] Platform Event Filtering

[0.3.129] PEP

[0.3.130] Platform Event Paging

[0.3.131] PERR

[0.3.132] Parity Error

[0.3.133] POH

[0.3.134] Power-On Hours

[0.3.135] POST

[0.3.136] Power-On Self Test

[0.3.137] PWM

[0.3.138] Pulse Width Modulation

[0.3.139] RAC

[0.3.140] Remote Access Card

[0.3.141] RAM

[0.3.142] Random Access Memory

[0.3.143] RMCP

[0.3.144] Remote Management Control Protocol

[0.3.145] ROM

[0.3.146] Read Only Memory

[0.3.147] RTC

[0.3.148] Real-Time Clock. Component of the chipset
on the baseboard.

[0.3.149] RTOS

[0.3.150] Real Time Operation System

[0.3.151] SCI

[0.3.152] Serial Communication Interface

[0.3.153] SDC

[0.3.154] SCSI Daughter Card




[0.3.155] SDR

[0.3.156] Sensor Data Record

[0.3.157] SEEP
ROM

[0.3.158] Serial Electrically Erasable Programmable
Read-Only Memory

[0.3.159] SEL

[0.3.160] System Event Log

[0.3.161] SERR

[0.3.162] System Error

[0.3.163] SMBus

[0.3.164] A two-wire interface based on the I2C proto-
col. The SMBus is a low-speed bus that provides
positive addressing for devices, as well as bus arbi-
tration

[0.3.165] SMI

[0.3.166] Server Management Interrupt. SMl is the
highest priority non-maskable interrupt

[0.3.167] SMM

[0.3.168] Server Management Mode

[0.3.169] SMS

[0.3.170] Server Management Software

[0.3.171] SNMP

[0.3.172] Simple Network Management Protocol

[0.3.173] SOL

[0.3.174] Serial Over LAN

[0.3.175] UART

[0.3.176] Universal Asynchronous Receiver/Trans-
mitter

[0.3.177] UCT

[0.3.178] Upper Critical Threshold

[0.3.179] UDP

[0.3.180] User Datagram Protocol

[0.3.181] UNCT

[0.3.182] Upper Non-Critical Threshold

[0.3.183] UNRT

[0.3.184] Upper Non-Recoverable Threshold

[0.3.185] WDT

[0.3.186] Watchdog Timer

[0.3.187] Word

[0.3.188] 16-bit quantity

XIX
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SAFETY INFORMATION

[0.4.189] Safety Information

[0.4.190] Important Safety
Instructions

[0.4.191] Read all caution and safety statements in this docu-
ment before performing any of the instructions.

[0.4.192] Warnings

[0.4.193] Heed safety instructions: Before working with the
server, whether using this manual or any other resource as a
reference, pay close attention to the safety instructions. Adhere
to the assembly instructions in this manual to ensure and main-
tain compliance with existing product certifications and approv-
als. Use only the described, regulated components specified in
this manual. Use of other products / components will void the
UL listing and other regulatory approvals of the product and will
most likely result in non-compliance with product regulations in
the region(s) in which the product is sold.

[0.4.194] System power on/off: The power button DOES NOT
turn off the system AC power. To remove power from system,
you must unplug the AC power cord from the wall outlet. Make
sure the AC power cord is unplugged before opening the chas-
sis, adding, or removing any components.

[0.4.195] Hazardous conditions, devices and cables: Haz-
ardous electrical conditions may be present on power, tele-
phone, and communication cables. Turn off the server and
disconnect the power cord, telecommunications systems, net-
works, and modems attached to the server before opening it.
Otherwise, personal injury or equipment damage can result.

[0.4.196] Electrostatic discharge (ESD) and ESD protection:
ESD can damage drives, boards, and other parts. We recom-
mend that you perform all procedures in this chapter only at an
ESD workstation. If one is not available, provide some ESD pro-
tection by wearing an antistatic wrist strap attached to chassis
ground any unpainted metal surface on the server when han-
dling parts.

[0.4.197] ESD and handling boards: Always handle boards
carefully. They can be extremely sensitive to electrostatic dis-
charge (ESD). Hold boards only by their edges. After removing
a board from its protective wrapper or from the server, place the
board component side up on a grounded, static free surface.
Use a conductive foam pad if available but not the board wrap-
per. Do not slide board over any surface.

[0.4.198] Installing or removing jumpers: A jumper is a small
plastic encased conductor that slips over two jumper pins.

Some jumpers have a small tab on top that can be gripped with
fingertips or with a pair of fine needle nosed pliers. If the jump-
ers do not have such a tab, take care when using needle nosed
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pliers to remove or install a jumper; grip the narrow sides of the
jumper with the pliers, never the wide sides. Gripping the wide
sides can damage the contacts inside the jumper, causing inter-
mittent problems with the function controlled by that jumper.
Take care to grip with, but not squeeze, the pliers or other tool

used to remove a jumper, or the pins on the board may bend or
break.

XXI



[0.5.199] Revision History

Refer to the table below for the updates made to this manual.

REVISION HISTORY

[0.5.200] DATE [0.5.201] CHAPTER [0.5.202] UPDATES
[0.5.203] [0.5.204] [0.5.205]
[0.5.206] [0.5.207] [0.5.208]

[0.5.209] Copyright

[0.5.210] Copyright © 2012 Quanta Computer Inc. This publica-
tion, including all photographs, illustrations and software, is pro-
tected under international copyright laws, with all rights
reserved. Neither this manual, nor any of the material contained
herein, may be reproduced without the express written consent
of the manufacturer. All trademarks and logos are copyrights of
their respective owners.

[0.5.211] Version 1.0 / July, 2012
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[0.5.212] Disclaimer

[0.5.213] The information in this document is subject to change
without notice. The manufacturer makes no representations or
warranties with respect to the contents hereof and specifically
disclaims any implied warranties of merchantability or fitness for
any particular purpose. Furthermore, the manufacturer reserves
the right to revise this publication and to make changes from
time to time in the content hereof without obligation of the man-
ufacturer to notify any person of such revision or changes.

[0.5.214] For the latest information and updates please refer to
www.quantaqgct.com

[0.5.215] All the illustrations in this technical guide are for refer-
ence only and are subject to change without prior notice.



[1.0.1] About the Server

Chapter 1



ABOUT THE SERVER A TOUR OF THE SYSTEM

[1.1.1] A Tour of the System

[1.1.2] System Overview

[1.1.6] 2.5” HDD System Component Description

[1.1.3] The Short Model Name is available as a 2.5” HDD sys- [1Nlé7l [1.1.8] ITEM [1.1.9] DESCRIPTION
tem. '

11101

1 [1.1.11] Fans [1.1.12] Fan module cage

[1.1.4] 2.5” HDD System

11122 | [1.1.13] 2.5

5 Hard Drives [1.1.14] 8 2.5” hard disk drives (HDD) cage

[1.1.5] 2.5 HDD System Component Overview

1-1



ABOUT THE SERVER SYSTEM FRONT FEATURES

[1 1. 15] System Front Features [1.1.19] 2.5” HDD Configuration (Continued)
i 1.1.21] ITEM 1.1.22] DESCRIPTION
No
[1.1.16] Configuration
1'122 [1.1.28] VGA port [1.1.29] Connect a monitor to this port
[1.1.17] 2.5” HDD Configuration =~
’ 4 [1.1.30] USB port [1.1.31] USB ports (2.0 compliant)
1 1'1312 [1.1.32] HDD Bays | [1.1.33] HDD array
|
Spfafialn ® A@nDalattetd, @ _ :
0 A SN A B i G AN [©)
L s 1B | [1.1.34) TapeDrive | 1 1 357 Insert a tape drive here
bR nAzAnanda ahad s Aakalatud 6 | Bay
A Al st At N Aagitace

At AnfaRnhuly nas atul

Pttt din s Rnlat Aasagniiod ad a®a b el

adadaiasaiasxixanancniadal Ioatal
® ®

[1.1.18] 2.5" HDD Configuration

[1.1.19] 2.5” HDD Configuration

[Jlflzg [1.1.21] ITEM [1.1.22] DESCRIPTION

11231 | [1.1.24] Optical

1 | Drive [1.1.25] Insert an optical drive here

1122 | [1.1.26] Control

2 | Panel [1.1.27] Control system

1-2



ABOUT THE SERVER SYSTEM FRONT FEATURES

[1.1.36] Control Panel [1.1.39] Control Panel Features (Continued)
1140 | [114q]
[1.1.42] NAME [1.1.43] DESCRIPTION
[1.1.37] Control Panel Features ITEM | IcON
11515 [1.1.52] ID LED [1.}.53] Lights for system identifi-
5 cation
1 2 3 4 5 6 7 8 9 10
1.1536. 8 [1.1.54] HDD ) .
5 e o 1.1.55] Hard disk drive access
P 7 AN R i} / 6 Activity LED [ :
EUE EUE @El‘é ETUE s S s I s [J_—] 11557. é [1.1.56] Fault [1.1.57] Provides critical and non-
D 7 LED critical failure notification
©
@ @ @ @ @ @ 11578, (%?9 [1.1.58] Fan [1.1.59] Amber: On, fan fault
8 A\ | fault LED [1.1.60] OFF: No fan fault
13 12 11 1.1609. 0z [1.1.61] Power [1.1.62] Green: ON, system power
9 € | LED on
[1.1.38] Control Panel Features [1.1.63] OFF: system off
116310 / / [1.1.64] Reset [1.1.65] Press to restart the system
[1.1.39] Control Panel Features 10 Button when the system is powered on
[]I“i“:ﬁ] []I‘éélt] [1.1.42] NAME [1.1.43] DESCRIPTION 1'16?111' Llu.tltéia] NMI [1.1.67] Asserts NMI
1 325 [LED ] [1.1.45] LAN access d) Push Button to PSU and System
116712 [1.1.68] Power | ON
1.1.4562. ﬁ [LlE.lD.46] LAN2 [1.1.47] LAN access 12 Button [1.1.70] Based on System on,
Push Button to PSU and System
off
11473, ﬁ [1.1.48] LAN3
[1.1.49] LAN access o
3 LED
113 [1.1.71] Identific | 1 1 751 pigh to activate ID LED
13 ation Button
1'1'4?4' % [LlE'EBO] LAN4 [1.1.51] LAN access
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ABOUT THE SERVER SYSTEM REAR FEATURES

[1.1.73] System Rear Features [1.1.85] 1/0 Features
[1.1.74] Configuration 1 )
[ i ED I Dﬂ [ [ ED Dﬂ i [
O—r ﬂ : L g L E ﬂ ﬂ? 3 Eﬂ E‘E iy et Eﬂ WE g
i o| [ )| |2 :
1 m Eﬂ IIE jIII SRR :l]i Eﬂ EDE ° l I:IE ; SII ]:J‘UUU 10000004 H[::[ I:IE N = EI]
P o (MEDCEE ] f ' el L | i il = ST
I:IE “Lp Eﬂ ]\\E}uu\ 10000000000C am I:IE N %ED // I I I
v I 6@ %=1 oL T = o 876 5 4 3
U T iy ‘, = 5 D
© rﬁ DIk v i ﬁ _2 [1.1.86] System Rear I/O Features
[1.1.75] System Rear Configuration [1.1.87] System Rear I/O Features
[1.1.76] System Rear Configuration []l'i'ssl] [ng:i] [1.1.90] NAME [1.1.91] DESCRIPTION
177 [1.1.78] ITEM [1.1.79] DESCRIPTION [1192] [1.1.93] Serial [1.1.94] Connect serial devices to
NO. 1 port this port
117911 [1.1.80] I/O ports [1.1.81] Connect I/O devices to these ports. [1'1295] Llo.rlt.s%] SFP+ [1.1.97] Connect SPF+ cables
12l | [1.1.83] Power [1.1.84] Power supply unit (PSU) [1198] [1.1.99] USB [1.1.100] USB ports (2.0 compli-
2 | Supply Unit 3 port ant)
[ 4 ] % [1.1.102] Dedicated Management LAN Port
[ﬂéﬁﬁ % [1.1.104] LAN [1.1.105] LAN access
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[1.1.87] System Rear I/O Features (Continued)

(1185 | [1189 [1.1.90] NAME [1.1.91] DESCRIPTION
ITEM ICON

[11109 [1.1.107] Fault [1.1.108] Provides critical and non-
6 LED critical failure notification

209 [1.1.110] ID [1.1.111] Lights for system identifi-
7 LED cation

[ ] [l.;.ll?;] |denif [1.1.114] Push to activate ID LED
8 cation Button

[11ny [1.1.116] VGA [1.1.117] Connect a monitor to this
9 port port

POWER SUB-SYSTEM

[1.1.118] Power Sub-System

[l il [ i [l ] [ ] il [l
o o o a
a a a o
o o o o
a a a a
o g 8 g 8 o
® ||l T p T o]
a a a a
a a a a
o o o o
B o= B 5 5
o
2 oo 2 = =
by u 5 P =] 5
m L] 0 iz
i’ eEgo PER =%
PSU4 —
‘ PSU

[1.1.119] PSU Description
[1.1.120] A system can have more than one power supply units

(PSU). The primary PSU and redundant backup(s). Redundant
backup(s) are optional.

[1.1.121] Power Supply Units by Model

[1.1.122] mODE [1.1.123] PSU [1.1.124] AC
L INPUT

[1.1.126] (1) 1100W high effi-
[1.1.125] ciency PSU, 100-240VAC
(Default)

[1.1.127] 110/
220V
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»

approval.

’ Note:
‘ [1.1.128] To use PSUs other than the models listed make sure
¥ to contact the system dealer first and obtain authorized
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LED STATUS DEFINITIONS

[1.1.129] LED Status Definitions

[1.1.130] 170 LED Description

[1.1.131] I/O LED Description

[1.1.132] NAME

[1.1.133] CoLOR

[1.1.134] Co
NDITION

[1.1.135] DESCRI
PTION

[1.1.139] Unit

[1.1.137] Blue H'1'138] © selected for iden-
tification
[1.1.136] ID LED 11142 N
A o}
[1.1.140] - [F1'1'141] OF | identification
requested
[1.1.146] O |[1.1.147] LAN
[1.1.145] Green N Link
[1.1.144] . 1[1.1.151] LAN
Link/ [1C.51r.e1:§] [1;'533] uiﬁtiog] Bli Access (off when
Act there is traffic)
[1.1.152] - [1.1.153] OF | [1.1.154] Discon
[1.1.143] o F nect
LAN1 [1.1.158] Green,
LED [1.1.156] Green [1'1'}\]57] O | link speed is
(upper) 1000Mbits/sec
[1.1.161] Amber,
[Sl'léleSdS] [1.1.159] Amber [1'1'}\?0] © link speed is
P 100Mbits/sec
[1.1.164] OFF,
[1.1.162] - [1'1'1§3] OF | ink speed is
10Mbits/sec
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[1.1.131] I/O LED Description (Continued)

[1.1.132] NAME

[1.1.133] CoLOR

[1.1.134] Co

[1.1.135] DESCRI

NDITION PTION
[1.1.168] O |[1.1.169] LAN
[1.1.167] Green N Link
[1.1.166] . [[1.1.273] LAN
Link/ g'é'elzo] [Bl|.al(j(71] le'ii'ﬂz] Bli Access (off when
Act 9 there is traffic)
[1.1.174] - [1.1.175] OF | [1.1.176] Discon
[1.1.165] F nect
LAN2 [1.1.180] Green,
LED [1.1.178] Green Lll'l'”g] O |link speed is
(lower) 1000Mbits/sec
[1.1.183] Amber,
[Sl'le'leYd?] [1.1.181] Amber 5'1'182] © link speed is
P 100Mbits/sec
[1.1.186] OFF,
[1.1.184] - [F1'1'185] OF | link speed is
10Mbits/sec
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[1.1.131] I/O LED Description (Continued)

[1.1.132] NAME

[1.1.133] CoLOR

[1.1.134] Co

[1.1.135] DESCRI

NDITION PTION
[1.1.189] Green E\11.1.190] O [Lliﬁtlgl] LAN
[1.1.188] . [[1.1.195] LAN
Link/ [é'ri'ir?z] I[Blljigs] le'ii'lgél] Bli Access (off when
Act 9 there is traffic)
) [1.1.197] OF |[1.1.198] Discon
[81.1.1_87] [1.1.196] = nect
ervice
Port [1.1.202] Green,
(LAN3)L [1.1.200] Green | L+2OH O ink speediis
ED 1000Mbits/sec
[1.1.205] Amber,
[Sl'léleg(?] [1.1.203] Amber H'1'204] © link speed is
P 100Mbits/sec
[1.1.208] OFF,
[1.1.206] - [F1'1'207] OF 1 link speed is
10Mbits/sec
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[1.1.209] LAN LED

[1.1.210] The system mainboard has one 1350 or X540
(optional) Ethernet controller and two 1GbE or 10GbE
(optional) ports. Each RJ45 connector has two built-in LEDs.
See the following illustration and table for details.

Link

=

[ 1

| PIN 1

Activity

Location

[1.1.211] RJ45 LAN Connector

[1.1.212] 1 GbE and 10 GbE LED Description

[1.1.213] [1.1.214] 10 GBE CHIP [1.1.215] 1 GBE CHIP
ONBOARD ONBOARD

[1.1.216] [1.1.217] Li [.1..1.218] Ac [1.1.219] Link [}.1.220] Acti
nk tivity vity

[1.1.221] 10 |[1.1.222] Gr|[1.1.223] Gr

GbE LED een een Blinking [1.1.224] N/A | [1.1.225] N/A

[1.1.226] 1 [1.1.227] A |[1.1.228] Gr |[1.1.229] Amb |[1.1.230] Gre

GbE LED mber een Blinking | er en Blinking

[1.1.231] 100 | [1.1.232] Of | [1.1.233] Gr |[1.1.234] Gre |[1.1.235] Gre

M f een Blinking | en en Blinking

LED STATUS DEFINITIONS

[1.1.236] Control Panel LED

[1.1.237] Control Panel LED Description

[1'12“2’\/'35] N [%é'l_zss] [1'1'2¢gNCONDI [1.1.241] DESCRIPTION
[1.1.243] [1.1.244] ON [1.1.245] System power
[1.1.242] p | Green on
ower LED [1.1.246] | [1.1.247] OFF [1.1.248] System power
A A off
[1.1.250] [1.1.251] ON [1.1.252] Unit selected for
[1.1.249] Id Blue - identification
entification (11253 | [1.1.254] OFF | [1-1:255] No identification
o o requested
[1.1.259] Critical Failure:
critical fan, voltage, tem-
perature state.
[1.1.257] | [1.1.258] Blinki
Amber ng [1.1.260] Non-Critical Fail-
ure: non-critical fan, volt-
age, temperature state,
[1'&'52?)] F CPU thermal trip.
au
[1.1.263] SEL Cleared
[1.1.264] DC Off
[1.1.261] | [1.1.262] OFF :
[1.1.265] Last pending
warning or error has been
de-asserted.
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[1.1.237] Control Panel LED Description (Continued)

[1.1.238] N | [1.1.239] | [1.1.240] ConDI [1.1.241] DESCRIPTION
AME CoOLOR TION

[1.1.267] [1.1.268] Blinki [1.1.269] Hard disk drive
Green N access (only on board

[1.1.266] H g SATA port)

DD Activity

[1.1.272] No access (non-

[1.1.270] | [1.1.271] OFF SAS)
8'1'274] [1.1.275] ON | [1.1.276] Link

[1.1.273] L reen

ANTLED | 11.1.277] |[1.1.278] Blinki | [1.1.279] LAN Access (off
Green ng when there is traffic)
[é'l'281] [1.1.282] ON | [1.1.283] Link

[1.1.280] L reen

AN2LED | 17.1.284] | [1.1.285] Blinki | [1.1.286] LAN Access (off
Green ng when there is traffic)
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LED STATUS DEFINITIONS
[1.1.287] HDD LED

[1.1.288] HDD LED Status Definitions

[1.1.289] SGPIO LED PATTERN

[1.1.290] [[11.291] [[1.1.292] [[1.1.293] [[1.1.294]




ABOUT THE SERVER

[1.1.295] PSU LED

[1.1.296] PSU LED

[1.1.297] PSU LED Description

mﬁg [1I.E],;:$L?:I]E F [éTlAi%(;] [1.1.301] DESCRIPTION
%1304] [1.1.305] Normal operation
139 | [1.1.303] P reen
1 SU LED [1.1.306]

[1.1.307] Fault

Yellow

LED STATUS DEFINITIONS



[2.0.1] Installing Hardware

Chapter 2



INSTALLING HARDWARE

[2.1.1] Safety Measures

WARNING!

[2.1.2] Always ask for assistance to move or lift the system.

WARNING!

[2.1.3] Only perform troubleshooting as authorized by the
product documentation, or as directed by a service and sup-
port team. Repairs not authorized by warranty may void the
warranty and damage the system.

WARNING!

[2.1.4] Always make sure to disconnect the system from the
AC electrical source. Powering down the system DOES NOT
ensure there is no electrical activity in the system.

WARNING!

[2.1.5] Server components and circuit boards are easily dam-
aged by discharges of static electricity. Working on servers
that are connected to a power supply can be extremely dan-
gerous. Follow the guidelines below to avoid personal injury
or damage to the server.

WARNING!

[2.1.6] Always disconnect the server from the power outlet
whenever you are working inside the server case.

2-1

SAFETY MEASURES

WARNING!

[2.1.7] Wear a grounded wrist strap. If none are available, dis-
charge any personal static electricity by touching the bare
metal chassis of the server case, or the bare metal body of
any other grounded device.

WARNING!

[2.1.8] Humid environments tend to have less static electricity
than dry environments. A grounding strap is warranted when-
ever danger of static electricity exists.

WARNING!

[2.1.9] Do not touch the components on the unless it is nec-
essary to do so. Do not flex or stress circuit boards.

WARNING!

[2.1.10] Leave all replacement components inside their static-
proof packaging until you are ready to use them.



INSTALLING HARDWARE HARD Disk DRIVES

[2.2.11] Hard Disk Drives

[22 12] Removing az.5n” Swap_ 2.2.17.3.Grasp the tray handle and pull the tray out of the
system.
pable HDD Assembly 5181

2.2.13.1.Press the tray handle button.

[2.2.14] Releasing HDD Tray Handle

2.2.15.2.Pull the HDD tray handle open.

[2.2.16] Removing HDD Assembly
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INSTALLING HARDWARE REMOVING A 2.5” SWAPPABLE HDD FROM AN HDD TRAY

[2.2.19] Removing a 2.5” Swap- [2.2.23] Installing a 2.5” Swap-

pable HDD from an HDD Tray pable HDD Assembly
,—""’@ l 2
s # 1
-~ [2.2.24] Installing HDD Assembly
2.2.25.1.Insert the HDD assembly into the system. Make
= sure the hard drive is fully inserted.
[22201 Disassembling HDD Assembly 2.2.26.2.Push the tray handle closed.

2.2.21.1.Remove the screws securing the HDD to the HDD
tray.

2.2.22.2.Remove the HDD from the HDD tray.
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INSTALLING HARDWARE INSTALLING A 2.5” SWAPPABLE HDD INTO AN HDD TRAY

[2.2.27] Installing a 2.5” Swap-
pable HDD into an HDD Tray

[2.2.28] Assembling HDD Assembly

2.2.29.1.Insert the HDD into the HDD tray.
2.2.30.2.Secure the HDD to the HDD tray with screws.
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INSTALLING HARDWARE POWER SuPPLY UNIT

[2.3.31] Power Supply Unit

CAUTION!
& [2.3.32] DISCONNECT THE POWER SUPPLY UNIT FROM THE POWER
@B  SOURCE BEFORE REMOVING PSU. FAILURE TO DO SO COULD

RESULT IN DAMAGE TO THE EQUIPMENT OR PERSONAL INJURY.

’ Note:
‘ [2.3.33] The redundant power supply unit can be replaced with-
L ¥ out shutting down the system. A

[2.3.34] Removing a Power Sup- [2.3.38] Removing the PSU
ply Unit

2.3.35.1.Pull the PSU handle (A) up to the open position.
2.3.36.2.Press and hold the locking latch (B) lever.
2.3.37.3.Pull the PSU from the system.
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INSTALLING HARDWARE

[2.3.39] Installing a Power Sup-
ply Unit

[2.3.40] Installing a Power Supply Unit

[2.3.41] Insert the power supply unit (PSU) into the system.
Make sure the PSU is flush with the system and the locking
latch lever (B) is locked in place.
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INSTALLING HARDWARE OPERATOR PANEL

[2.4.42] Operator Panel

[2443] Removing a Operator 2.4.4:17.2.Remove the operator panel assembly from the
chassis.
Panel Assembly

=
:

S
-~
fc
-
A

PR A
7
-
o

B
/AR

Prerequisite:

[2.4.44] Remove the top cover. See Opening the Top
Cover.

-4

=3

2.4.45.1.Disconnect the operator panel cable from the con-
nector on mainboard.

NN

/
/)

[2.4.48] Removing the Operator Panel Assembly

AR A A A A
CRrRre

5 ﬁﬁﬁﬁﬁﬁﬁﬁﬁ
y Hah

EALACAIAI AN AT AN By
PECRsRRes

¢

N &>

[2.4.46] Disconnecting the Operator Panel Cable
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2.4.49.3.Remove the operator panel board from the panel
housing.

[2.4.50] Disassembling the Operator Panel

24.511.
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INSTALLING A OPERATOR PANEL ASSEMBLY

[2.4.52] Installing a Operator
Panel Assembly

Prerequisite:

[2.4.53] Remove the top cover. See Opening the Top
Cover.

2.4.54 1.Secure the operator panel board on the panel hous-
ing.

[2.4.55] Assembling the Operator Panel



INSTALLING HARDWARE INSTALLING A OPERATOR PANEL ASSEMBLY

2.4.56.2.Install the operator panel assembly into the chassis.

—

[2.4.57] Installing the Operator Panel Assembly

2.4.58.3.Connect the operator panel cable to the connector
on mainboard.

N (O N PN

a%%%ﬁ%%\

A RETELLT

St

vty

QA

QOO KS

QAR

S “
N ¢

S

[2.4.59] Connecting the Operator Panel Cable

2.4.60.1.
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[2.5.61] Top Cover

[2.5.62] Removing a Top Cover

Prerequisite:

[2.5.63] Turn off the system and any attached peripher-
als.

[2.5.64] Unplug the AC power cables and disconnect all
peripherals, LAN lines and any other cables.

2.5.65.1.Remove the screw(s) from the top cover (A).
2.5.66.2.Lift the top cover off the chassis.

2-10

[2.5.67] Opening the Top Cover

Tor COVER




INSTALLING HARDWARE INSTALLING A TOP COVER

[2.5.68] Installing a Top Cover

2.5.69.1.Place the top cover (A) on the chassis.
2.5.70.2.Slide the top cover into place.

2.5.71.3.Install and secure the screw(s) into the top cover.

[2.5.72] Closing the Top Cover



INSTALLING HARDWARE PROCESSOR HEAT SINKS

[2.6.73] Processor Heat Sinks

[2.6.74] Removing a Processor
Heat Sink

WARNING!
[2.6.75] The heatsink remains hot after the system has been pow-
ered down. Allow sufficient time to cool before handling system

components.

Prerequisite:
[2.6.76] Remove the top cover. See Opening the Top

Cover.
2.6.77.1.Loosen the captive screw(s) securing the heat sink
to the mainboard.

[2.6.78] Removing the Heat Sink

2.6.79.2.Remove the heat sink.
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[2.6.80] Installing a Processor
Heat Sink

Note:

[2.6.81] To install a processor heat sink on processor number 2,
see Installing an Air Baffle.

7

Prerequisite:

[2.6.82] Remove the top cover. See Opening the Top
Cover.

2.6.83.1.Place the heat sink on the processor.

INSTALLING A PROCESSOR HEAT SINK

[2.6.84] Installing Heat Sink

2.6.85.2.Secure the heat sink with the captive screw(s) in the
order shown on the image Installing Heat Sink.

2.6.86.1.



INSTALLING HARDWARE AIR BAFFLE

[2.7.87] Air Baffle

[2.7.88] Removing an Air Baffle

[2.7.89] This procedure applies to the processor number 2 heat
sink removal. See the numbering of the processors in Main-
board Connectors and Jumpers section.

WARNING!

[2.7.90] The heatsink remains hot after the system has been pow-
ered down. Allow sufficient time to cool before handling system
components.

Prerequisite:

[2.7.91] Remove the top cover. See Opening the Top
Cover.

2.7.92.1.Loosen the captive screw(s) securing the heat sink
assembly to the mainboard in an order shown on the fol-
lowing image:

[2.7.93] Removing Heat Sink Assembly
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2.7.94.2.Remove the heat sink assembly.

2.7.95.3.Release the air baffle from adhesive on top of the
heat sink.

[2.7.96] Removing Air Baffle

INSTALLING AN AIR BAFFLE

[2.7.97] Installing an Air Baffle

[2.7.98] This procedure applies to the processor number 2 heat
sink air baffle. See the numbering of the processors in Main-
board Connectors and Jumpers section.

Prerequisite:

[2.7.99] Remove the top cover. See Opening the Top
Cover.

2.7.100.1.Leaving the adhesive area inside, fold the air baffle
as shown on the following image:

[2.7.101] Folding Air Baffle



INSTALLING HARDWARE INSTALLING AN AIR BAFFLE

2.7.106.1.Secure heat sink assembly with captive screw(s) in
the order shown on the image Installing Heat Sink
Assembly.

WARNING!

[2.7.102] Before installing an air baffle on heat sink, take a note
of the AIR FLOW arrow on top of the heat sink to avoid blocking
proper system cooling. See Sealing Air Baffle.

2.7.103.1.Align holes on air baffle with the pins on top of the
heat sink.

2.7.104.2.Seal air baffle on heat sink. Make sure the sides of
the air baffle are secured.

[2.7.107] Installing Heat Sink Assembly
[2.7.105] Sealing Air Baffle
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[2.8.108] Processors

[2.8.109] Removing a Processor

WARNING!

[2.8.110] The processor remains hot after the system has been
powered down. Allow sufficient time to cool before handling sys-
tem components.

Prerequisite:

[2.8.111] Remove the CPU heatsink. See Removing a
Heatsink.

2.8.112.1.Press the unlocking lever of the processor socket
down and upwards as shown.

[2.8.113] Release Unlocking Lever

PROCESSORS

2.8.114.2.Press the locking lever of the processor socket
down and upwards.

2.8.115.3.Pull the locking lever fully open as shown.

[2.8.116] Release Locking Lever



INSTALLING HARDWARE

2.8.117.4.Press down on unlocking lever and lift load plate
fully open.

[2.8.118] Load Plate Opening

2.8.119.5.Remove processor.

[2.8.120] Processor Removal

INSTALLING A PROCESSOR

[2.8.121] Installing a Processor

’ Note:
R [2.8.122] Use the socket cover to protect the socket when the

¥ socket is empty.

2.8.123.1.Remove the dust cover.

[2.8.124] Dust Cover Removal

2.8.125.1.Press the unlocking lever of the processor socket
down and upwards as shown.
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INSTALLING HARDWARE INSTALLING A PROCESSOR

2.8.130.4.Press down on unlocking lever and lift load plate
fully open.

[2.8.126] Release Unlocking Lever

2.8.127.2.Press the locking lever of the processor socket NS/
down and upwards. [2.8.131] Load Plate Opening

2.8.128.3.Pull the locking lever fully open as shown.
J Y OP 2.8.132.5..Locate the pin-1 (A) on processor and the pin-1

(B) corner of the socket.

2.8.133.6.Locate the indent (C) on processor and corre-
sponding tab (D) on socket.

[2.8.129] Release Locking Lever
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INSTALLING HARDWARE INSTALLING A PROCESSOR

’ Note:
R [2.8.137] Use the socket cover to protect the socket when the

¥ socket is empty.

2.8.138.8.Repeat steps 1 through 7 for the remaining pro-
Cessors.

[2.8.134] Installing Processor

2.8.135.7.Replace the processor bracket, unlocking and
locking levers to lock the processor in place.

[2.8.136] Replacing Processor Bracket
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INSTALLING HARDWARE MEMORY MODULES

[2.9.139] Memory Modules

WARNING!
[2.9.140] Mainboard is supplied with all DIMM slots populated

e with dummy DIMMs for proper air flow. When installing and replac-
ing memory modules, only remove those dummy DIMMs that are
to be directly replaced. All DIMM slots must be occupied at all
times by either a memory module or dummy DIMM.

[2.9.141] General Guidelines

[2.9.142] All multi-node servers have specific rules for the pop-
ulation of memory on the individual mainboards that must be
obeyed. Refer to the following individual server rules for infor-
mation on how to populate the particular server required
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INSTALLING HARDWARE GENERAL GUIDELINES

2

1
1

1l ®

[2.9.143] Memory Population Configuration
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[2.9.144] Memory Support List

[2.9.145] DIMM Configuration Parameters

[2.9.146] PARAMETER

[2.9.147] POSSIBLE VALUE

[2.9.148] DIMM Type

[2.9.149] RDIMM (w/ECC) or
UDIMM (w or w/o ECC) or
LRDIMM

[2.9.150] DIMM Construction

[2.9.151] RDIMM raw cards:

e A(1Rx8), B (2Rx8), C (1Rx4), D
(2Rx4), E/J (2Rx4), F/AB
(4Rx4), or H (4Rx8)

[2.9.152] UDIMM raw cards:

e A (1Rx8), B (2Rx8), C (1Rx16),
D (1Rx8 w/ECC), E (2Rx8 w/
ECC)

[2.9.153] LRDIMM raw cards:
e C/K (4Rx4 DDP), B (4Rx8 P)

[2.9.154] DIMM Frequencies

[2.9.155] DDR3-800, DDR3-1066,
DDR3-1333, DDR3-1600

2-23
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[2.9.156] Memory Population
Configurations

[2.9.157] RDIMM Population Configurations within a Channel
(Three Slots per Channel)

[2.9.158]
CONFIGU
RATION
NUMBER

[2.9.159]
POR
SPEED

[2.9.160]
1IN OR 2N

[2.9.161]
DIMM2

[2.9.162]
DIMM1

[2.9.163]
DIMMO

[2.9.164]
1

o A:
DDR3

1333,
1066

e B:
DDR3
-1600,
1333,
1066

[2.9.165]
1N

[2.9.166]
Empty

[2.9.167]
Empty

[2.9.168]
Single-
Rank

[2.9.169]
2

o A:
DDR3

1333,
1066

[2.9.170]
B: DDR3-
1600,
1333,
1066

[2.9.171]
1N

[2.9.172]
Empty

[2.9.173]
Empty

[2.9.174]
Dual-rank
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[2.9.157] RDIMM Population Configurations within a Channel
(Three Slots per Channel) (Continued)

MEMORY POPULATION CONFIGURATIONS

[2.9.157] RDIMM Population Configurations within a Channel
(Three Slots per Channel) (Continued)

1066

[2.9.158]
CONFIGU [2'33;9] [2.9.160] | [2.9.161] | [2.9.162] | [2.9.163]
RATION SPEED 1IN oRr 2N DIMM2 DIMM1 DIMMO
NUMBER

o A:

DDR3
(29175] | -1066 | [29.476] |[29.477] |[29.7g] | 29 77F)
3 e B: 1N Empty Empty

: rank

DDR3

-1066

o A:

DDR3

1333,

1066
[2.9.180] [29.181] |[2.9.182] | 29183 |[29.184]

e B: Single- Single-
4 : 1N Empty

DDR3 rank rank

1333,

1066

o A:

DDR3

-1333,
[2.9.185] 1066 | [2.9.187] | [2.9.188] gi;ﬁél_sgl [2.9.190]
5 [2.9.186] | 1N Empty rank Dual-rank

B: DDR3

- 1333,

[2.9.158]
CONFIGU [2;93;9] [2.9.160] | [2.9.161] | [2.9.162] | [2.9.163]
RATION SPEED IN OR 2N DIMM2 DIMM1 DIMMO
NUMBER
o A:
DDR3
-1333,
[2.9.191] 1066 | [2.9.193] | [2.9.194] | [2.9.195] | [2.9.196]
6 [2.9.192] | N Empty Dual-rank | Dual-rank
B: DDR3
- 1333,
1066
o A:
DDR3
[2.9.197] -800 | [2.9.198] | [2.9.199] [2.9.200] | [2.9.201]
7 1N Emot Single- Quad-
e B Pty rank rank
DDR3
-800
o A:
DDR3
[2.9.202] 800 | [2.9.204] | [2.9.205] | [2.9.206] gui'j_o”
8 [2.9.203] 1N Empty Dual-rank rank
B: DDR3-
800
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[2.9.157] RDIMM Population Configurations within a Channel
(Three Slots per Channel) (Continued)

[2.9.158]
CONFIGU [2'33;9] [2.9.160] | [2.9.161] | [2.9.162] | [2.9.163]
RATION 1IN oRr 2N DIMM2 DIMM1 DIMMO
SPEED
NUMBER
o A:
DDR3
[2.9.208] -800 | [2.9.210] | [2.9.211] [2.9.212] | [2.9.213]
9 1N Empt Quad- Quad-
[2.9.209] mply rank rank
B: DDR3-
800
o A:
DDR3
(2.0.214] 800 | [2.0.216] [29.217] | [2.9.218] | [2.9.219]
10 1N Single- Single- Single-
[2.9.215] rank rank rank
B: DDR3-
800
o A:
DDR3
[2.9.220] 800 | [2.9.222] | [2:9:223] | [2.9.224] |15 4555
1 1N Single- | Single- | b o) rank
[2.9.221] rank rank
B: DDR3-
800
o A:
DDR3
[2.9.226] 800 | [2.9.22g) | [2:9:229] | [2.9.230] |5 g 559
12 1N Single- | SDual- | b o) rank
[2.9.227] rank rank
B: DDR3-
800
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[2.9.157] RDIMM Population Configurations within a Channel
(Three Slots per Channel) (Continued)

[2.9.158]
CONFIGU [2;33;9] [2.9.160] | [2.9.161] | [2.9.162] | [2.9.163]
RATION SPEED IN OR 2N DIMM2 DIMM1 DIMMO
NUMBER
o A:
DDR3
[2.9.232] -800 | [2.9.234] | [2.9.235] | [2.9.236] | [2.9.237]
13 [2.9.233] | N Dual-rank | Dual-rank | Dual-rank
B: DDR3-
800

[2.9.238] UDIMM Population Configurations within a Channel
(Three Slots per Channel)

[2.9.239]
CONFIGU [2;3(')2;0] [2.9.241] | [2.9.242] | [2.9.243] | [2.9.244]
RATION INOR2N | DIMM2 DIMM1 DIMMO

SPEED
NUMBER

o A:

DDR3

I e 2.9.249
[2.9.245] 1066 | [2.9.246] | [2.9.247] | [2.9.248] [2.9.249]
1 N Empt Empt Single-

e B: py py Rank

DDR3

-1600,

1333,

1066
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[2.9.238] UDIMM Population Configurations within a Channel
(Three Slots per Channel) (Continued)

[2.9.239]
CONFIGU
RATION
NUMBER

[2.9.240]
POR
SPEED

[2.9.241]
1N or 2N

[2.9.242]
DIMM2

[2.9.243]
DIMM1

[2.9.244]
DIMMO

[2.9.250]
2

o A:
DDR3

1333,
1066

[2.9.251]
B: DDR3-
1600,
1333,
1066

[2.9.252]
1N

[2.9.253]
Empty

[2.9.254]
Empty

[2.9.255]
Dual-rank

[2.9.256]
3

o A:
DDR3

1333,
1066

e B:
DDR3
-1066,
1333,
1066

[2.9.257]
2N

[2.9.258]
Empty

[2.9.259]
Single-
rank

[2.9.260]
Single-
rank
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[2.9.238] UDIMM Population Configurations within a Channel
(Three Slots per Channel) (Continued)

[2.9.239]
CONFIGU
RATION
NUMBER

[2.9.240]
POR
SPEED

[2.9.241]
1IN or 2N

[2.9.242]
DIMM2

[2.9.243]
DIMM1

[2.9.244]
DIMMO

[2.9.261]
4

o A:
DDR3

1333,
1066

e B:
DDR3
-1066,
1333,
1066

[2.9.262]
2N

[2.9.263]
Empty

[2.9.264]
Single-
rank

[2.9.265]
Dual-rank

[2.9.266]
5

o A:
DDR3

1333,
1066

e B:
DDR3
-1066,
1333,
1066

[2.9.267]
2N

[2.9.268]
Empty

[2.9.269]
Dual-rank

[2.9.270]
Dual-rank




INSTALLING HARDWARE REMOVING MEMORY MODULES

[2.9.271] Removing Memory 2.9.275.1.Press down on the two memory module slot levers
Modules (A). The memory module partially ejects.

CAUTION!
[2.9.272] HANDLE THE MEMORY MODULE BY THE EDGES AT ALL
TIMES.

WARNING!

[2.9.273] Memory modules remain hot after the system is pow-
— ered down. Allow sufficient time for the memory modules to cool
before handling system components.

[2.9.276] Removing Memory Modules

2.9.277.2.Lift out the memory module.

Prerequisite:

[2.9.274] Remove the top cover. See Opening the Top
Cover..
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[2.9.278] Installing Memory
Modules

2.9.279.1.Push the memory module firmly into the memory
module slot. The locking latches should automatically
close over the edges of the memory board when fully
inserted into the slot.

[2.9.280] Installing Memory Modules

\ CAUTION!
A [2.9.281] HANDLE THE MEMORY MODULE BY THE EDGES AT ALL

TIMES.

’ Note:
5 [2.9.282] Make sure the notch in the memory board aligns with the

mm® Obstruction in the memory slot.
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INSTALLING HARDWARE EXPANSION CARDS

[2.10.283] Expansion Cards

[2 10. 284] Removi ng a 10G/40G 2.10.286.1.Remove screw(s) from mainboard standoffs.
SFP & Mezzanine Assembly

Prerequisite:
[2.10.285] Remove the top cover.

[2.10.287] Removing a Mezzanine Assembly

2.10.288.2.Disconnect SAS cables from mezzanine board
connectors.
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INSTALLING HARDWARE REMOVING A 10G/40G SFP & MEZZANINE ASSEMBLY

2.10.289.3.Remove mezzanine board from mainboard
standoff(s).

2.10.290.4.Remove linking board from mainboard connector.

—
773

o Yt W w10 X v W

2.10.291.1.Remove standoff(s) from mainboard.
2.10.292.2.Replace the 1/O shield on the rear panel.

/“l 73

[2.10.294] Rear Panel 1/0O Shield (2 of 2)

[2.10.293] Rear Panel I/O Shield (1 of 2)
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INSTALLING HARDWARE INSTALLING A 10G/40G SFP & MEZZANINE ASSEMBLY

[2.10.295] Installing a 10G/40G
SFP & Mezzanine Assembly

Prerequisite:
[2.10.296] Remove the top cover.

2.10.297.1.Replace the 1/O shield to provide openings for the
mezzanine card.

[2.10.299] Rear Panel 1/0O Shield (2 of 2)

[2.10.298] Rear Panel I/O Shield (1 of 2)

2-31



INSTALLING HARDWARE REMOVING A GPGPU ASSEMBLY

2.10.300.1.Secure standoff(s) to the mainboard. [2_10_306] Removing a GPGPU
Assembly

Prerequisite:
[2.10.307] Remove the top cover.

2.10.308.1.Disconnect cable from GPGPU assembly.

»
.
. . - g -
[2.10.301] Installing a Mezzanine Assembly @@ E%
2.10.302.2.Connect linking board to the mainboard connec- 1 % EE
tor. “fgﬁﬁé
2.10.303.3.Place mezzanine card on mainboard standoff(s). E%@Q
2.10.304.4.Secure mainboard standoffs with screw(s). E@%
2.10.305.5.Connect SAS cable(s) to mezzanine board. [2.10.309] Disconnecting a GPGPU Cable from Assembly
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INSTALLING HARDWARE

2.10.310.2.1f only one GPGPU card is installed, remove a
dummy GPU bracket in adjacent slot.

2.10.311.3.Remove screw(s) from GPGPU assembly.

3
®

[2.10.312] Removing GPGPU Assembly Screw(s)

2.10.313.4.Disconnect GPGPU assembly from mainboard
connector.

REMOVING A GPGPU ASSEMBLY

2.10.314.5.Remove front and rear GPGPU brackets.

\
\
\
\
\
\
Ny
\
f—3
¥
\

\

\ \
\ \
Y \

\

\
\

\

\ (6]

K@

v
[2.10.315] Removing GPGPU Assembly Brackets
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INSTALLING A GPGPU ASSEMBLY

INSTALLING HARDWARE

2.10.320.2.Connect GPGPU assembly to mainboard con-

[2.10.316] Installing a GPGPU t
nector.
Assembly
3
o ®
Prerequisite:
[2.10.317] Remove the top cover.
2.10.318.1.Secure front and rear GPGPU brackets to the
assembly.
"
/,Ig_/
1
, A
/"@
& &
\ [2.10.321] Securing GPGPU Assembly Screw(s)
vl
o ’ J 2.10.322.3.Secure screw(s) to the GPGPU assembly.
1

W
[2.10.319] Securing GPGPU Assembly Brackets
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INSTALLING HARDWARE INSTALLING A GPGPU ASSEMBLY

2.10.323.4.If only one GPGPU card is installed, secure a
dummy GPU bracket in adjacent slot.

O

/o
/i

V7T
=0,

[2.10.324] Connecting a GPGPU Cable to an Assembly

2.10.325.5.Connect cable to the GPGPU assembly.

2-35



INSTALLING HARDWARE MAINBOARD MODULE

[2.11.326] Mainboard Module

2.11.337.2.Remove bridge bracket.

[2.11.327] Removing a Main-
board Module

Prerequisite:

[2.11.328] Remove the top cover. See Opening the Top
Cover.

[2.11.329] Disconnect all cables from mainboard.
[2.11.330] Remove air duct. See Removing an Air Duct.

[2.11.331] Remove memory modules. See Removing
Memory Modules.

[2.11.332] Remove heatsink. See Removing a Processor
Heat Sink.

[2.11.333] Remove processor. See Removing a Proces- [2.11.338] Removing Bridge Bracket
sor.

[2.11.334] Remove mezzanine card. See Removing a
10G/40G SFP & Mezzanine Assembly.

[2.11.335] Remove GPGPU card. See Removing a
GPGPU Assembly.

2.11.336.1.Remove screw(s) from bridge board (A).
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INSTALLING HARDWARE REMOVING A MAINBOARD MODULE

2.11.339.3.Guide cables away from mainboard assembly. 2.11.341.4.Remove screw(s) from both sides of the chassis.
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[2.11.342] Removing Screws

2.11.343.5.Remove screw(s) from all PCle slot dust cover(s).
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INSTALLING HARDWARE REMOVING A MAINBOARD MODULE

2.11.344.6.Remove PCle slot dust cover(s). 2.11.347.8.Remove mainboard module assembly.

[2.11.345] Removing Dust Covers

[2.11.348] Mainboard Module Assembly Removal

2.11.346.7.Hold the hooks and pull the mainboard module .
assembly towards front panel to release from securing 2.11.349.9.Angle mainboard assembly 90° degrees on a sur-
tabs on chassis. face with connectors on rear facing up.

2.11.350.10.Remove screw(s) from hooks on middle frame
(A).
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INSTALLING HARDWARE REMOVING A MAINBOARD MODULE

2.11.351.11.Remove hooks. 2.11.354.13.Remove screw(s) from mainboard module.

[2 A1, 352] Rem OVi n g Hoo kS fro m M | d d l e Frame TS
BEEEEE & 1 BEEEEE

2.11.353.12.Place mainboard on surface middle frame down.

[2.11.355] Removing Screws
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INSTALLING HARDWARE INSTALLING A MAINBOARD MODULE

2.11.356.14.Slide mainboard to realase from pins. [2 11359] Instal ||ng a Main-
board Module

2.11.360.1.Align pin holes on mainboard with pins on middle
frame.

2.11.361.2.Install mainboard on middle frame.

[2.11.357] Removing Mainboard

2.11.358.1.
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INSTALLING HARDWARE INSTALLING A MAINBOARD MODULE

2.11.362.3.Slide mainboard to secure to the pins on middle 2.11.364.4.Install screw(s) to mainboard module.
frame.

ISy
LTt =H=1== = i == =T

]

\\\\//,.—"'/
[2.11.363] Installing Mainboard on Middle Frame

<>

[2.11.365] Installing Screws
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INSTALLING HARDWARE

2.11.366.5.Angle mainboard assembly 90° degrees on a sur-
face with connectors on rear facing up.

2.11.367.6.1Align hooks with screw holes on middle frame.
2.11.368.7.Install hooks.

2.11.369.8.nstall screw(s) to hooks on middle frame.

[2.11.370] Installing Hooks

2.11.371.9.Place mainboard on surface middle frame down.
2.11.372.10.Guide cables on the sides of the chassis.

2.11.373.11.Angle mainboard assembly to the chassis.
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2.11.374.12.Align mainboard assembly with the tabs on
chassis and slots on rear panel.

CAUTION!

[2.11.375] To AVOID DAMAGING THE CABLES, MAKE SURE THE
CABLES WOULD NOT GET CAUGHT AT MAINBOARD ASSEMBLY
INSTALLATION.

2.11.376.13.Guide cables through the openings on the main-
board assembly.

2.11.377.14.Install mainboard assembly.
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2.11.378.15.Slide mainboard assembly to secure to the tabs
on chassis.

[2.11.379] Installing Memory Assembly

2.11.380.16.Align PCle slot dust covers with the slots on
chassis.
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2.11.381.17.Install and secure PCle slot dust covers to the
chassis with the screw(s).

0l Rear

[2.11.382] Mainboard Installation



INSTALLING HARDWARE INSTALLING A MAINBOARD MODULE

2.11.383.18.Install screw(s) to the sides of the chassis. 2.11.387.21.Install and secure screw(s) to the bridge
bracket.

[2.11.384] Installing Screws

2.11.385.19.Align screw holes on bridge bracket with the

screw holes on chassis. [2.11.388] Installing Bridge Bracket
2.11.386.20.Install bridge bracket. 2.11.389.22.Install cables to the connectors. See Cable
Routing.
2.11.390.1.
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CHAPTER TITLE POWER DISTRIBUTION BOARD

[2.1.391] Power Distribution Board

[2.1.392] Removing a PDB i
[2.1.399] Installing a PDB

Prerequisite:

[2.1.393] Remove the PSU(s) from the chassis. 2.1.400.1.Align the holes in the PDB with the chassis pins.
2.1.401.2.Insert the chassis pins in the PDB holes.
2.1.402.3.Slide the PDB to secure it to the chassis pins.

2.1.394.1.Disconnect the cable(s) from the PDB.
2.1.395.2.Remove the screw(s) from the PDB.
2.1.396.3.Slide the PDB to release it from the chassis pins.

\ [2.1.403] Inserting a PDB
[2.1.397] Removing a PDB

2.1.404.4.Install and secure the screw(s) into the PDB.
2.1.398.4.Remove the PDB from the chassis.
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[2.2.405] HDD Backplane

[22406] Removing a HDD Back- 2.2.412.3.,Tilt and remove the HDD backplane from the
chassis.

plane

Prerequisite:
[2.2.407] Remove the mainboard. See Removing a Main-

board Module.
[2.2.408] Remove all swappable HDD assemblies.

[2.2.409] Remove the optical drive assembly.

2.2.410.1.Remove all cables from the HDD backplane.
2.2.411.2. Lift the HDD backplane over the hooks.

[2.2.413] Removing a HDD Backplane
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[2.2.414] Installing a HDD Back-
plane

2.2.415.1.Align the HDD backplane at an angle to the chas-
sis.

2.2.416.2.Insert the HDD backplane so it sits in the chassis
guide slots.

2.2.417.3.Tilt and lift the HDD backplane over the hooks.
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[2.3.419] Air Duct

[2.3.420] Removing an Air Duct

Prerequisite:

[2.3.421] Remove the top cover. See Removing a Top
Cover.

2.3.422.1.Press the air duct tabs.

2.3.423.2.Remove the air duct from the chassis.
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INSTALLING HARDWARE INSTALLING AN AIR DUCT

[2.3.425] Installing an Air Duct

Prerequisite:

[2.3.426] Remove the top cover. See Removing a Top
Cover.

WARNING!

[2.3.427] Air ducts are needed for the proper cooling of the sys-
tem. To prevent damage to the system, when installing the air
duct, make sure the arrow on top of the air duct points towards the
rear panel of the mainboard module.

2.3.428.1.Align the air duct with the middle bracket and insert
the plastic tabs into the wells in the middle bracket.

[2.3.429] Installing the Air Duct

2.3.430.2.Insert the air duct.
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CHAPTER TITLE HoT SwaAP FAN MODULE

[2.4.431] Hot Swap Fan Module

[2.4.432] Removing a Hot Swap [2.4.436] Installing a Hot Swap

Fan Module Fan Module
2.4.433.1.Push the release latches inwards. 2.4.437.1.Align the fan module with the fan cage.
2.4.434.2.Remove the fan module from the chassis. 2.4.438.2.Insert the fan module into the chassis.

LED

[2.4.439] Installing a Hot Swap Fan Module

[2.4.435] Removing a Hot Swap Fan Module
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[2.5.440] Fan Module Assembly

[25441] Removing a Fan Cage 2.5.445.2.Remove the screw(s) from the top of the fan cage
and remove the fan cage from the chassis.

Prerequisite:
[2.5.442] Remove all the fan modules.

2.5.443.1.Remove the screw(s) from the front of the chassis.
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[2.5.444] Fan Cage Front Panel Screws

=

[2.5.446] Removing the Fan Cage
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[2 5 447] INnstalli ng a Fan Cage 2.5.452 .4 .Insert the screw(s) into the front of the chassis.
N O

R A D A A A N L DR B S B S A

it SRt Lt

i i i R A ARl Al A S ST A A AR A A S e A I A SAeSa
2.5.448.1.Align the fan cage with the chassis. e e
. . NAR AR Rt aD AR AR ARNIGIGA ARL AL AT L
2.5.449.2.Insert the fan cage into the chassis. e e g It ,& ‘
® ®
2.5.450.3.Install and secure the screw(s) into the top of the H =
fan cage. j[ ]

[2.5.453] Fan Cage Front Panel Screws

[2.5.451] Inserting the Fan Cage
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[2.6.454] Cable Routing

[2.6.455] The following image illustrates cable routing in the system.

Power Cable
-—_—

Signal Cable
-—

38 x40% 80 mm
PWR

2X18pin
MINI SAS 4-7
[SATAG] Memory Memory
. R —
%
-
1100W Hot Swap 1100W Hot Swap 1100W Hot Swap 1100W Hot Swap
Power Supply Power Supply Power Supply Power Supply
Memor,
Module #1 Module #2 Module #3 Module #4 Memory Memory cpu2 4
‘ 6+24pin 6+24pin 6+24pin 6+24pin
CardEdge Card Edge Card Edge CardEdge
Memory Memory
~ 26pin
I
in | [ 22pin . " - "
24pin || 2xdpin 2¢5pin || 2@pin | | 22pin 2@pin || 2x8pin || 2@pin 2xapin || 2dpin
PUTPWR| [GPU2 PWR| Tam"e’ IHSBP PWR PV|VR FANPWR MBPWR MBi7wR MB IPWR LPU3PWR LP\MPWR Svdeéééggqn 2x20 pin FP [2x20 pin FP|
—
L) . z'
2x20 pin FP an e —] & 2 HoBP FP/FAN Board 2x20 pin FP
N
: 8 mn

SAS/SATA HSBP

Ry
:

29pin 295 295 295 T3pin S
| %ok | | °Sks | %A | | 7ok | [
y ; y Slimiine SATA
SAS/SATA SAS/SATA SAS/SATA SAS/SATA I
HDD HDD ‘ HDD HDD OpticalDevice

[2.6.456] System Cable Routing
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[3.0.1] BIOS

Chapter 3



BIOS

[3.1.1] BIOS Setup Utility

[3.1.2] The BIOS Setup utility is provided to perform system
configuration changes and to display current settings and envi-
ronment information.

[3.1.3] The BIOS Setup utility stores configuration settings in
system non-volatile storage. Changes affected by BIOS Setup
will not take effect until the system is rebooted. The BIOS Setup
Utility can be accessed during POST by using the <DEL> or
<F2> key.

[3.1.4] The following sections describe the look and behavior
for platform Setup.

[3.1.5]

[3.1.6] Operation

[3.1.7] BIOS Setup has the following features:

e The server board BIOS will only be available in English.

e BIOS Setup is functional via console redirection over vari-
ous terminal emulation standards. This may limit some
functionality for compatibility, e.g., usage of colors, some
keys or key sequences, or support of pointing devices.
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BIOS SETUP UTILITY

[3.1.8] Setup Page Layout

[3.1.9] The setup page layout is sectioned into functional areas.
Each occupies a specific area of the screen and has dedicated
functionality. The following table lists and describes each func-
tional area.

[3.1.10] BIOS Setup Page Layout

[3.1.11] FuncTi [3.1.12] DESCRIPTION

ONAL AREA
[3.1.14] The title bar is located at the top of the screen
[3.1.13] Title and displays the title of the form (page) the user is cur-
Bar rently viewing. It may also display navigational infor-

mation.

[3.1.16] The Setup Item List is a set of controllable and
informational items. Each item in the list occupies the

[3.1.15] Setup left column of the screen.

ltem List [3.1.17] A Setup Item may also open a new window
with more options for that functionality on the board.
[3.1.19] The Item Specific Help area is located on the
[3.1.18] Item right side of the screen and contains help text for the
Specific Help highlighted Setup Item. Help information may include
Area the meaning and usage of the item, allowable values,

effects of the options, etc.
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[3.1.10] BIOS Setup Page Layout (Continued)

[3.1.11] FuNncTl

[3.1.12] DESCRIPTION
ONAL AREA

[3.1.20] Keybo
ard Command
Bar

[3.1.21] The Keyboard Command Bar is located at the
bottom right of the screen and continuously displays

help for keyboard special keys and navigation keys.

[3.1.22]

[3.1.23] Entering BI1OS Setup

[3.1.24] BIOS Setup is started by pressing <DEL> or <F2> dur-
ing boot time when the OEM logo is displayed.

[3.1.25] When Quiet Boot is disabled, the message "press
<DEL> or <F2> to enter setup" will be displayed on the diag-
nostics screen.

[3.1.26]
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ENTERING BIOS SETUP

[3.1.27] Keyboard Commands

[3.1.28] The bottom right portion of the Setup screen provides a
list of commands that are used to navigate through the Setup
utility. These commands are displayed at all times.

[3.1.29] Each Setup menu page contains a number of features.
Except those used for informative purposes, each feature is
associated with a value field. This field contains user-selectable
parameters. Depending on the security option chosen and in
effect by the password, a menu feature's value may or may not
be changeable. If a value is non-changeable, the feature's
value field is inaccessible and displays as "grayed out."

[3.1.30] Keyboard Commands

[3.1.31] | [3.1.32] O [3.1.33] DESCRIPTION
Key PTION
[3.1.36] The <Enter> key is used to activate
sub-menus when the selected feature is a sub-
[3.1.35] E menu, or to display a pick list if a selected option

[3.1.34] Xe.CL:Ite has a value field, or to select a sub-field for

<Enter> Command multi-valued features like time and date. If a pick
list is displayed, the <Enter> key will select the
currently highlighted item, undo the pick list, and
return the focus to the parent menu.
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[3.1.30] Keyboard Commands (Continued)

[3.1.31]
Key

[3.1.32] O
PTION

[3.1.33] DESCRIPTION

[3.1.37]
<Esc>

[3.1.38] E
xit

[3.1.39] The <Esc> key provides a mechanism
for backing out of any field. When the <Esc>
key is pressed while editing any field or select-
ing features of a menu, the parent menu is re-
entered.

[3.1.40] When the <Esc> key is pressed in any
sub-menu, the parent menu is re-entered. When
the <Esc> key is pressed in any major menu,
the exit confirmation window is displayed and
the user is asked whether changes can be dis-
carded. If No is selected and the <Enter> key is
pressed, or if the <Esc> key is pressed, the
user is returned to where he/she was before
<Esc> was pressed, without affecting any exist-
ing any settings. If Yes is selected and the
<Enter> key is pressed, setup is exited and the
BIOS returns to the main System Options Menu
screen.

[3.1.41]
1

[3.1.42] S
elect Iltem

[3.1.43] The up arrow is used to select the pre-
vious value in a pick list, or the previous option
in @ menu item's option list. The selected item
must then be activated by pressing the <Enter>
key.

[3.1.44]
!

[3.1.45] S
elect ltem

[3.1.46] The down arrow is used to select the
next value in a menu item's option list, or a
value field's pick list. The selected item must
then be activated by pressing the <Enter> key.
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[3.1.30] Keyboard Commands (Continued)

KEYBOARD COMMANDS

[3.1.31] | [3.1.32] O [3.1.33] DESCRIPTION
Key PTION
[3.1.49] The left and right arrow keys are used
[3.1.48] S .
[3.1.47] clect to move between the major menu pages. The
“ Menu keys have no affect if a sub-menu or pick list is
displayed.
[3.1.52] The <Tab> key is used to move
[3.1.50] | [3.1.51] S | between fields. For example, <Tab> can be
<Tab> elect Field | used to move from hours to minutes in the time
item in the main menu.
[3.1.55] The minus key on the keypad is used to
[3.1.53] [3.1.54] C | change the value of the current item to the pre-
o hange vious value. This key scrolls through the values
i Value in the associated pick list without displaying the
full list.
[3.1.58] The plus key on the keypad is used to
change the value of the current menu item to
[3.1.57] C the next value. This key scrolls through the val-
[3.1.56] ha.n(;:;e ues in the associated pick list without displaying
+ Value the full list. On 106-key Japanese keyboards,
the plus key has a different scan code than the
plus key on the other keyboard, but will have the
same effect.
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[3.1.30] Keyboard Commands (Continued)

[3.1.31] | [3.1.32] © [3.1.33] DESCRIPTION
Key PTION
[3.1.61] Pressing <F8> causes the following to
appear:
[3.1.67]
[3.1.63] Load Previous Values?
[3.1.64]
[3.1.50] [3._1.60] Pr [3.1.65] Yes No
<F8> evious
Values [3.1.66] If Yes is highlighted and <Enter> is
pressed, all Setup fields are set to their previous
values. If No is highlighted and <Enter> is
pressed, or if the <Esc> key is pressed, the
user is returned to where they were before <F8>
was pressed without affecting any existing field
values
[3.1.69] Pressing <F9> causes the following to
appear:
[3.1.70]
[3.1.71] Load Optimized Defaults?
[3.1.72]
[3.1.67] [?.1.68] S [3.1.73] Yes No
etup
<F9> Defaults

[3.1.75] If Yes is highlighted and <Enter> is
pressed, all Setup fields are set to their default
values. If No is highlighted and <Enter> is
pressed, or if the <Esc> key is pressed, the
user is returned to where they were before <F9>
was pressed without affecting any existing field
values.
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[3.1.30] Keyboard Commands (Continued)

[3.1.31] | [3.1.32] O [3.1.33] DESCRIPTION
Key PTION
[3.1.78] Pressing <F10> causes the following
message to appear:
[31.79]
[3.1.80] Save configuration and exit?
[3.1.81]
[3.1.76] [3.1.77] S [3.1.82] Yes No
<F10> | @ve and
Exit [3.1.84] If Yes is highlighted and <Enter> is
pressed, all changes are saved and Setup is
exited. If No is highlighted and <Enter> is
pressed, or the <Esc> key is pressed, the user
is returned to where they were before <F10>
was pressed without affecting any existing val-
ues.
[3.1.85]

[3.1.86] Menu Selection Bar

[3.1.87] The Menu Selection Bar is located at the top of the
BIOS Setup Utility screen. It displays the major menu selections
available to the user. By using the left and right arrow keys, the
user can select the menus listed here.

[3.1.88]
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[3.1.89] Server Platform Setup
Utility Screens

[3.1.90] The sections below describe the screens available for
the configuration of a server platform. In these sections, tables
are used to describe the contents of each screen. These tables
follow the following guidelines:

The text and values in the Setup Item, Options, and Help
columns in the tables are displayed on the BIOS Setup
screens.

Bold text in the Options column of the tables indicates
default values. These values are not displayed in bold on
the setup screen. The bold text in this document is to
serve as a reference point.

The Comments column provides additional information
where it may be helpful. This information does not appear
in the BIOS Setup screens.

Information in the screen shots that is enclosed in brack-
ets (< >) indicates text that varies, depending on the
option(s) installed. For example <Current Date> is
replaced by the actual current date.

Information that is enclosed in square brackets ([]) in the
tables indicates areas where the user needs to type in text
instead of selecting from a provided option.

Whenever information is changed (except Date and Time)
the systems requires a save and reboot to take place.
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Pressing <ESC> will discard the changes and boot the
system according to the boot order set from the last boot.

[3.1.91]
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[3.1.92] Main Screen

[3.1.93] The

Main screen is the screen that is first displayed

when BIOS Setup is entered, unless an error has occurred. If

an error has

occurred, the Error Manager screen will be dis-

played instead.

an Megatrends, Inc.

Server Mgmt v S it

BIOS Information
BIOS Vendor

Core Version
Compliancy
Project Version
Build Date and T

Memory Informati
Total Memory

System Time

Access Level

Set the Date. Use Tab to
American Megatrends switch between Date elements.
4.6.5.1
UEFI 2.3; PI 1.2
S4E_1A01

ime 11/03/2011

on
8192 MB (DDR3)

[Tue 11/04/2011]

[14:28:25]
=+ : Select Screen
Admlnistrator t+: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.11.1210 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.94] Main Screen

[3.1.95] Main Screen Fields

MAIN SCREEN

[3.1.98]
[3.1.96] SET | [3.1.97] HELP [3.1.99] COMMENTS
UP ITEM OPTIONS
TEXT
[3.1.100] BI [3.1.103] Information only. Dis-
OS Vendor [3.1.101] | [3.1.102] plays the BIOS Vendor.
[3.1.107] Information only. Dis-
E'\llélrcs’fgnco [3.1.105] | [3.1.106] | plays the AMI BIOS Core ver-
sion.
[3.1.108] Co [3.1.111] Information only. Dis-
mpliancy [3.1.109] | [3.1.110] plays the BIOS compliancy.
[3.1.112] Pr . .
oject Ver- (3.1.113] | [3.1.114] [3.1.115] Info.rmatlon pnly. Dis
, plays the Project version.
sion
[3.1.116] Bu [3.1.119] Information only. Dis-
ild Date [3.1.117] | [3.1.118] | - s the BIOS build date.
[3.1.123] Information only. Dis-
Sll\l/lgri%]rTOt [3.1.121] | [3.1.122] | plays the Total System Memory
y Size.
[3.1.126]
[3.1.125] Set the
[Day of Date.
[3.1.124] Sy week Use Tab [3.1.127]
stem Data MM/DD/ to switch
between
YYYvl Date ele-
ments.
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[3.1.95] Main Screen Fields (Continued)

[3.1.98]
B'j}fﬁLﬁET ([)313.#3;]5 HeLP [3.1.99] COMMENTS
TEXT
[3.1.130]
Set the
Time.
[3.1.129]
[3.1.128] Sy | v | Use Tab g g 45y
stem Time ss] to switch
between
Time ele-
ments.
[3.1.132] Ac (3.1.133] | [3.1.134] [3.1.135] Information only. Dis-
cess Level plays the Access Level.
[3.1.136]
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[3.1.137] Advanced Screen

[3.1.138] The Advanced screen provides an access point to
configure several options. On this screen, the user selects the
option that is to be configured. Configurations are performed on
the selected screen, not directly on Advanced screen.
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[3.1.139] To access this screen from Main screen, press the

right arrow until Advanced screen is chosen.

Aptio tup Utility -

JUERBW Advanced et Server Mgmt

011 Amer

n Megatrends, Inc.

Exit

Preproduction Debug Option

Warning: Enabling Hidden Options is not
recommended! User may change these
options at their own risk!

» Trusted Computing

» WHEA Configuration

» CPU Configuration

» Runtime Error Logging

» SATA Configuration

» SAS Configuration

» Intel TXT(LT-SX) Configuration
» USB Configuration

» Super IO Configuration

» Onboard Device Configuration

P Serial Port Console Redirection

PCI, PCI-X and PCI Express
Settings.

=g Selewe SewEan
t+: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.140] Advanced Screen
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[3.1.141] Advanced Screen

ADVANCED SCREEN

[3.1.142] SET | [3.1.143] O [3.1.144] HELP TEXT [3.1.145] COMMENT
UP ITEM PTIONS S
[3.1.149] Show Hid-
[3.1.147] [ | den Options for [3.1.150] This
\[iﬁégg Sho Disabled] debug purpose option would be
Obtions [3.1.148] [ | only. It will be removed after PVT
P Enabled] removed at PVT Stage.

stage.
[3.1.151] PCI [3.1.153] PCI, PCI-
Subsystem [3.1.152] X and PCIl Express | [3.1.154]
Settings Settings.
[3.1.155] Tru [3.1.157] Trusted
sted Comput- | [3.1.156] Computing Set- [3.1.158]
ing tings.
[3.1.159] WH [3.1.161] General
EA Configu- [3.1.160] WHEA Configura- [3.1.162]
ration tion settings.
[3.1.163] CP [3.1.165] CPU Con-
U Configura- | [3.1.164] figuration Parame- [3.1.166]
tion ters.
[3.1.167] Ru [3.1.169] Runtime
ntime Error [3.1.168] Error Logging Sup- | [3.1.170]
Logging port Setup Options
[3.1.171] SA [3.1.173] SATA
TA Configu- [3.1.172] Devices Configura- | [3.1.174]
ration tion.
[3.1.175] SA [3.1.177] SAS
S Configura- | [3.1.176] Devices Configura- | [3.1.178]
tion tion.
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[3.1.141] Advanced Screen (Continued)

[3.1.142] SET | [3.1.143] O [3.1.144] HeLP TEXT [3.1.145] COMMENT
UP ITEM PTIONS S

[3.1.179] Inte %'?;;Jlsltle{iilgfi(r:atgjtion
| TXT(LT-SX) | [3.1.180] X [3.1.182]

! : Technology Config-
Configuration :

uration

[3.1.183] US [3.1.185] USB Con-
B Configura- | [3.1.184] figuration Parame- [3.1.186]
tion ters.
[3.1.187] Sup [3.1.189] System
er |O Config- | [3.1.188] Super 10 Chip [3.1.190]
uration Parameters.
[3.1.191] On
board Device | [3.1.192] | [>-1:193] Onboard 15 4 194

) . Device Parameters.
Configuration
S'é:r?goi?” [3.1.197] Serial

. [3.1.196] Port Console Redi- | [3.1.198]

sole Redirec- .
tion rection.
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[3.1.199] PCI Screen

[3.1.200] The PCI Screen provides fields to configure PCI add-
in cards, the onboard NIC controllers, and video options. To
access this screen from the Main screen, select Advanced |
PCI.

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Advanced

Change PCI Express Devices
Settings.

=g Selews SorEen
t+: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.201] PCI Subsystem Settings Screen
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[3.1.202] PCI Subsystem Settings Screen

[3.1.203] SE | [3.1.204] OPTI [3.1.205] HELP [3.1.206] COMMEN
TUP ITEM ONS TEXT TS

[3.1.207] PC [3.1.209] Change

| Express [3.1.208] PCI Express [3.1.210]

Settings Devices Settings.

ADVANCED SCREEN

[3.1.211] PCI Express Settings Screen

Aptio Setup Utility - Copyrigh

Maximum Payload

Version 2.11.1210 - Copyright (C) 2011 American Megatrends, Inc

[3.1.212] PCI Express Settings Screen



BIOS

[3.1.213] PCI Express Settings Fields

[3.1.214] SE | [3.1.215] OPT [3.1.216] HELP TEXT [3.1.217] Co
TUP ITEM IONS MMENTS
[3.1.219] [Au
to]
[3.1.220] [12
8 Bytes]
[3.1.221] [25
6 Bytes] [3.1.226] Set Maximum
[8-1.218]M | 5 1 555151 | Payload of PCI Express
aximum . [3.1.227]
Payload 2 Bytes] Device or allow System
[3.1.223] [10 | BIOS to select the value.
24 Bytes]
[3.1.224] [20
48 Bytes]
[3.1.225] [40
96 Bytes]
[3.1.229] [Dis | [3.1.232] Set the ASPM
abled] Level: Force LOs - Force
[3.1.228] AS | [3.1.230] [Aut | all links to LOs State : [3.1.234]
PM Support | 0] AUTO - BIOS auto con- o

[3.1.231] [For
ce LOs]

figure : DISABLE -
[3.1.233] Disables ASPM

ADVANCED SCREEN

[3.1.235] TPM Screen

Security Device Support

[Disabled]

[3.1.236] Trusted Computing Screen



BIOS

[3.1.237] Trusted Computing Fields

[3.1.238] SE | [3.1.239] OPT [3.1.240] HELP TEXT [3.1.241] Co
TUP ITEM IONS MMENTS
[3.1.245] Enables or Dis-
’ ables BIOS support for
E:?Jrlltj 42] Se Ebll 6'3?3] [Dis security device. O.S. will
Device Sup- | [3.1.244] [En not show Security [3.1.246]
ort b'l -d Device. TCG EFI protocol
P abled] and INT1A interface will
not be available.
[3.1.250] Inf
ormation
[3.1.247] Cu only. Dis-
rrent Status | [3.1.248] [3.1.249] plays the
Information Current Sta-
tus Informa-
tion

ADVANCED SCREEN

[3.1.251] WHEA Support Screen

WHEA Support

[Enabled]

[3.1.252] WHEA Support Screen



BIOS

[3.1.253] WHEA Support Fields

[3.1.254] SE | [3.1.255] OPT [3.1.256] HELP TEXT [3.1.257] Co
TUP ITEM IONS MMENTS
[3.1.261] Enable or dis-
able Windows Hardware
Error Architecture. When
Enabled the BIOS would
. publishes WHEA-spe-
[3.1.258] W [a?t’)'lt'j]sg] [Dis cific ACPI tables that
HEA Sup- 3.1.2601 [E describe the platform [3.1.262]
port [3.1.260] [En error interfaces for the

abled]

OS as Spec, and also
implements the ASL code
to support and enable
WHEA capability in the
platform.

3-13

ADVANCED SCREEN

[3.1.263] Processor Configuration
Screen

[3.1.264] The Processor screen provides a place for the user to
view the processor core frequency, system bus frequency, and
enable or disable several processor options. The user can also
select an option to view information about a specific processor.

[3.1.265] To access this screen from the Main screen, select
Advanced | Processor.

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Advanced

CPU Configuration Socket specific CPU

Information

» Socket 1 CPU Information

b Socket 2 CPU Information

» Socket 3 CPU Information
CPU Speed 2700 MHz
64-bit Supported
Hyper-threading [Enabled]
Active Processor Cores [All1]
Execute Disable Bit [Enabled]
Hardware Prefetcher [Enabled] =++: Select Screen
Adjacent Cache Line Prefetch [Enabled] t+: Select Item
DCU Streamer Prefetcher [Enabled] Enter: Select
DCU IP Prefetcher [Enabled] +/-: Change Opt.
Intel Virtualization Technology [Enabled] Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

» CPU power management Configuration

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.266] Processor Configuration Screen
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[3.1.267] Processor Configuration Fields

[3.1.268] SE | [3.1.269] OP [3.1.270] HELP [3.1.271] COMMENT
TUP ITEM TIONS TEXT S
[3.1.272] So [3.1.274] Socket
cket 0 CPU [3.1.273] specific CPU Infor- | [3.1.275]
Information mation.
[3.1.276] So [3.1.278] Socket
cket 1 CPU [3.1.277] specific CPU Infor- | [3.1.279]
Information mation.
[3.1.280] So [3.1.282] Socket
cket 2 CPU [3.1.281] specific CPU Infor- | [3.1.283]
Information mation.
[3.1.284] So [3.1.286] Socket
cket 3 CPU [3.1.285] specific CPU Infor- | [3.1.287]
Information mation.
[3.1.291] Informati
[3.1.288] CP on only. Displays
U Speed [3.1.289] [3.1.290] the speed of the
processor.
[3.1.295] Informati
[3.1.292] 64- on only. Displays
bit [3.1.293] [3.1.294] 64-t supported or

not.

ADVANCED SCREEN

[3.1.267] Processor Configuration Fields (Continued)

[3.1.301] Acti
ve Proces-
sor Core

1]

[3.1.303] [1]
[3.1.304] [2]
[3.1.305] [4]
[3.1.306] [6]

[3.1.307] Number
of cores to enable
in each processor
package.

[3.1.268] SE | [3.1.269] OpP [3.1.270] HELP [3.1.271] COMMENT
TUP ITEM TIONS TEXT S
[3.1.299] Enabled
for Windows XP
and Linux (OS opti-
mized for Hyper-
.| Threading Technol-
[3.1.297] [Di .
ogy) and Disabled
[3.1.296] Hy | sabled] for other 0S (0S| [3.1.300]
per-threading | [3.1.298] [E .
not optimized for
nabled] Hyper-Threading
Technology). When
Disabled only one
thread per enabled
core is enabled.
[3.1.308] Except 1
core, enabling odd
[3.1.302] [Al numbers of proces-

sor cores is not
supported.
[3.1.309] The
options listed also
depend on current
using processor
core number.
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[3.1.267] Processor Configuration Fields (Continued)

[3.1.268] SE | [3.1.269] OP [3.1.270] HELP [3.1.271] COMMENT
TUP ITEM TIONS TEXT S
[3.1.313] XD can
prevent certain
classes of mali-
cious buffer over-
.| flow attacks when
[3.1.319] Ex [siéljdl]ll i combingd with a
ecute Dis- [3.1.312] [E supporting OS [3.1.314]
able Bit nébied] (Windows Sever
2003 SP1, Win-
dows XP SP2,
SuSE Linux 9.2,
RedHat Enterprise
3 Update 3).
[3.1.315] Har [3.1.316] [Di | [3.1.318] To tu'rn
dware sabled] on/off prefetching [3.1.319]
Prefetcher [3.1.317] [E | of adjacent cache
nabled] lines.
.| [3.1.323] To turn
.| [3.1.321] [Di .
Ea%elﬁfzé)alcﬁ? sabled] %Zg:;rzﬁzl\;“d e [3.1.324]
Line Prefetch [3.1.322] [E streamer
nabled]
prefetcher.
.| [3.1.328] Enable
[3.1.325] DC [széllegdz]G] [Di prefetcher of next
U Streamer [3.1.327] [E L1 Data line based | [3.1.329]
Prefetcher nébied] upon multiple loads

in same cache line.

ADVANCED SCREEN

[3.1.267] Processor Configuration Fields (Continued)

[3.1.268] SE | [3.1.269] OpP [3.1.270] HELP [3.1.271] COMMENT
TUP ITEM TIONS TEXT S
.| [3.1.333] Enable
[3.1.330] DC [s:i.él.i?]l] i prefetcher of next
UlIP 31,3321 [E L1 line based upon | [3.1.334]
Prefetcher [ne;bied I sequential load his-
] tory.
[3.1.338] When
[3.1.335] Inte | [3.1.336] [Di | enaPled. a VMM
| Virtualiza- sabled] can utilize the addi-
tion Technol- 31.3371 [E tional hardware [3.1.339]
o [ .bi d I capabilities pro-
9y nabled] vided by Vander-
pool Technology.
[j"éjlj;] cP [3.1.342] CPU
Manage- [3.1.341] Power Manage- | 15 1 343)
ment Config- ment Configuration
uration Parameters

3-15
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[3.1.344] Socket O CPU Information

Screen

Aptio Setup Utility - Copyright (C)

Advanced

2011 American Megatrends, Inc.

CPU Signature
Microcode Patch
Max CPU Speed
Min CPU Speed
Processor Cores

L1l Data Cache
L1l Code Cache
L2 Cache
L3 Cache

Intel HT Technology
Intel VI-x Technology
Intel SMX Technology

Socket 0 CPU Information

Genuine Intel(R) CPU 0 @ 2.70GHz

206d6

60f

2700 MHz
1200 MHz
8
Supported
Supported
Supported

32 kB x 8
32 kB x 8
256 kB x 8
20480 kB

=+ : Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright

[3.1.345] Socket 0 CPU Information Screen

[3.1.346] Socket 0 CPU Information Fields

(C) 2011 American Megatrends, Inc.

[3.1.347] SE | [3.1.348] OP [3.1.349] HELP [3.1.350] COMMENT
TUP ITEM TIONS TEXT s
[3.1.354] Informati
ynaie Bl FERE IR CREES on only. Displays

the CPU Signature.
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ADVANCED SCREEN

[3.1.346] Socket 0 CPU Information Fields (Continued)

[3.1.347] SE | [3.1.348] OP [3.1.349] HELP [3.1.350] COMMENT
TUP ITEM TIONS TEXT S
[3.1.355] Mi [3.1.358] Informati
crocode [3.1.356] [3.1.357] on only. Displays
Patch the Microcode
Patch.
[3.1.359] Ma [3.1.362] Informati
e on only. Displays
)éC;F;jJ [3.1.360] [3.1.361] the Max CPU
P Speed.
[3.1.363] Mi [3.1.366] Informati
g on only. Displays
gC;F;;J [3.1.364] [3.1.365] the Min CPU
P Speed.
[3.1.367] Pr [3.1.370] I.nformati
ocessor [3.1.368] [3.1.369] on only. Displays
Cores the number of Pro-
cessor Cores.
[3.1.374] Informati
[3.12.371] Int on only. Displays
el HT Tech- [3.1.372] [3.1.373] Intel HT Technol-
nology ogy supported or
not.
[3.1.378] Informati
[3.1.375] Int on only. Displays
el VT-x Tech- | [3.1.376] [3.1.377] Intel VT-x Technol-
nology ogy supported or

not.
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[3.1.346] Socket 0 CPU Information Fields (Continued)

[3.1.347] SE | [3.1.348] OP [3.1.349] HELP [3.1.350] COMMENT
TUP ITEM TIONS TEXT S

[3.1.382] Informati
[3.1.379] Int on only. Displays
el SMX [3.1.380] [3.1.381] Intel SMX Technol-
Technology ogy supported or

not.

[3.1.386] Informati
[3.1.383] L1 on only. Displays
Data Cache [3.1.384] [3.1.385] the size of L1 Data

Cache.

[3.1.390] Informati
[3.1.387] L1 on only. Displays
Code Cache [3.1.388] [3.1.389] the size of L1 Code

Cache.

[3.1.394] Informati
[3.1.391] L2 on only. Displays
Cache [3.1.392] [3.1.393] the size of L2

Cache.

[3.1.398] Informati
[3.1.395] L3 on only. Displays
Cache [3.1.396] [3.1.397] the size of L3

Cache.

ADVANCED SCREEN

[3.1.399] CPU Power Management Config-
uration Screen

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Advanced

Enable the Power management
features.

CPU Power Management Configuration

Energy Performance [Balanced Performance]

Factory long duration power limit 95 Watts

Long duration power limit 0

Factory long duration maintained 10 s

Long duration maintained 0

Recommended short duration power limit 1.2 * Long Duration
Short duration power limit 0

++: Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.400] CPU Power Management Configuration Screen
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[3.1.401] CPU Power Management Configuration Fields

[3.1.402] SE | [3.1.403] OP [3.1.404] HELP [3.1.405] COMMENT
TUP ITEM TIONS TEXT S
[3.1.407] [Di
sabled]
[3.1.406] Po | [3.1.408] [En | [3.1.410] Enable
wer Technol- | ergy Effi- the power manage- | [3.1.411]
ogy cient] ment features.
[3.1.409] [Cu
stom]
[3.1.413] [Di [3.1.416] Option
[3.1.412] EI sabled] g.slééllfl]nitfglable/ only show when
ST [3.1.414] [En S “Processor Tech-
peedStep.

abled]

nology” = [Custom]

[3.1.417] Tur

[3.1.418] [Di
sabled]

[3.1.420] Turbo

[3.1.421] Option
only show when

bo Mode [3.1.419] [En | Mode. “Processor Tech-
abled] nology” = [Custom]
[3.1.423] [Di [3.1.426] Option
[3.1.425] Enable/
o | ok e | Disae CPU Core | S0 80w ren
P [3.1.424] [En C3 report to OS. .
abled] nology” = [Custom]
314271 CP | sabiod] | [3:14301 Enablor | CLU TR
u .C.6 Report 3.1.429] [E Disable CPU Core “Processor Tech-
P [3.1.429] [En C6 report to OS. .
abled] nology” = [Custom]
[3.1.433] [Di [3.1.436] Option
[3.1.435] Enable/
[3.1.432] CP | sabled] Disable CPU Core ?nly show when
U C7 Report | [3.1.434] [En Processor Tech-

abled]

C7 report to OS.

nology” = [Custom]

3-18

ADVANCED SCREEN

[3.1.401] CPU Power Management Configuration Fields

[3.1.402] SE | [3.1.403] Op [3.1.404] HELP [3.1.405] COMMENT
TUP ITEM TIONS TEXT S
[Performanc
e] Optimize between
[Balanced performan_ce and
power savings.
Energy Z]erformanc Windows 2008 and
Performance [Balanced later Oses
overrides this value
Energy] according to its
[Energy power plan.
Efficient]
Information only.
Factory long Displays the
duration Factory long
power limit duration power
limit.
Long Long duration
duration power limit in
power limit Watts.
Information only.
Factory long Displays the
duration Factory long
maintained duration
maintained.
Long Time window which
. the long duration
duration )
maintained power s
maintained.
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[3.1.401] CPU Power Management Configuration Fields

[3.1.402] SE | [3.1.403] Op [3.1.404] HELP [3.1.405] COMMENT
TUP ITEM TIONS TEXT S

Recommend Information only.

ed short Displays the

duration Recommer_lded

power limit short duration

power.

Short Short duration

duration power limit in

power limit Watts.

ADVANCED SCREEN

[3.1.437] Runtime Error Logging

Screen

Runtime Error Logging Support

[Enabled]

[3.1.438] Runtime Error Logging Screen
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[3.1.439] Runtime Error Logging Fields

[3.1.440] SE | [3.1.441] OpP [3.1.442] HELP [3.1.443] COMMENT
TUP ITEM TIONS TEXT S
[3.1.444] Ru | [3.1.445] [Di | [3.1.447] Enable/
ntime Error sabled] Disable Runtime [3.1.448]
Logging [3.1.446] [En | Error Logging Sup- o
Support abled] port.
[3.1.449] EC [ss;t:)LI.:dS]O] [Di [3.1.452] Enable/
C Error Log- [3.1.451] [En Disable ECC Error | [3.1.453]
ging aﬁléd] Logging.
[3.1.454] Me [3.1.456] Enter the | [3.1.457] This can
mory Corr. [3.1.455] Memory Correct- be set to a value
Error o able Error Thresh- | between 1 to 15.
Threshold old value Default is 10.
[3.1.458] QP [s?;t:)LI:dS]g] [Di [3.1.461] Enable/
| Error Log- [3.1.460] [En Disable QPI Error [3.1.462]
ging ab'le'd] Logging
[3.1.463] PC [33;5{;34] [Di [3.1.466] Enable/
I Error Log- [3.1.465] [En Disable PCI Error [3.1.467]
ging Support abléd] Logging Support
[3.1.468] 11O [Ss;él':(%g] [Di [3.1.471] Enable/
Error Log- [3.1.470] [En Disable 11O Error [3.1.472]
ging ab'le'd] Logging
[3.1.474] [Di | [3.1.476] Enable/
I[?;r%g;]c;,a\llM sabled] Disable NMI gener- [3.1.477]
Error [3.1.475] [En | ation on fatal or o

abled]

uncorrectable error

3-20

ADVANCED SCREEN

[3.1.478] SATA Controller Screen

[3.1.479] The SATA Controller screen provides fields to config-
ure SATA hard disk drives. It also provides information on the
hard disk drives that are installed.

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Advanced

SATA Configuraion (1) IDE Mode. (2) AHCI Mode.

SATA port 0
SATA port 1

Not Present
Not Present

+<+: Select Screen
t+: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.480] SATA Controller Configuration Screen
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[3.1.481] SATA Controller Configuration Fields

[3.1.482] SE | [3.1.483] Op [3.1.484] HELP [3.1.485] COMMENT
TUP ITEM TIONS TEXT S
[3.1.487] [Di
sabled] [3.1.491] Select
[3.1.486] SA | [3.1.488] [ID ,[\i('jld'ggg)(/mgl'z SATA Type for
TA Mode E Mode] Mode. onboard SATA
[3.1.489] [A ’ ports.
HCI Mode]
[3.1.493] [Di
bled
[3.1.492] Se [53? 139] 4] [En | [3-1:496] Enabled/
rial-ATA ha.n(.:ed] Disabled Serial AT | [3.1.497]
Controller 0 [3.1.495] [C A Controller 0.
ompatible]
[3.1.501] Informati
[3.1.498] SA on only. Displays
TA Port0 [3.1.499] [3.1.500] the device on
Port0.
[3.1.505] Informati
[3.1.502] SA on only. Displays
TA Port1 [3.1.503] [3.1.504] the device on

Port1.
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ADVANCED SCREEN

[3.1.506] SAS Configuration Screen

Aptio

Advanced

Setup Utility -

Copyright (C)

2011 American Megatrends, Inc.

SAS Configuraion

SAS Port 0
SAS Port 1
SAS Port 2
SAS Port 3
SAS Port 4
SAS Port 5
SAS Port 6
SAS Port 7

Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present
Not Present

++: Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C)

2011 American Megatrends,

Inc.

[3.1.507] SAS Configuration Screen

[3.1.508] SAS Configuration Fields

[3.1.509] SE | [3.1.510] OP [3.1.511] HELP [3.1.512] COMMENT
TUP ITEM TIONS TEXT S
[3.1.516] Informati
[3.1.513] SA on only. Displays
S Port0 [3.1.514] [3.1.515] the device on SAS

Port 0.
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[3.1.508] SAS Configuration Fields (Continued)

[3.1.509] SE | [3.1.510] OP [3.1.511] HELP [3.1.512] COMMENT
TUP ITEM TIONS TEXT S

[3.1.520] Informati
[3.1.517] SA on only. Displays
S Port 1 [3.1.518] [3.1.519] the device on SAS

Port 1.

[3.1.524] Informati
[3.1.521] SA on only. Displays
S Port 2 [3.1.522] [3.1.523] the device on SAS

Port 2.

[3.1.528] Informati
[3.1.525] SA on only. Displays
S Port 3 [3.1.526] [3.1.527] the device on SAS

Port 3.

[3.1.532] Informati
[3.1.529] SA on only. Displays
S Port 4 [3.1.530] [3.1.531] the device on SAS

Port 4.

[3.1.536] Informati
[3.1.533] SA on only. Displays
S Port 5 [3.1.534] [3.1.535] the device on SAS

Port 5.

[3.1.540] Informati
[3.1.537] SA on only. Displays
S Port 6 [3.1.538] [3.1.539] the device on SAS

Port 6.

[3.1.544] Informati
[3.1.541] SA on only. Displays
S Port 7 [3.1.542] [3.1.543] the device on SAS

Port 7.
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ADVANCED SCREEN

[3.1.545] Intel TXT(LT-SX) Screen

Aptio Setup Utility -

Copyright (C) 2011 American Megatrends, Inc.

Advanced

Intel TXT(LT-SX) Har

CPU: TXT Feature
Chipset: TXT Feature

Intel TXT(LT-SX) Con
TXT Support

Intel TXT(LT-SX) Dep:
VT-d Support

VT Support

TPM Support
TPM State

dware Support

Supported
Supported

figuration

Disabled

endencies

The following must be supported and enabled.

Disabled

Enabled +<+: Select Screen
Disabled t4: Select Item
Disabled Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.546] Intel TXT(LT-SX) Configuration Screen

[3.1.547] Intel TXT(LT-SX) Configuration Fields

[3.1.548] SET | [3.1.549] OP [3.1.550] HELP [3.1.551] COMMEN
UP ITEM TIONS TEXT TS
[3.1.552] CP [3.1.555] Informati
T on only. Displays
tLLJJ.r;'XT Fea- [3.1.553] [3.1.554] the CPU- TXT
Feature.
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[3.1.547] Intel TXT(LT-SX) Configuration Fields (Continued)

[3.1.548] SeT | [3.1549] O | [3.1550] HELP | [3.1.551] CoMMEN
UP ITEM TIONS TEXT TS
[3.1.556] Chi [3.1.559] Informati
of: on only. Displays
pset: TXT [3.1.557] [3.1.558] the Chipset: TXT
Feature
Feature.
[3.1.564] Only
selectable when
[3.1.561] [Di | 2327E8 @ FERRY | ture”, “Chipset:
[3.1.560] TX | sabled] e ed | TXT Feature”, “VT-
TSupport | [3.1562] [EN | o) and the d Support’, “VT
abled] below dependen- Support”, TPM
cies be met Support” and
' “TPM State” are all
supported.
: [3.1.568] Informati
(315051 VT- | [3.1.566] | [3.1.567] on only. Displays
PP the VT-d Support.
[3.1.572] Informati
BLSCAVT | 31570) | [3.2571) on only. Displays
o the VT Support.
[3.1.576] Informati
BLST3 TP | (31574) | [3.1.575) on only. Displays
PP Intel TPM Support.
[3.1.580] Informati
|[\j|)’.sj:.:[2t7€7] " [3.1.578] [3.1.579] on only. Displays

Intel TPM State.
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ADVANCED SCREEN

[3.1.581] USB Configuration Screen

[3.1.582] The USB Configuration screen provides fields to con-
figure the USB controller options.

[3.1.583] To access this screen from the Main screen, select
Advanced | USB Configuration.

Aptio Setup Utility - Copyright

Advanced

(C) 2011 American Megatrends, Inc.

USB Configuration

USB Devices:
1 Drive, 1 Keyboard, 2 Hubs

Mass Storage Devices:
CDROM

Floppy
HDISKO

[Auto]
[Auto]
[Auto]

Enables Legacy USB support.
AUTO option disables legacy
support if no USB devices are
connected. DISABLE option will
keep USB devices available only
for EFI applications.

++: Select Screen

t+: Select Item

Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright

(C) 2011 American Megatrends, Inc.

[3.1.584] USB Configuration Screen
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[3.1.585] USB Configuration Fields

[3.1.586] S | [3.1.587] O [3.1.588] HELP [3.1.589] COMMENTS
ETUP ITEM PTIONS TEXT
[3.1.590] U E)?r){lthii]p:gzogwsp?hne
gzwces. [3.1.591] [3.1.592] USB devices
' attached.
[3.1.598] Enables
Legacy USB sup-
[3.1.595] [ pprt. AUTO option
Enabled] disables legacy
[3.1.594] L support if no USB
[3.1.596] [ :
egacy USB . devices are con- [3.1.599]
Disabled]
Support 3.1.597 nected, DISABLE
[A.t. I option will keep
uto] USB devices avail-
able only for EFI
applications.
[3.1.600] M [3.1.603] Information
ass Stor- [3.1.601] [ only. Display all of the
age Auto] [3.1.602] Mass Storage
Devices Devices attached.
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ADVANCED SCREEN

[3.1.604] Super I/0 Configuration

Screen

[3.1.605] The Serial Ports screen provides fields to configure
the Serial Port [COM Port].

[3.1.606] To access this screen from the Main screen, select
Advanced | Super |0 Configuration.

Aptio Setup Utility - Copyright (C

Advanced

2011 American Megatrends, Inc.

Super IO Configuration

Super IO Chip

» Serial Port B Configuration

AST2300

Set Parameters of Serial
Port A (External Serial Port)

+<+: Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C)

2011 American Megatrends, Inc.

[3.1.607] Super I/0O Configuration Screen



BIOS

[3.1.608] Super I/0O Configuration Fields

nal Serial Port).

[3.1.609] SET | [3.1.610] OP [3.1.611] HELP [3.1.612] COMMEN
UP ITEM TIONS TEXT TS
[3.1.616] Informati
ﬁ'll(féi]i SUP | 13 1 614] [3.1.615] on only. Display
P Super 10 Chip.

[3.1.619] Set

[3.1.617] Seri Parameters of

al Port A [3.1.618] Serial Port A [3.1.620]

Configuration (External Serial
Port).

al Port B [3.1.622] ) [3.1.624]

: . Serial Port B (Inter-
Configuration
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ADVANCED SCREEN

[3.1.625] Serial Port Configuration Screen

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Advanced

Enable or Disable Serial
Port (COM)

Serial Port A Configuration

Device Settings I0=3F8h; IRQ=4;

++: Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.626] Serial Port Configuration Screen

[3.1.627] Serial Port Configuration Fields

[3.1.628] SE | [3.1.629] OP [3.1.630] HELP [3.1.631] COMMENT
TUP ITEM TIONS TEXT S
[3.1.633] [Di
[3.1.632] Ser | sabled] [3.1.635] Enable or
ial Port [3.1.634] [En Disable Serial Port | [3.1.636]
o (COM).
abled]
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[3.1.627] Serial Port Configuration Fields (Continued)

[3.1.628] SE | [3.1.629] Op [3.1.630] HELP [3.1.631] COMMENT
TUP ITEM TIONS TEXT S
[3.1.640] Informati
[3.1.637] De | 15 ) 6ag) [3.1.639] on only. Display

vice Settings

Device Settings.

3-26

ADVANCED SCREEN

[3.1.641] Onboard Device Configura-
tion Screen

Onboard LAN port 1 [Enabled With PXE]

ersion 2.14.1219 - Copyright (C) 20 American Megatrends, Inc.

[3.1.642] Onboard Device Configuration Screen
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[3.1.643] Onboard Device Configuration Fields

[3.1.644] SE | [3.1.645] OP [3.1.646] HELP [3.1.647] COMMENT
TUP ITEM TIONS TEXT S
[3.1.649] [Di
sabled]
[3.1.650] [En
abled With
[3.1.648] On | PXE] [3.1.653] Enable or
board LAN [3.1.651] [En | Disable Onboard [3.1.654]
port 1 abled With- LAN port 1.
out PXE]
[3.1.652] [iS
CSI Remote
Boot]
[3.1.656] [Di
sabled]
[3.1.657] [En
abled With
[3.1.655] On | PXE] [3.1.660] Enable or
board LAN [3.1.658] [En | Disable Onboard [3.1.661]
port 2 abled With- LAN port 2.
out PXE]
[3.1.659] [iS
CSI Remote
Boot]
[3.1.662] Por [3.1.665] I.nformati
t1 MAC [3.1.663] [3.1.664] on only. Display
Address Port 1 MAC
Address.
[3.1.666] Por [3.1.6I69]Dllnfo|rmati
on only. Display
tAié\feAs(; [3.1.667] [3.1.668] Port 2 MAC
Address.
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ADVANCED SCREEN

[3.1.670] Console Redirection Screen

Aptio

Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Advanced

Serial Port A

Serial Port B

Console Redirection
» Console Redirection Settings

» Console Redirection Settings

[Disabled]

Console Redirection Enable or
Disable.

=++: Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.11.1210 - Copyright (C)

[3.1.672] Console Redirection Fields

2011 American Megatrends,

Inc.

[3.1.671] Console Redirection Screen

[3.1.673] SE | [3.1.674] OP [3.1.675] HELP [3.1.676] COMMENT
TUP ITEM TIONS TEXT S

[3.1.677] Co E;élgg?] i [3.1.680] Console

nsole Redi- 3.1.679] [E Redirection Enable | [3.1.681]

rection [3.1.679] [En or Disable.

abled]
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[3.1.672] Console Redirection Fields (Continued)

[3.1.673] SE | [3.1.674] Op [3.1.675] HELP [3.1.676] COMMENT
TUP ITEM TIONS TEXT S
[3.1.684] The set-
tings specify how
the host computer
[3.1.682] Co 2221”:]eterreg‘v‘r’;‘zh [3.1.685] Only
nsole Redi- puter . accessible if Con-
. [3.1.683] the user is using) o
rection Set- will exchange data sole Redirection is
tings " | setto [Enabled].

Both computers
should have the
same or compati-
ble settings.
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ADVANCED SCREEN

[3.1.686] Console Redirection Settings
Screen

Terminal Type

ersion 2.14.1219 - Copyright (C) 201 American Megatrends, nc

[3.1.687] Console Redirection Settings Screen
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[3.1.688] Console Redirection Settings Fields

[3.1.689] SE
TUP ITEM

[3.1.690] OP
TIONS

[3.1.691] HELP
TEXT

[3.1.692] COMMENT
S

[3.1.694] [VT

[3.1.698] Emulatio
n: ANSI: Extended
ASCI| char set.

100] VT100: ASCII char
[3.1.695] [VT | set. VT100+:
[3.1.693] Ter | 100+] Extends VT100 to [3.1.699]
minal Type [3.1.696] [VT | support color, func- o
-UTF8] tion keys, etc. VT-
[3.1.697] [A UTF8: Uses UTF8
NSI] encoding to map
Unicode chars onto
1 or more bytes.
[3.1.701] [96
00] [3.1.706] Selects
[3.1.702] [19 serial port trans-
200] 1rt}i]ssion s(;j)eed.t )
. e speed must be
[83;"_72210?2 5%(1)].703] [38 matched on the [3.1.707]
other side. Long or
[3.1.704] [57 noisy lines may
600] require lower
1[53;(%(.)7]05] [11 speeds.
[3.1.708] Dat | [3.1.70917] | 5 4 714y pata Bits | [3.1.712]

a Bits

[3.1.710] [8]

3-29
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[3.1.688] Console Redirection Settings Fields (Continued)

[3.1.689] SE
TUP ITEM

[3.1.690] OP
TIONS

[3.1.691] HELP
TEXT

[3.1.692] COMMENT
s

[3.1.713] Par
ity

[3.1.714] [No
nej

[3.1.715] [Ev
en]

[3.1.716] [O
dd]

[3.2.717] [M
ark]
[3.1.718] [Sp
ace]

[3.1.719] A parity
bit can be sent with
the data bits to
detect some trans-
mission errors.
Even: parity bitis 0
if the num of 1's in
the data bits is
even. Odd: parity
bitis 0 if num of 1's
in the data bits is
odd. Mark: parity
bit is always 1.
Space: Parity bit is
always 0. Mark and
Space Parity do not
allow for error
detection.

[3.1.720]

[3.1.721] Sto
p Bits

[3.1.722] [1]
[3.1.723] [2]

[3.1.724] Stop bits
indicate the end of
a serial data
packet. (A start bit
indicates the
beginning). The
standard setting is
1 stop bit. Commu-
nication with slow
devices may
require more than
1 stop bit.

[3.1.725]
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[3.1.688] Console Redirection Settings Fields (Continued)

[3.1.689] SE
TUP ITEM

[3.1.690] OP
TIONS

[3.1.691] HELP
TEXT

[3.1.692] COMMENT
s

[3.1.726] Flo
w Control

[3.1.727] [N
one]
[3.1.728] [Ha
rdware RTS/
CTS]

[3.1.729] Flow
control can pre-
vent data loss from
buffer overflow.
When sending
data, if the receiv-
ing buffers are full,
a 'stop’ signal can
be sent to stop the
data flow. Once the
buffers are empty,
a 'start’' signal can
be sent to re-start
the flow. Hardware
flow control uses
two wires to send
start/stop signals.

[3.1.730]

[3.1.731]
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CHIPSET SCREEN

[3.1.732] Chipset Screen

[3.1.733] The Chipset screen provides an access point to con-
figure several options. On this screen, the user selects the
option that is to be configured. Configurations are performed on
the selected screen, not directly on the Chipset screen.



BIOS

[3.1.734] To access this screen from the Main screen, press the
right arrow until the Chipset screen is chosen.

» North Bridge

on 2.11.1210 - C

[3.1.736] Chipset Fields

opyright (C) 2011 American Megatrends, Inc.

[3.1.735] Chipset Screen

[3.1.737] SE | [3.1.738] Op [3.1.739] HELP [3.1.740] COMMENT
TUP ITEM TIONS TEXT s
[3.1.743] North
E?Hléziﬁ;]eNo [3.1.742] Bridge Parame- [3.1.744]

ters.
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[3.1.736] Chipset Fields (Continued)

CHIPSET SCREEN

[3.1.737] SE | [3.1.738] OP [3.1.739] HELP [3.1.740] COMMENT
TUP ITEM TIONS TEXT s
[3.1.747] South
L?;hlé;?r?j] 630 [3.1.746] Bridge Parame- | [3.1.748]
g ters.
[3.1.751] ME Sub-
[s?’uisi,i?lmlz [3.1.750] system Parame- [3.1.752]

ters.
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[3.1.755] North Bridge Configuration Fields (Continued)

[3.1.753] North Bridge Screen

[3.1.756] SET | [3.1.757] OP [3.1.758] HELP [3.1.759] COMMEN
UP ITEM TIONS TEXT TS
Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.
e (3.1.764] Tot [3.1.767] Informati
ol () W o DimseiEe . [3.1.765] [3.1.766] on only. Displays
I/0 Configuration al Memory
Memory Information the TOta| Memory
Total Memor 4096 MB (DDR3) H
Current Meery Mode Independent [31768] Cur Eit;lgl:lDllzsgr;:tl
Current Memory Speed 1066 MHz .
Mirroring Not Poss%ble rent Memory [31769] [31770] the Current Mem_
Lock Step Not Possible Mode
Sparing Not Possible Ory Mode
Memory Mode [Independent]
Numa [Enabled] 1
Data Scrambling [Disabled] o [3.1.772] Cur E;:];)ZKIS]l:)IIZE;r;SatI
Ba eresie ey rent Memory | [3.1.773] [3.1.774] :
CPU Socket 0 DIMM Information gnter? Selzcit Speed the Current Mem-
+/-: Change Opt. ory Speed.
DIMM Al 1024 MB (DDR3) Fl: Genenal Help
[} resen 8: Previous Values .
gi% ii EOE iresent §9: gptlmizedvDefaults ] [31779] Informat|
b 22 for oo S [3.1.776] Mirr | 5 4 7771 [3.1.778] on only. Displays
DIMM B3 Not Present oring the errormg sup-
DIMM C1 Not Present port state.
[3.1.783] Informati
Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc. LES]{eLSO] LOC [31781] [31782] tohneoLnolikDétSepFI)aé/jp-
[3.1.754] North Bridge Configuration Screen port state.
[3.1.787] Informati
[3.1.755] North Bridge Configuration Fields £i3r)1.;.784] Spa [3.1.785] [3.1.786] ?hneosrlrl)};ri[r)]'szljg_s
[3.1.756] SET | [3.1.757] Op | [3.1.758] HELP | [3.1.759] COMMEN port state.
UP ITEM TIONS TEXT TS
I[(3F-$-\7/$0flolrnte [3.1.762] Intel(R)
. [3.1.761] VT for Directed /0 | [3.1.763]
Directed I/O ' ;
' . Configuration.
Configuration
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[3.1.755] North Bridge Configuration Fields (Continued)

[3.1.756] SET | [3.1.757] OP [3.1.758] HELP [3.1.759] COMMEN
UP ITEM TIONS TEXT TS
[3.1.794] If unsup-
ported memory
mode is selected,
BIOS will use
[3.1.789] [In “Independent” as
dépéndent] current memory
. mode during next
[3:1.790] [Mi | 51 793 Select | boot. BIOS will not
[3.1.788] Me | rroring]
o the mode for mem- | use the user-
mory Mode [3.1.791] [Lo L
ory initialization select unsup-
ck Step]
ported memory
[3:1'792] [Sp mode until the
aring] memory popula-
tion method is
changed to sup-
port userselect
memory mode.
[3.1.796] [Di | [3.1.798] Enable or
[3.1.795] Nu | sabled] Disable Non uni-
ma [3.1.797] [En | form Memory [3.1.799]
abled] Access (NUMA)
[3.1.801] [Di
[3.1.800] Dat | sabled] [3.1.803] Enable/
. Disable Data [3.1.804]
a Scrambling | [3.1.802] [En :
Scrambling
abled]
[3.1.808] Informati
[3.1.805] DIM [3.1.806] [3.1.807] on only. Displays

M Information

the DIMM informa-
tion.
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[3.1.809] Intel(R) VT-d Screen

Aptio Setup Utility - Copyright (C

Chipset

Megatrends, Inc.

Coherency Support
ATS Support

[Disabled]
[Enabled]

Enable/Disable Intel (R)
Virtualization Technology
for Directed I/O.

+<+: Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C)

[3.1.810] Intel(R) VT-d Screen

[3.1.811] Intel(R) VT-d Fields

2011 American Megatrends, Inc.

[3.1.812] SE | [3.1.813] OP [3.1.814] HELP [3.1.815] COMMENT
TUP ITEM TIONS TEXT S
[3.1.817] [Di [3.1.819] Enable/
1. . © s
[3.1.816] Int | sabled] D|s§blg Intel™ Vir-
o® VT-d [3.1.818] [EN tualization Technol- | [3.1.820]

abled]

ogy for Directed I/
0.
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[3.1.811] Intel(R) VT-d Fields (Continued)

[3.1.812] SE

[3.1.813] OP

[3.1.814] HELP

[3.1.815] COMMENT

TUP ITEM TIONS TEXT S
[3.1.822] [Di | [3.1.824] Enabled/
L?;rléﬁill Co | sabled] Disabled VT-d 31,825
Su or>t/ [3.1.823] [En | Engine Coherency o
PP abled] Support.
[3.1.829] Enabled/
[3.1.827] [Di | Disabled VT-d
[3.1.826] AT | sabled] Engine Address [3.1.830]
S Support [3.1.828] [En | Translation Ser- o

abled]

vices (ATS) sup-
port.
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[3.1.831] South Bridge Screen

Aptio Setup Utility -

Copyright (C) 2011 American

Megatrends, Inc.

Chipset

PCH Information
Name
Stepping

Onboard SAS Oprom
) USB Configuration

Patsburg
06 (C1 Stepping)

SB Chipest Configuration

[Enabled]

Support for PCH
Compatibility Revision ID
(CRID) Functionality.

+<+: Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C)

[3.1.832] South Bridge Screen

2011 American Megatrends, Inc.

[3.1.833] South Bridge Configuration Fields

[3.1.834] SE | [3.1.835] Op [3.1.836] HELP [3.1.837] COMMEN
TUP ITEM TIONS TEXT TS
[3.1.839] [Di
[3.1.838] SC | sabled] [3.1.841] Enable/
U devices [3.1.840] [En Disable Patsburg [3.1.842]

abled]

SCU devices.
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[3.1.833] South Bridge Configuration Fields (Continued)

[3.1.834] SE

[3.1.835] OP

[3.1.836] HELP

[3.1.837] COMMEN

TUP ITEM TIONS TEXT TS
[3.1.846] Enabled/
[3.1.844] [Di | Disabled onboard
Eg;gd';]o\gn sabled] SAS option rom if [3.1.847]
Oorom [3.1.845] [En | Launch Storage o
P abled] OpROM is
enabled.
[3.1.848] US
B Configura- | [3.1.849] [3.1.850] USB [3.1.851]
tion Configuration.
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[3.1.852] USB Configuration Screen

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Chipset

Enable/Disable ALL USB
Devices

USB Configuration

EHCI Controller 1 [Enabled]
EHCI Controller 2 [Enabled]
USB Port 0 (Front) [Enabled]
USB Port 1 (Front) [Enabled]
USB Port 2 (Front) [Enabled]
USB Port 3 (Rear) [Enabled]
USB Port 4 (Rear) [Enabled]
USB Port 5 (Internal) [Enabled]
ZEPHER Module Connector [Enabled] +<+: Select Screen

t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

ion 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.853] USB Configuration Screen

[3.1.854] USB Configuration Fields

[3.1.855] SE | [3.1.856] OP [3.1.857] HELP [3.1.858] COMMEN
TUP ITEM TIONS TEXT TS
[3.1.860] [Di | [3.1.861] Enabled/
{félEfss\]/i?é's sabled] Disabled ALL USB | [3.1.862]
[Enabled] Devices
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[3.1.854] USB Configuration Fields (Continued)

[3.1.855] SE | [3.1.856] Op [3.1.857] HELP [3.1.858] COMMEN
TUP ITEM TIONS TEXT TS

[3.1.866] Disable

[3.1.863] EH | [3.1.864] [Di | [3.1.865] Enabled/ | the EHCI Control-

Cl Controller | sabled] Disabled USB ler would disable

1 [Enabled] EHCI Controller 1. | all USB ports from
it.
[3.1.870] Disable

[3.1.867] EH | [3.1.868] [Di | [3.1.869] Enabled/ | the EHCI Control-

Cl Controller | sabled] Disabled USB ler would disable

2 [Enabled] EHCI Controller 2. | all USB ports from
it.

[3.1.871] US | [3.1.872] [Di | [3.1.873] Enabled/

B Port 0 sabled] Disabled USB Port | [3.1.874]

(Front) [Enabled] 0 (Front).

[3.1.875] US | [3.1.876] [Di | [3.1.877] Enabled/

B Port 1 sabled] Disabled USB Port | [3.1.878]

(Front) [Enabled] 1 (Front).

[3.1.879] US | [3.1.880] [Di | [3.1.881] Enabled/

B Port 2 sabled] Disabled USB Port | [3.1.882]

(Front) [Enabled] 2 (Front).

[3.1.883] US | [3.1.884] [Di | [3.1.885] Enabled/

B Port 3 sabled] Disabled USB Port | [3.1.886]

(Rear) [Enabled] 3 (Rear).

[3.1.887] US | [3.1.888] [Di | [3.1.889] Enabled/

B Port 4 sabled] Disabled USB Port | [3.1.890]

(Rear) [Enabled] 4 (Rear).

[3.1.891] US | [3.1.892] [Di | [3.1.893] Enabled/

B Port 5 sabled] Disabled USB Port | [3.1.894]

(Internal) [Enabled] 5 (Internal).
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[3.1.854] USB Configuration Fields (Continued)

CHIPSET SCREEN

[3.1.855] SE | [3.1.856] Op [3.1.857] HELP [3.1.858] COMMEN
TUP ITEM TIONS TEXT TS

Eﬁﬁﬁgﬂoﬁ? [3.1.896] [Di | [3.1.897] Enabled/

ule Connec- sabled] Disabled ZEPHER | [3.1.898]

tor [Enabled] Module Connector.
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[3.1.899] ME Subsystem Screen

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

Chipset

Intel ME Subsystem Configuration
ME BIOS Interface Version
ME Version

ME Vendor Label

ME FW Status Value

ME FW State

ME FW Operation State

ME FW Error Code

ME Ext FW Status Value
BIOS Booting Mode

Cores Disabled

ME FW SKU Information

1.2

2:159:73

0x0

0xf0345

SPS ME FW Active

MO without UMA

NO Error

0x39006301
Performance Optmized
0

ME Subsystem Help

SiEn NM

=+ : Select Screen
t4: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Co

pyright (C) 2011 American Megatrends, Inc.

[3.1.900] ME Subsystem Screen

[3.1.901] ME Subsystem Fields

[3.1.902] SE | [3.1.903] Op [3.1.904] HELP [3.1.905] COMMENT
TUP ITEM TIONS TEXT s
Ehioe [3.1.909] Displays
Interface [3.1.907] [3.1.908] the ME BIOS Inter-
Version face Version.
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[3.1.901] ME Subsystem Fields (Continued)

CHIPSET SCREEN

[3.1.902] SE | [3.1.903] OpP [3.1.904] HELP [3.1.905] COMMENT
TUP ITEM TIONS TEXT S

[3.1.910] M [3.1.913] Displays
E Version [3.1.911] [3.1.912] the ME Version.
[3.1.914] M fr]l(ﬁllyno'.lfpf?;?f !
E Vendor [3.1.915] [3.1.916] the ME Vendor
Label

Label.
[3.1.918] M [3.1.921] Displays
E FW Sta- [3.1.919] [3.1.920] the ME FW Status
tus Value Value.
[3.1.922] M [3.1.925] Displays
EFW State | 131923 [3.1.924] the ME FW State.
[3.1.926] M [3.1.929] Displays
E FW Oper- | [3.1.927] [3.1.928] the ME FW Opera-
ation State tion State.
[3.1.930] M [3.1.933] Displays
E FW Error [3.1.931] [3.1.932] the ME FW Error
Code Code.
[3.1.934] M [3.1.937] Displays
E Ext FW [3.1.935] [3.1.936] the ME Ext FW
Status Value Status Value.
[3.1.938] BI [3.1.941] Displays
OS Booting [3.1.939] [3.1.940] the BIOS Booting
Mode Mode.

[3.1.945] Displays
[3.1.942] Co | 15 4 943y [3.1.944] the Cores Dis-
res Disabled

abled.




BIOS

[3.1.901] ME Subsystem Fields (Continued)

[3.1.902] SE | [3.1.903] OrP [3.1.904] HELP [3.1.905] COMMENT
TUP ITEM TIONS TEXT S
[3.1.946] M [3.1.949] Displays
E FW SKU [3.1.947] [3.1.948] the ME FW SKU
Information Information.
[3.1.950]

SERVER MANAGEMENT SCREEN

[3.1.951] Server Management
Screen

[3.1.952] The Server Management screen displays information
of the BMC and allows the user to configure desired settings.

[3.1.953] To access this screen from the Main screen, select
Server Mgmt Options.

FRD-2 Timer [Enabled]

[3.1.954] Server Management Configuration Screen
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[3.1.955] Server Management Configuration Fields

[3.1.956] SE | [3.1.957] Op [3.1.958] HELP [3.1.959] COMMENT
TUP ITEM tions TEXT S
2..950] o0 et
gtastig Test [3.1.961] [3.1.962] theBMC Self Test
Status.

[3.1.964] BM
C firmware [3.1.965] [3.1.966] [.3'1'967] BMQ
version firmware version.
[3.1.96{3] IP [3.1.969] [3.1.970] [3.1.971] IPMI ver-
MI version sion.

[3.1.973] [En | [3.1.975] Enableor
[3.1.972] FR | abled] Disable FRB2 [3.1.976]
B-2 Timer [3.1.974] [Di | timer (POST o

sabled] timer).

[3.1.978] [3

minutes} [3.1.982] Enter
[3.1.977] FR Eﬁlr}uz:]] [4 value Between 3to | [3.1.983] Not avail-
B-2 Timer 3.1.9801 5 6 min for FRB2 able if FRB2 Timer
timeout Eni.nL.Jtes]] [ Timer Expiration is disabled.

value.

[3.1.981] [6

minutes]

[3.1.985] [Do [3.1.988] Configur
3.1.984] FR Nothing] ehhovl\iithe SySth
[3.1. : ] [3.1.986] [Re should respond i
B-2 Timer set] the FRB2 Timer [3.1.989]
Policy expires. Not avail-

[3.1.987] [Po
wer Down]

able if FRB2 Timer
is disabled.
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[3.1.955] Server Management Configuration Fields (Continued)

[3.1.956] SE | [3.1.957] Op [3.1.958] HELP [3.1.959] COMMENT
TUP ITEM tions TEXT S
[3.1.993] If
enabled, starts
BIOS timer which
can only be shut off
[3.1.990] O/ [3.1.991] [En | by Intel Manage-
S Watchdo abled] ment Software [3.1.994]
Ter 09| [3.1.992] [Di | after OS loads to -+
sabled] determine OS suc-
cessfully loaded or
follows O/S Boot
Watchdog Timer
policy.
[3.1.996] [5 )
minutes] [3.1.1000] Configu
re the length of the
[3.1.997] [10 [3.1.1001] Not
[Ssill\l.t?jg'ls"i]moe/r minutes] (?és %(;?etrwl\?;?h' available if O/S
. [3.1.998] [15 | 909 limer Watchdog Timer is
Timeout inut available if O/S disabled
minutes} Boot Watchdog '
E:Ir%u?éf]] [20 Timer is disabled.
[3.1.1006] Configu
[3.1.1003] [D re how the system
stoyo | 2RGSO (3:1007) Mo
B [3.1.1004] [R : available if O/S
/S Wtd Timer Watchdog Timer . .
Policy eset] expires. Not avail- Watchdog Timer is
[)%-é-rlggi’vln[r able if O/S Boot | disabled:

Watchdog Timer is
disabled.
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[3.1.955] Server Management Configuration Fields (Continued)

[3.1.956] SE | [3.1.957] Op [3.1.958] HELP [3.1.959] COMMENT
TUP ITEM tions TEXT S
[3.1.1010] Press
[3.1.1008] S <
Enter> to change
ystem Event | [3.1.1009] the SEL event log [3.1.1011]
Log . .
configuration.
[3.1.1012] Vi [3.1.1014] Press
ew FRU [3.1.1013] <Enter> to view [3.1.1015]
information FRU information.
[3.1.1016] B [3.1.1018] Configu
MC network | [3.1.1017] re BMC network [3.1.1019]
configuration parameters.
[3.1.1021] [P
O
[3.1.1020] R E,;Nf rlo;;] p | [3:1:1024] System
estoreon AC ov;/ér off] action to take on [3.1.1025]
Power Loss [3.1.1023] [L AC power loss.
ast State]
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[3.1.1026] System Event Log Screen

Erase

SEL

[3.1.1027] System Event Log Screen
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[3.1.1028] System Event Log Fields

[3.1.1029] S | [3.1.1030] O [3.1.1031] HELP [3.1.1032] CoMME
ETUP ITEM PTIONS TEXT NTS
[3.1.1034] [N
0]
[3.1.1035] [Y
[3.1.1033] Er | es, On next [3'1.'1037] Choqse
options for erasing | [3.1.1038]
ase SEL reset] SEL
[3.1.1036] [Y '
es, On every
reset]
[3.1.1040] [D
[3.1.1039] W | o Nothing] [3.1.1042] Choose
hen SEL is [3.1.1041] [E | options for reac- [3.1.1043]
Full rase Immedi- | tions to a full SEL.
ately]
[3.1.1045] [D
'sabled] [3.1.1049] Disable
[3.1.1046] [B T
pasomL fon | e ossie oTer
og EFI Sta- | [3.1.1047] [E [3.1.1050]
log only error code
tus Codes rror code]
or only progress
[3.1.1048] [P code or both.
rogress
code]
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[3.1.1051] FRU Information Screen

Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.

FRU Information

System Manufacturer
System Product Name
System Version
System Serial Number
Board Manufacturer
Board Product Name
Board Version

Board Serial Number
Chassis Manufacturer
Chassis Product Name
Chassis Serial Number

Quanta
S210-X22RQ

Quanta
S210-X22RQ
31S2RMB0030
QTFAEV15100004
Quanta

- ++: Select Screen
t+: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright

[3.1.1052] FRU Information Screen

[3.1.1053] FRU Information Fields

(C) 2011 American Megatrends, Inc.

[3.1.1054] SE | [3.1.1055] O [3.1.1056] HELP [3.1.1057] CoMME
TUP ITEM TEXT NTS
[3.1.1058] Sy Hon anly. Dicploye
stem Manu- | [3.1.1059] [3.1.1060] y- Display
the System Manu-
facturer

facturer.




BIOS SERVER MANAGEMENT SCREEN

[3.1.1053] FRU Information Fields (Continued) [3.1.1053] FRU Information Fields (Continued)

[3.1.1054] SE | [3.1.1055] O [3.1.1056] HELP [3.1.1057] CoMME [3.1.1054] SE | [3.1.1055] O [3.1.1056] HELP [3.1.1057] CoMME
TUP ITEM PTIONS TEXT NTS TUP ITEM PTIONS TEXT NTS
51002 5 srisesoma | 311050 o1 .1 108] e
stem Product | [3.1.1063] [3.1.1064] y- Display assis Manu- | [3.1.1091] [3.1.1092] y- Lisplay
Name the System Prod- facturer the Chassis Manu-
uct Name. facturer.
[3.1.1069] Informa [3.1.1094] Ch [3.1.1097] Informa
[3.1.1066] Sy [3.1.1067] [3.1.1068] tion only. Displays as.si.ss Prod- [3.1.1095] [3.1.1096] tion only. Displays
stem Version o o the System Ver- o o the Chassis Prod-
. uct Name
sion. uct Name.
51010y sriorsoms | 1100 o1 S e
stem Serial | [3.1.1071] [3.1.1072] y- Dispiay assis Serial | [3.1.1099] [3.1.1100] y. Display
the System Serial the Chassis Serial
Number Number
Number. Number.
[3.1.1074] Bo [3.1.1077] Informa
o ) tion only. Displays
?Jgerﬂanufac [3.1.1075] [3.1.1076] the Board Manu-
facturer.
[3.1.1078] Bo [3.1.1081] Informa
o tion only. Displays
;r:mPeroduct [3.1.1079] [3.1.1080] the Board Product
Name.
[3.1.1085] Informa
[3'1'108.2] Bo [3.1.1083] [3.1.1084] tion only. Displays
ard Version
the Board Version.
[3.1.1086] Bo [3.1.1089] Informa
ard Serial [3.1.1087] [3.1.1088] tion only. Displays
Number the Board Serial
Number.
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[3.1.1102] BMC Network Configura-

tion Screen [3.1.1104] BMC Network Configuration Fields

[3.1.1105] SE | [3.1.1106] O [3.1.1107] HELP [3.1.1108] ComMME
TUP ITEM PTIONS TEXT NTS
Aptio Setup Utility - Copyright (C) 2011 American Megatrends, Inc.
T [3.1.1110] [D
BMC network configuration BMC LAN Port Configuration edicated- l 1114 H
[3.1.1109] B | NIC] Brisme | b tel Options
Crront BMC 1AM Port Staie e MC LAN Port | [3.1.1111] [S | LAN Port Configu- cated NIC or
e S Configuration | hared-NIC] ration. Shared NIC
Ip a?ldress source [BMC running DHCP] [311112] [N
e S o Change]
Station MAC address 04-7D-7B-87-0F-0F
Router IP address 000.000.000.000 [3.1.1115] Cu [3.1.1118] Informa
e e e rrent BMC tion only. Displays
B — LAN Port [3.1.1116] [3.1.1117] the current BMC
t ¥ : Select Item State LAN POI’t State

Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

[3.1.1119] Co
nfiguration

[3.1.1120] [D
o Nothing]

[3.1.1121] [S
tatic on next

[3.1.1123] Select
to configure LAN
channel parame-
ters statically or
dynamically (by

Address reset] BIOS or BMC). [3.1.1124]
Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc source [311122] [D Unspecified Option
S ynamic will not modify any

[3.1.1103] BMC Network Configuration Screen Obtained by | BMC network
BMC] parameters during
BIOS phase.
[3.1.1125] IP [3.1.1128] Informa
dr tion only. Displays
:gj:sss [94:4126] [3-1.1127] the IP address
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[3.1.1104] BMC Network Configuration Fields (Continued)

[3.1.1105] SE | [3.1.1106] O [3.1.1107] HELP [3.1.1108] ComMME
TUP ITEM PTIONS TEXT NTS
[3.1.1129] St [3.1.1132] Gray-
ation IP [3.1.1130] | [3.1.1131] out if "Configura-
address tion source" = [Do
Nothing]
[3.1.1136] Gray-
[3.1.1133] Su out if "Configura-
bnet mask [3.1.1134] [3.1.1135] tion source" = [Do
Nothing]
[3.1.1137] St [3.1.1140] Informa
. tion only. Displays
:gz?el\sﬂsAC [3.1.1138] [3.1.1139] the Station MAG
address.
[3.1.1141] Ro [3.1.1144] Gray-
uter IP [3.1.1142] | [3.1.1143] out if "Configura-
address tion source" = [Do
Nothing]
[3.1.1146] [D | [3.1.1148] Disable
[3.1.1145] IP | isabled] d/Enabled IPv6
v6 Mode [3.1.1147] [E | internet protocol [3.1.1149]
nabled] support.
[3.1.1151] [U
ified
F;Eelcl's'ze] []s [3.1.1154] Select
L to configure LAN [3.1.1155] Option
[3.1.1150] IP ) tatic] channel parame- s only show when
:‘/IS AutoCon- 53:1.31611&:53] [O ters statically or "IPv6 Mode" =
d ically (b Enabled
Obtained by Bﬁ'g%”;fam’;lé)y [Enabled]
BMC run- ’
ning DHCP]
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SERVER MANAGEMENT SCREEN

[3.1.1104] BMC Network Configuration Fields (Continued)

[3.1.1105] SE | [3.1.1106] O | [3.1.1107] HELP | [3.1.1108] COMME
TUP ITEM PTIONS TEXT NTS
[3.1.1156] IP [3.1.1158] Enter [83(')1n'|11§:gvvo\f’vtr'f:r‘]
v6 IP [3.1.1157] IPv6 BMC Lan IP " y -
Address Address IPv6 AutoConﬂg
' = [Static].
[3.1.1160] IP [3.1.1162] Enter [83;1]115%\/\/05’;;108’;
v6 Prefix [3.1.1161] IPv6 BMC Lan IP "IPv6y AutoConfig"
Length Prefix Length. - [Static].
[3.1.1164] IP [3.1.1166] Enter [33;1'|11§;(1V?\‘,’vt:;';
v6 GateWay | [3.1.1165] IPv6 BMC Lan "IPv6y o Cont
Address Default Gateway. _ . 9
= [Static].
[3.1.1168]
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[3.1.1169] Boot Option Screen

[3.1.1170] The Boot Options screen displays any bootable
media encountered during POST, and allows the user to config-
ure desired boot device.

[3.1.1171] To access this screen from the Main screen, select
Boot Options.

rican Megatrends, Inc.

Exit

Boot configuration Number of seconds to wait

for setup activation key.
Bootup NumLock State Max = ten seconds.
Quiet Boot

Boot Mode

[Disabled]
[Legacy]

Set Boot Priority

1St Boot [Network:IBA GE Slo...]

2nd Boot [USB Floppy]

3rd Boot [USB CD/DVD]

4th Boot [USB Hard Disk]

5th Boot [USB KEY: USB Flash...]

6th Boot [CD/DVD] =+ : Select Screen
7th Boot [Hard Disk: Hitachi...] t+: Select Item

Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

USB KEY Drive BBS Priorities
NETWORK Device BBS Priorities

Version 2.14.1219 - Copyright (C)

[3.1.1172] Boot Option Screen

2011 American Megatrends, Inc.
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[3.1.1173] Boot Option Fields

BooT OPTION SCREEN

[3.1.1174] S | [3.1.1175] O [3.1.1176] HELP [3.1.1177] COMMEN
ETUP ITEM PTIONS TEXT TS
[3.1.1180] Number
[31.1178] S 1 154 1979) [« | OF SECONdS towait 15 1 11891 pefault
etup Prompt number>] for setup activa- -5
Timeout tion key. Max = ten ’
seconds.
[3.1.1182] B L:i.l.1183] [ [3.1.1185] Select
oot up Num- the keyboard Num- | [3.1.1186]
Lock State 123'1'1184] [© Lock state.
.[3'1'1188] D [3.1.1190] Enables
[3.1.1187]Q | isabled] or disables Quiet | [3.1.1191]
uiet Boot [3.1.1189] [E : o
Boot option.
nabled]
[3.1.1196] This
item decides what
[3.1.1193] [L devices (Legacy or
UEFI) BIOS should
[3.1.1192] B | egacy] [3.1.1195] try to boot when let
oot Mode [3.1.1194] [U | ° y

EFI]

the system auto
boot up without
manually select
boot device.
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[3.1.1173] Boot Option Fields (Continued)

[3.1.1174] S | [3.1.1175] O [3.1.1176] HELP [3.1.1177] COMMEN
ETUP ITEM PTIONS TEXT TS
[3.1.1197] 1s [3..1..1206] Default
t Boot priority :
[3.1.1198] 2 e 1st: Network
nd Boot .
[3.1.1199] 3r ’ i?od' o
d Boot PPy
[3.1.1200] 4t (3.1.1204] [3.1.1205] Setsthe | ® 3rd: USB CD/
h Boot o system boot order. DVD
[3.1.1201] 5t e 4th: USB Hard
h Boot Disk
[3.1.1202] 6t e 5th: USB KEY
h Boot
[3_1_1203] 7t e 6th: CD/DVD
h Boot e 7th: Hard Disk
[3.1.1209] Specifie
s v ot Dovee | (211219, 00
Drive Bos | [31:1208] | Priority sequence | (PRI KRN G
. from available CD/ L
Priorities DVD Drives Drive is detected.
[3.1.1213] Specifie
T sino oot Do | 2121400
BBS Priori- [3.1.1212] Priority sequence Ier;z.t one Hard
. from available .
ties Hard Drives. Disk is detected.
[3.1.1217] Specifie
2y s sooons | (1121900
Drive Bpé)%/ [3.1.1216] Priority sequence Iepapst one USB
Co from available USB .
Priorities Floppy is detected.

Floppy Drives.
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[3.1.1173] Boot Option Fields (Continued)

BooT OPTION SCREEN

[3.1.1174] S | [3.1.1175] O [3.1.1176] HELP [3.1.1177] COMMEN
ETUP ITEM PTIONS TEXT TS
3.1.1221] Specifie
[3.1.1219] U [s o 8001 DZvice [3.1.1222] Only
SB CD/DVD Priority sequence appears when at
ROM Drive | [3.1.1220] y seq least one USB CD/
BBS Priori- from available DVD ROM is
ties US_B CD/DVD detected.
Drives.
[3.1.1225] Specifie
[3.1.1223] U . [3.1.1226] Only
s the Boot Device
SB Hard- Priority sequence appears when at
Disk Drive | [3.1.1224] | 72" 521 least one USB
BBS Priori- rom available Hard Disk is
ties US_B HardDisk detected.
Drives.
[3.1.1227] U [3.1.1229] Specifie | 15 1 15301 Only
s the Boot Device
SB KEY o appears when at
. [3.1.1228] Priority sequence
Drive BBS : least one USB
Priorities fromavailable USB | rv ig getected
KEY Drives. '
[3.1.1231] N [3.1.1233] Speplfle [3.1.1234] Only
stwork s the Boot Device appears when at
Device BBS [3.1.1232] Priority sequence least one NET-
Priorities from available WORK Device is

NETWORK Drives.

detected.
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[3.1.1235] Network Device

1St Boot

[IBA GE Slot 8200 v...]

[3.1.1236] Network Device Screen
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[3.1.1237] Network Device Fields

BooT OPTION SCREEN

[3.1.1238] S
ETUP ITEM

[3.1.1239] O
PTIONS

[3.1.1240] HELP
TEXT

[3.1.1241] CommE
NTS

[3.1.1242] 1
st Boot

[3.1.1243] [<
Device String
1>]
[3.1.1244] [<
Device String
2>]
[3.1.1245] ...
[3.1.1246] [D
isabled]

[3.1.1247] Setsthe
system boot order

[3.1.1248]

[3.1.1249] 2
nd Boot

[3.1.1250] [<
Device String
1>]

[3.1.1251] [<
Device String
2>]

[3.1.1252] ...

[3.1.1253] [D
isabled]

[3.1.1254] Sets the
system boot order

[3.1.1255]

[3.1.1256]
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[3.1.1257] Security Screen

[3.1.1258] The Security screen provides fields to enable and
set the user and administrative password and to lockout the

front panel buttons so they cannot be used.

[3.1.1259] To access this screen from the Main screen, select
the Security option.

Inc.

PPassword Description

The password must be
in the following range:
Minimum length

Maximum length

User Password

System Mode state
Secure Boot state

Seoure Boot
Seoure Boot Mode

If ONLY the Administrator’s password is set,
then this only limits access to Setup and is
only asked for when entering Setup.

If BOTH the Administrator and User’s passwords
are set, then they are power on passwords and
must be entered to boot or enter Setup.

Steup
Disabled

[Enadled]
[Standard]

Set Setup Adninistrator
Password

=+ : Select Screen

t+: Select Item

Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C)

2011 American Megatrends, Inc.

[3.1.1260] Security Configuration Screen
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[3.1.1261] Security Configuration Fields

SECURITY SCREEN

[3.1.1262] SE | [3.1.1263] O [3.1.1264] HELP [3.1.1265] CoMME
TUP ITEM PTIONS TEXT NTS
[3.1.1266] Ad [3.1.1268] Set
ministrator [3.1.1267] Setup Administra- [3.1.1269]
Password tor Password.
[3.1.1273] Not
[3.1.1270] Us [3.1.1271] [3.1.1272] Set available if Admin-
er Password o User Password. istrator Password
is not set.
52741 1127 o
stem Mode | [3.1.1275] [3.1.1276] y- Dispiay
the System Mode
state
state.
3:.1278) 56 e
cure Boot [3.1.1279] [3.1.1280] y- Dispiay
state the Secure Boot

state.

[3.1.1282] Se
cure Boot

[3.1.1283] [D
isabled]
[3.1.1284] [E
nabled]

[3.1.1285] Secure
Boot flow control.
Secure Boot is
possible only if
system runs in
User Mode

[3.1.1286]




BIOS

[3.1.1261] Security Configuration Fields (Continued)

[3.1.1262] SE | [3.1.1263] O [3.1.1264] HELP [3.1.1265] CoMME
TUP ITEM PTIONS TEXT NTS
[3.1.1290] Secure
Boot mode selec-
tor. ‘Standard’ —
[3.1.1287] Se Snldi?c?]S] (S fixed Secure boot
cure Boot 3.1.1289] [C policy, ‘Custom’ — [3.1.1291]
Mode [3.1. 1 Changeable Image
ustom] . .
Execution policy
and Secure Boot
Key databases.
[3.1.1294] Press
[3.1.1292] Im <Enter> to man- [3.1.1295] Option
age the Image only show when
age Execu- [3.1.1293] . : )
tion Policy Execution Policy Secure Boot
on Security Viola- Mode” = [Custom]
tion.
[3.1.1298] Press :
[3.1.1296] Ke <Enter> to modify L?;'Il'iﬁ?)a} V?ﬁ;'r?”
y Manage- [3.1.1297] the content of the | oY
. Secure Boot
ment Secure Boot vari-

ables.

Mode” = [Custom]
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SECURITY SCREEN

[3.1.1300] Image Execution Policy
Screen

egatrends, Inc.

Main Advar

Image Execution Policy on
Security Violation. Image
load device path

Option ROM
Removable Media
Fixed Msdia

[Deny Execute]
[Deny Execute]
[Deny Execute]

+<+: Select Screen

t4: Select Item

Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.1301] Image Execution Policy Screen
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[3.1.1302] Image Execution Policy Fields

[3.1.1303] SE | [3.1.1304] O [3.1.1305] HELP [3.1.1306] ComME
TUP ITEM PTIONS TEXT NTS
[3.1.1309] Image
[3.1.1308] [A | Execution Policy
E;'nla'llg?/n Int lways Exe- on Security Viola- [3.1.1310]
cute] tion. Image load
device path.
[3.1.1312] [A
Iways Exe-
cute]
[3.1.1313] [A
Iways Deny]
[3.1.1314] [A [3.1.1318] Image
", Execution Policy
3.1.1311]1 O llow Execute o
Ltion ROIg/I [3.1.1315] [D] on Security Viola- [3.1.1319]

efer Execute]
[3.1.1316] [D
eny Exe-
cute]
[3.1.1317] [
Query User]

tion. Image load
device path
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SECURITY SCREEN

[3.1.1302] Image Execution Policy Fields (Continued)

[3.1.1303] SE
TUP ITEM

[3.1.1304] O
PTIONS

[3.1.1305] HELP
TEXT

[3.1.1306] CoMME
NTS

[3.1.1320] Re
movable
Media

[3.1.1321] [A
Iways Exe-
cute]
[3.1.1322] [A
Ilways Deny]
[3.1.1323] [A
llow Execute]
[3.1.1324] [D
efer Execute]
[3.1.1325] [D
eny Exe-
cute]
[3.1.1326] [
Query User]

[3.1.1327] Image
Execution Policy
on Security Viola-
tion. Image load
device path

[3.1.1328]

[3.1.1329] Fi
xed Media

[3.1.1330] [A
Iways Exe-
cute]
[3.1.1331] [A
Iways Deny]
[3.1.1332] [A
llow Execute]
[3.1.1333] [D
efer Execute]
[3.1.1334] [D
eny Exe-
cute]
[3.1.1335] [
Query User]

[3.1.1336] Image
Execution Policy
on Security Viola-
tion. Image load
device path

[3.1.1337]
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[3.1.1338] Key Management Screen

Manage All Factory Keys (PK,KEK, DB, DBX)
Install default Secure Boot keys
Platform Key (PK) NOT INSTALLED
» Set PK from File
b Get PK to File
b Delete the PK
Key Exchange Key Database (KEK)
» Set KEK from File
» Get KEK to File
» Delete the KEK
» Append an entry to KEK
Authorized Signature Database (DB)
» Set DB from File
» Get DB to File
P Delete the DB
» Append an entry to DB
Forbidden Signature Database (DBX)
» Set DBX from File
» Get DBX to File
» Delete the DBX
» Append an entry to DBX

NOT INSTALLED

NOT INSTALLED

NOT INSTALLED

Image Execution Policy on
Security Violation. Image
load device path

—+: Select Screen

t4: Select Item

Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.14.1219 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.1339] Key Management Screen

[3.1.1340] Key Management Fields

1. E A A ELP A OMME
[3.1.1341] S [3.1.1342] O [3.1.1343] H [3.1.1344] C
TUP ITEM PTIONS TEXT NTS
[3.1.1348] Force
[3.1.1345] De i[;lb'lles;]G] [ OEM default
fault Key Pro- 31.13471 [E Secure Boot Keys [3.1.1349]
visioning E]&llbl.ed] I if System is in

Setup Mode.
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[3.1.1340] Key Management Fields (Continued)

SECURITY SCREEN

[3.1.1341] SE | [3.1.1342] O [3.1.1343] HELP [3.1.1344] CoMME
TUP ITEM PTIONS TEXT NTS
[3.1.1352] Force
System to User
[3.1.1350] In Mode — install
stall default default Secure
Secure Boot [3.1.1351] Boot Variables [3.1.1353]
keys (PK,KEK,db,dbx).
Change takes
effect after reboot.
[3.1.1356] Launch
es the file browser
[3.1.1354] Se to set Efi Variable
t from the file. The
(PK,KEK,DB, | [3.1.1355] file data must be [3.1.1357]
DBX) from formatted as Efi
File Variable with Time-
Based Authenti-
cated Header.
[3.1.1360] Dump
[3.1.1358] G content of the Vari-
et able to a file with a
(PK,KEK,DB, [3.1.1359] matching name in [3.1.1361]
DBX) to File selected file sys-
tem’s root.
[3.1.1362] De
lete the [3.1.1364] Delete
(PKKEK,DB, | 3113631 1 e Variable. [3.1.1365]
DBX)
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[3.1.1340] Key Management Fields (Continued)

file data must be

[3.1.1341] SE | [3.1.1342] O | [3.1.1343] HeLp | [3.1.1344] Comme
TUP ITEM PTIONS TEXT NTS
[3.1.1368] Lauche
s the file browser to
[3.1.1366] Ap Append new Sig-
pend an entry nature Database
to [3.1.1367] from the file. The [3.1.1369]

%EK,DB,DB formatted as Efi
Variable with Time-
Based Authenti-
cated Header.
[3.1.1370]
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EXIT SCREEN

[3.1.1371] Exit Screen

[3.1.1372] The Exit screen allows the user to choose to save or
discard the configuration changes made on the other screens. It
also provides a method to restore the server to the factory
defaults or to save or restore a set of user defined default val-
ues. If Restore Defaults is selected, the default settings, noted
in bold in the tables in this chapter, will be applied. If Restore
User Default Values is selected, the system is restored to the
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default values that the user saved earlier, instead of being
restored to the factory defaults.

Aptio tup Utility -

Main Advanced

011 American Megatrends, Inc.

Ml Save & Exit

Save Changes and Reset

Discard Changes

Restore Defaults
Save as User Defaults
Restore User Defaults

Boot Override

UEFI: HP vt20u 0.00

AMI Virtual CDROMO 1.00
HP v120w 0.00

AMI Virtual. FloppyO 1.00
IBA XE Slot 0300 v2171
UEFI: Built—in EFI Shell

Exit system setup without
saving any changes.

=<+ : Select Screen
t+: Select Item
Enter: Select

+/-: Change Opt.

Fl: Genenal Help

F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESC: Exit

Version 2.11.1210 - Copyright (C) 2011 American Megatrends, Inc.

[3.1.1373] Exit Screen

[3.1.1374] Exit Fields

[3.1.1375] S | [3.1.1376] O [3.1.1377] HELP [3.1.1378] CoMME
ETUP ITEM PTIONS TEXT NTS

[3.1.1379] Di [3.1.1381] Exit

scard [3.1.1380] system_setup with- [3.1.1382]

Changes out saving any

and Exit changes.
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[3.1.1374] Exit Fields (Continued)

EXIT SCREEN

[3.1.1375] S | [3.1.1376] O [3.1.1377] HELP [3.1.1378] COMME
ETUP ITEM PTIONS TEXT NTS

[3.1.1383] S [3.1.1385] Reset
ave Changes | [3.1.1384] t;;f/;"s:ﬁ;“ after | 131 1386
and Reset changes
[3.1.1387] Di [3.1.1389] Discard
scard [3.1.1388] fsafT?r;%?So??ﬁg S0 113.1.1390]
Changes setup questions.

[3.1.1393] Restore
[3:1.1391] R /Load Default val-
estore [3.1.1392] ues for all the [3.1.1394]
Defaults setup options.

[3.1.1397] Save
[3.1.1395] S
ave as User | [3.1.1396] tsr;efgrzggjsse‘:"”e [3.1.1398]
Defaults Defaults

[3.1.1401] Restore
[3:1.1399] R the User Defaults
estore User [3.1.1400] to all the setu [3.1.1402]
Defaults options P
[3.1.1403] [< [3.1.1406] Boot
Device String | [3.1.1404] [3.1.1405] with Device
1>] <Device String 1>.
[3.1.1407] [< [3.1.1410] Boot
Device String | [3.1.1408] [3.1.1409] with Device

2]

<Device String 2>.
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[3.1.1374] Exit Fields (Continued)

[3.1.1375] S | [3.1.1376] O [3.1.1377] HELP [3.1.1378] CoMME
ETUP ITEM PTIONS TEXT NTS

[3.1.1411] [< [3.1.1414] Boot

Device String | [3.1.1412] [3.1.1413] with Device

3>] <Device String 3>.

[3.1.1415] [< [3.1.1418] Boot

Device String | [3.1.1416] [3.1.1417] with Device

4>] <Device String 4>.

[3.1.1419] [< [3.1.1422] Boot

Device String | [3.1.1420] [3.1.1421] with Device

5>] <Device String 5>.

[3.1.1423] [< [3.1.1426] Boot

Device String | [3.1.1424] [3.1.1425] with Device

6>]

<Device String 6>.

[3.1.1427]

3-54

LOADING BIOS DEFAULTS

[3.1.1428] Loading BIOS
Defaults

[3.1.1429] Different mechanisms exist for resetting the system
configuration to the default values. When a request to reset the
system configuration is detected, the BIOS loads the default
system configuration values during the next POST. The request
to reset the system to the defaults can be sent in the following
ways:

e Arequest to reset the system configuration can be gener-
ated by pressing <F9> from within the BIOS Setup utility.

e A reset system configuration request can be generated by
moving the clear system configuration jumper.

[3.1.1430] BIOS settings are stored on NVRAM. Only the D4
setting uses the CMOS. BIOS implements a mechanism to
clear NVRAM and CMOS.

[3.1.1431] After clearing CMOS by battery or jumper, all vari-
ables in the BIOS setup Menu load with the default values.
BMC related variables, like Set BMC LAN Configuration in
BIOS setup menu, are able to synchronize from BMC.

[3.1.1432]



[3.2.1433] BIOS Update Utility

e The system BIOS, including the recovery code, setup util-
[3.2.1434] The flash ROM contains system initialization rou- ity and strings.

tines, the BIOS Setup Utility, and runtime support routines. The « Onboard video BIOS, RAID BIOS, and other option

exact layout is subject to change, as determined by BIOS. The ROMS for the devices embedded on the server board.
flash ROM also contains initialization code in compressed form

for onboard peripherals, like SCSI, NIC and video controllers. e Memory reference code.
The complete ROM is visible, starting at physical address 4 GB

: . e Microcode updates.
minus the size of the flash ROM device.

e ME Firmware

[3.2.1435] A 16-KB parameter block in the flash ROM is dedi-
cated to storing configuration data that controls the system con-

figuration (ESCD). Application software must use standard [3 2. 1439] Recove ry Mode
APls to access these areas; application software cannot access

the data directly.

[3.2.1440] Recovery process can be initiated by setting the
-y recovery jumper. BIOS would detect the recovery jumper set
[3.2.1436] BIOS Update Utility v v Jamp

and start to execute recovery code.

[3.2.1441] The BIOS consists of three parts, the Main BIOS
. Section, the NVRAM Section, and the Boot Block Recovery
[3.2.1437] Server platforms support DOS-based, Windows- Section. The Main BIOS Section and the NVRAM Section will

based, and Linux-based firmware update utilities. This utility be updated during recovery process, but the Boot Block will be
loads a fresh copy of the BIOS into the flash ROM. preserved.

[3.2.1438] The BIOS update may affect the following items: [3.2.1442] BIOS recovery could be held through a USB remov-
able drive, and the recovery media must include the BIOS
image file, S4E_ REC.ROM.
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[3.2.1443] Recovery Flow

[3.2.1444] The BIOS has an embedded recovery technique in
the 'boot block'. In the event that the BIOS becomes corrupt,
the boot block can be used to restore the BIOS to a working
state. The routine is called when the 'system block' of the BIOS
is empty or corrupt. The restore routine when called will access
the USB drive looking for a file named S4E_REC.ROM. This is
the reason the USB drive light comes on and the drive appears
to be in use. If the file (S4E_REC.ROM) is found it is loaded into
the 'system block' of the BIOS to replace the corrupted informa-
tion To restore your BIOS copy the most recent version of your
mainboards BIOS file to a USB key and rename it
S4E_REC.ROM

[3.2.1445] The recovery mode procedure is as follows:
3.2.1446.1.Rename the good known BIOS as
S2T_RECS2TS_REC.ROM.

3.2.1447.2.Plug in a removable USB disk.

3.2.1448.3.Save the S2T _RECS2TS_REC.ROM. file into the
removable USB disk.

3.2.1449.4.Short the BIOS recovery jumper. See Mainboard
Jumpers.

3.2.1450.5.Power on the server.
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RECOVERY MODE

[3.2.1451] The system will automatically enter BIOS Setup
menu and display a Recovery page as follows:

on 2.10.1208 - Cor

[3.2.1452] BIOS Recovery Menu

right (C) 2010 American Megatrends, Inc.

[3.2.1453] The recovery process begins.
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3.2.1454.6.Set the BIOS recovery jumper back to default
position and wait until the recovery process is completed.
See Mainboard Jumpersand Figure 3.2.1455.

Aptio Setup Utility - Copyright (C) 2010 American
Recovery
WARNING! System firmware is being updated.
Keyboard is locked.
DO NOT TURN THE POWER OFF !!!
Once firmware update is completed
press any key to reboot the system
Flash update progress completed.
=<+ : Select Screen
t 4 : Select Item
Enter: Select
+/-: Change Opt.
Fl: Genenal Help
F8: Previous Values
F9: Optimized Defaults
F10: Save & Exit
ESC: Exit
Version 2.10.1208 - Copyright (C) 2010 American Megatrends, Inc.

[3.2.1455] BIOS Recovery Completed

[3.2.1456] Reboot the system with the new BIOS.
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CLEAR CMOS

[3.2.1457] Clear CMOS

[3.2.1458] The following steps will load the BIOS defaults by
jumber:
3.2.1459.1.Power down the system.

3.2.1460.2.Move CMOS CLEAR jumper from pins 1-2 to pins
2-3 for a few seconds. See Mainboard Jumpers.

3.2.1461.3.Move CMOS CLEAR jumper back to pins 1-2.
See Mainboard Jumpers.

3.2.1462.4.System automatically powers on.
3.2.1463.5.Check BIOS defaults are loaded.

[3.2.1464] Clear Password

3.2.1465.1.Power down the system.

3.2.1466.2.Move password clear jumper from pins 1-2 to
pins 2-3. See Mainboard Jumpers.

3.2.1467.3.Power on the system.
3.2.1468.4.Make sure password is cleared.
3.2.1469.5.Power down the system.



BIOS CLEAR PASSWORD

3.2.1470.6.Move password clear jumper from pins 2-3 back
to pins 1-2. See Mainboard Jumpers.

3.2.1471.7.Power on the system.
3.2.1472.8.Set new password.
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SERVER MANAGEMENT

[3.3.1473] Server Management

[3.3.1474] The BIOS supports many standard-based server
management features and several proprietary features. The
Intelligent Platform Management Interface (IPMI) is an industry
standard and defines standardized, abstracted interfaces to
platform management hardware. The BIOS implements many
proprietary features that are allowed by the IPMI specification,
but these features are outside the scope of the IPMI specifica-
tion. This section describes the implementation of the standard
and proprietary features.

[3.3.1475] Console Redirection

[3.3.1476] The BIOS supports redirection of both video and
keyboard via a serial link (serial port). When console redirection
is enabled, the local, or host server, keyboard input and video
output are passed both to the local keyboard and video connec-
tions, and to the remote console through the serial link. Key-
board inputs from both sources are considered valid and video
is displayed to both outputs.

[3.3.1477] As an option, the system can be operated without a
host keyboard or monitor attached to the system and run
entirely via the remote console. Utilities that can be executed
remotely include BIOS Setup.
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[3.3.1478] Serial Configuration Set-
tings

[3.3.1479] For optimal configuration of Serial Over LAN or EMP
see the BMC Specification.

[3.3.1480] The BIOS does not require that the splash logo be
turned off for console redirection to function. The BIOS sup-
ports multiple consoles, some of which are in graphics mode
and some in text mode. The graphics consoles can display the
logo and the text consoles receive the redirected text.

[3.3.1481] Keystroke Mapping

[3.3.1482] During console redirection, the remote terminal
sends keystrokes to the local server. The remote terminal can
be a dumb terminal with a direct connection and running a com-
munication program. The keystroke mapping follows VT-UTF8
format with the following extensions.

[3.3.1483] Keystroke Mappings

[331484 [3.3.1485] ANSI [3.3.1486] WINDOWS PLATFORM DESIGN
KEY ESCAPE SEQUENCE NOTE

[331487] | [3.3.1488] <ESC>

F1 <Shift>op [3.3.1489] <ESC>1
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[3.3.1483] Keystroke Mappings (Continued)

[331484 [3.3.1485] ANSI [3.3.1486] WINDOWS PLATFORM DESIGN
KEeY ESCAPE SEQUENCE NOTE

by 0| es 007 | [3:3.1492) <ESC>2
B3G | 3514941 <ESC> 1 13.3.1405) <ESC>3
3 | B3 LI9TI<ESC> | [3.3.1408) <ESCo4
33199 | 13:3.1500] [3.3.1501] <ESC>5
331509 | 13.:3.1503) [3.3.1504] <ESC>6
B39 | 3.3.1506] [3.3.1507] <ESC>7
B39 | 3.:3.1500] [3.3.1510] <ESC>8
E‘S‘lsﬂ] [3.3.1512] [3.3.1513] <ESC>9
B35 | [3.3.0515] [3.3.1516] <ESC>0
B35 | 13:3.1518) [3.3.1519] <ESC>!
E’lem [3.3.1521] [3.3.1522] <ESC>@
P2 | 13315241 <ESCT 13.3.1525] <EsCoh

CONSOLE REDIRECTION

[3.3.1483] Keystroke Mappings (Continued)

[331484 [3.3.1485] ANSI [3.3.1486] WINDOWS PLATFORM DESIGN
KEY ESCAPE SEQUENCE NoOTE

[331526 | [3.3.1527] <ESC>|

End <Shift>k [3.3.1528] <ESC>k

{:;21529] [3.3.1530] [3.3.1531] <ESC>+

[[";’25532] [3.3.1533] [3.3.1534] <ESC>-

[331535

Page [3.3.1536] [3.3.1537] <ESC>?

Up

[33153

Page [3.3.1539] [3.3.1540] <ESC>/

Down

[331541]

System | [3.3.1542] [3.3.1543] <ESC>R<ESC>r<ESC>R

Reset

[3.3.1544] Limitations

e BIOS Console redirection terminates after an operating
system has being loaded. The operating system is
responsible for continuing console redirection after that.

e BIOS console redirection is a text console. Graphical data,
such as a logo, are not redirected.

3-60



BIOS

[3.3.1545] Interface to Server Man-
agement

[3.3.1546] If the BIOS determines that console redirection is
enabled, it will read the current baud rate and pass this value to
the appropriate management controller via the Intelligent Plat-
form Management Bus (IPMB).

[3.3.1547] PXE Boot

[3.3.1548] The BIOS supports the EFI PXE implementation. To
utilize this, the user must load EFI Simple Network Protocol
driver and the UNDI driver specific for the network interface
card being used. The UNDI driver should be included with the
network interface card. The Simple Network Protocol driver can
be obtained from http://developer.intel.com/technology/frame-
work.

[3.3.1549] The BIOS supports legacy PXE option ROMs in leg-
acy mode and includes the necessary PXE ROMs in the BIOS
image for the onboard controllers. The legacy PXE ROM is
required to boot a non-EFI operating system over the network.
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PXE BooTt

[3.3.1550] Checkpoints

[3.3.1551] A checkpoint is either a byte or word value output to
Debug port. The BIOS outputs checkpoints throughout boot-
block and Power-On Self Test (POST) to indicate the task the
system is currently executing. Checkpoints are very useful in
aiding software developers or technicians in debugging prob-
lems that occur during the pre-boot process.

[3.3.1552] Checkpoint Ranges

[3.3.1553] Checkpoint Ranges

[3.3.1554] STAT

US CODE RANGE [3.3.1555] DESCRIPTION

[3.3.1556] 0x01

— 0xOB [3.3.1557] SEC execution

[3.3.1558] 0x0C

— OxOF [3.3.1559] SEC errors

[3.3.1560] 0x10
— OX2F

[3.3.1561] PEI execution up to and including memory
detection

[3.3.1562] 0x30

~ OxAF [3.3.1563] PEI execution after memory detection

[3.3.1564] 0x50

— Ox5F [3.3.1565] PEI errors

[3:3.1566] 0x60 | 15 5 1567] DXE execution up to BDS

— Ox8F
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[3.3.1553] Checkpoint Ranges (Continued)

[3.3.1554] STAT
us CoDE RANGE

[3.3.1555] DESCRIPTION

[3.3.1568] 0x90
— OXCF

[3.3.1569] BDS execution

[3.3.1570] 0xDO
— OXDF

[3.3.1571] DXE errors

[3.3.1572] OXEO
— OxE8

[3.3.1573] S3 Resume (PEI)

[3.3.1574] OXE9
— OXEF

[3.3.1575] S3 Resume errors (PEI)

[3.3.1576] OXFO
— OXF8

[3.3.1577] Recovery (PEI)

[3.3.1578] OxF9
— OxFF

[3.3.1579] Recovery errors (PEI)
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CHECKPOINTS

[3.3.1580] Standard Checkpoints

[3.3.1581] SEC Phase

[3.3.1582] SEC Phase

[3.3.1583] STAT
us CODE

[3.3.1584] DESCRIPTION

[3.3.1585] 0x00

[3.3.1586] Not used

[3.3.1587] Progre

ss Codes

[3.3.1588] 0x01

[3.3.1589] Power on. Reset type detection (soft/hard).

[3.3.1590] 0x02

[3.3.1591] AP initialization before microcode loading

[3.3.1592] 0x03

loading

[3.3.1593] North Bridge initialization before microcode

[3.3.1594] 0x04

code loading

[3.3.1595] South Bridge initialization before micro-

[3.3.1596] 0x05

ing

[3.3.1597] OEM initialization before microcode load-

[3.3.1598] 0x06

[3.3.1599] Microcode loading

[3.3.1600] 0x07

[3.3.1601] AP initialization after microcode loading

[3.3.1602] 0x08

loading

[3.3.1603] North Bridge initialization after microcode

[3.3.1604] 0x09

loading

[3.3.1605] South Bridge initialization after microcode

[3.3.1606] OX0A

[3.3.1607] OEM initialization after microcode loading

[3.3.1608] 0xOB

[3.3.1609] Cache initialization
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[3.3.1582] SEC Phase (Continued)

[3.3.1583] STAT
us CODE

[3.3.1584] DESCRIPTION

[3.3.1610] SEC E

rror Codes

[3.3.1611] 0x0C
— 0x0D

[3.3.1612] Reserved for future AMI SEC error codes

[3.3.1613] OxOE

[3.3.1614] Microcode not found

[3.3.1615] OXOF

[3.3.1616] Microcode not loaded

[3.3.1617]

PEI Phase

[3.3.1618] PEI Phase

[3.3.1619] STAT
us CODE

[3.3.1620] DESCRIPTION

[3.3.1621] Progre

ss Codes

[3.3.1622] 0x10

[3.3.1623] PEI Core is started

[3.3.1624] 0x11

[3.3.1625] Pre-memory CPU initialization is started

[3.3.1626] 0x12

[3.3.1627] Pre-memory CPU initialization (CPU mod-
ule specific)

[3.3.1628] 0x13

[3.3.1629] Pre-memory CPU initialization (CPU mod-
ule specific)

[3.3.1630] Ox14

[3.3.1631] Pre-memory CPU initialization (CPU mod-
ule specific)

[3.3.1632] 0x15

[3.3.1633] Pre-memory North Bridge initialization is
started
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[3.3.1618] PEI Phase (Continued)

[3.3.1619] STAT
us CODE

[3.3.1620] DESCRIPTION

[3.3.1634] 0x16

[3.3.1635] Pre-Memory North Bridge initialization
(North Bridge module specific)

[3.3.1636] 0x17

[3.3.1637] Pre-Memory North Bridge initialization
(North Bridge module specific)

[3.3.1638] 0x18

[3.3.1639] Pre-Memory North Bridge initialization
(North Bridge module specific)

[3.3.1640] 0x19

[3.3.1641] Pre-memory South Bridge initialization is
started

[3.3.1642] Ox1A

[3.3.1643] Pre-memory South Bridge initialization
(South Bridge module specific)

[3.3.1644] Ox1B

[3.3.1645] Pre-memory South Bridge initialization
(South Bridge module specific)

[3.3.1646] 0x1C

[3.3.1647] Pre-memory South Bridge initialization
(South Bridge module specific)

[3.3.1648] 0x1D
— 0x2A

[3.3.1649] OEM pre-memory initialization codes

[3.3.1650] 0x2B

[3.3.1651] Memory initialization. Serial Presence
Detect (SPD) data reading

[3.3.1652] 0x2C

[3.3.1653] Memory initialization. Memory presence
detection

[3.3.1654] 0x2D

[3.3.1655] Memory initialization. Programming mem-
ory timing information

[3.3.1656] 0x2E

[3.3.1657] Memory initialization. Configuring memory

[3.3.1658] Ox2F

[3.3.1659] Memory initialization (other).
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[3.3.1618] PEI Phase (Continued)

[3.3.1619] STAT
us CODE

[3.3.1620] DESCRIPTION

[3.3.1660] 0x30

[3.3.1661] Reserved for ASL (see ASL Status Codes
section below)

[3.3.1662] 0x31

[3.3.1663] Memory Installed

[3.3.1664] 0x32

[3.3.1665] CPU post-memory initialization is started

[3.3.1666] 0x33

[3.3.1667] CPU post-memory initialization. Cache ini-
tialization

[3.3.1668] 0x34

[3.3.1669] CPU post-memory initialization. Application
Processor(s) (AP) initialization

[3.3.1670] 0x35

[3.3.1671] CPU post-memory initialization. Boot Strap
Processor (BSP) selection

[3.3.1672] 0x36

[3.3.1673] CPU post-memory initialization. System
Management Mode (SMM) initialization

[3.3.1674] 0x37

[3.3.1675] Post-Memory North Bridge initialization is
started

[3.3.1676] 0x38

[3.3.1677] Post-Memory North Bridge initialization
(North Bridge module specific)

[3.3.1678] 0x39

[3.3.1679] Post-Memory North Bridge initialization
(North Bridge module specific)

[3.3.1680] 0x3A

[3.3.1681] Post-Memory North Bridge initialization
(North Bridge module specific)

[3.3.1682] 0x3B

[3.3.1683] Post-Memory South Bridge initialization is
started

[3.3.1684] 0x3C

[3.3.1685] Post-Memory South Bridge initialization
(South Bridge module specific)
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[3.3.1618] PEI Phase (Continued)

[3.3.1619] STAT
us CODE

[3.3.1620] DESCRIPTION

[3.3.1686] 0x3D

[3.3.1687] Post-Memory South Bridge initialization
(South Bridge module specific)

[3.3.1688] Ox3E

[3.3.1689] Post-Memory South Bridge initialization
(South Bridge module specific)

[3.3.1690] 0x3F
-0x4E

[3.3.1691] OEM post memory initialization codes

[3.3.1692] Ox4F

[3.3.1693] DXE IPL is started

[3.3.1694] PEI Error Codes

[3.3.1695] 0x50

[3.3.1696] Memory initialization error. Invalid memory
type or incompatible memory speed

[3.3.1697] 0x51

[3.3.1698] Memory initialization error. SPD reading
has failed

[3.3.1699] 0x52

[3.3.12700] Memory initialization error. Invalid memory
size or memory modules do not match.

[3.3.1701] 0x53

[3.3.1702] Memory initialization error. No usable
memory detected

[3.3.1703] 0x54

[3.3.1704] Unspecified memory initialization error.

[3.3.1705] 0x55

[3.3.1706] Memory not installed

[3.3.1707] 0x56

[3.3.1708] Invalid CPU type or Speed

[3.3.1709] 0x57

[3.3.1710] CPU mismatch

[3.3.1711] 0x58

[3.3.1712] CPU self test failed or possible CPU cache
error
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[3.3.1618] PEI Phase (Continued)

[3.3.1619] STAT
us CODE

[3.3.1620] DESCRIPTION

[3.3.1713] 0x59

[3.3.1714] CPU micro-code is not found or micro-code
update is failed

[3.3.1715] OX5A

[3.3.1716] Internal CPU error

[3.3.1717] Ox5B

[3.3.1718] Reset PPl is not available

[3.3.1719] 0x5C
-0Ox5F

[3.3.1720] Reserved for future AMI error codes

[3.3.1721] S3 Resume Progress Codes

[3.3.1722] OXEO

[3.3.1723] S3 Resume is stared (S3 Resume PPl is
called by the DXE IPL)

[3.3.1724] OXE1

[3.3.1725] S3 Boot Script execution

[3.3.1726] OXE2

[3.3.1727] Video repost

[3.3.1728] OXE3

[3.3.1729] OS S3 wake vector call

[3.3.1730] OXE4
-0XE7

[3.3.1731] Reserved for future AMI progress codes

[3.3.1732] S3 Resume Error Codes

[3.3.1733] OXE8

[3.3.1734] S3 Resume Failed

[3.3.1735] OXE9

[3.3.1736] S3 Resume PPI not Found

[3.3.1737] OXEA

[3.3.1738] S3 Resume Boot Script Error

[3.3.1739] OXEB

[3.3.1740] S3 OS Wake Error

[3.3.1741] OXEC
-OXEF

[3.3.1742] Reserved for future AMI error codes
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[3.3.1618] PEI Phase (Continued)

[3.3.1619] STAT
us CODE

[3.3.1620] DESCRIPTION

[3.3.1743] Recovery Progress Codes

[3.3.1744] OxFO

[3.3.1745] Recovery condition triggered by firmware
(Auto recovery)

[3.3.1746] OxF1

[3.3.1747] Recovery condition triggered by user
(Forced recovery)

[3.3.1748] OxF2

[3.3.1749] Recovery process started

[3.3.1750] OxF3

[3.3.1751] Recovery firmware image is found

[3.3.1752] OxF4

[3.3.1753] Recovery firmware image is loaded

[3.3.1754] OxF5
-OXF7

[3.3.1755] Reserved for future AMI progress codes

[3.3.1756] Recovery Error Codes

[3.3.1757] OxF8

[3.3.1758] Recovery PPl is not available

[3.3.1759] OxF9

[3.3.1760] Recovery capsule is not found

[3.3.1761] OXFA

[3.3.1762] Invalid recovery capsule

[3.3.1763] OxFB
— OxFF

[3.3.1764] Reserved for future AMI error codes
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[3.3.1765] DXE Phase

[3.3.1766] DXE Phase

[3.3.1767]

STATUS [3.3.1768] DESCRIPTION

CobDE
gi?éémg] [3.3.1770] DXE Core is started
5;%?71] [3.3.1772] NVRAM initialization
5)'(%;773] [3.3.1774] Installation of the South Bridge Runtime Services
E;?égm] [3.3.1776] CPU DXE initialization is started
E)'(?éf??] [3.3.1778] CPU DXE initialization (CPU module specific)
5)'(%51.)779] [3.3.1780] CPU DXE initialization (CPU module specific)
?2%;781] [3.3.1782] CPU DXE initialization (CPU module specific)
5;%%783] [3.3.1784] CPU DXE initialization (CPU module specific)
523585] [3.3.1786] PCI host bridge initialization
535&13787] [3.3.1788] North Bridge DXE initialization is started
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[3.3.1766] DXE Phase (Continued)

[331767]

STATUS [3.3.1768] DESCRIPTION

CoDpE
E’)‘%fsg] [3.3.1790] North Bridge DXE SMM initialization is started
[33.1791] | [3.3.1792] North Bridge DXE initialization (North Bridge mod-
0x6B ule specific)
[33.1793] | [3.3.1794] North Bridge DXE initialization (North Bridge mod-
0x6C ule specific)
[33.1795] | [3.3.1796] North Bridge DXE initialization (North Bridge mod-
0x6D ule specific)
[33.1797] | [3.3.1798] North Bridge DXE initialization (North Bridge mod-
Ox6E ule specific)
[331799] | [3.3.1800] North Bridge DXE initialization (North Bridge mod-
Ox6F ule specific)
5’)‘(%801] [3.3.1802] South Bridge DXE initialization is started
g)‘)f;ﬁgo?’] [3.3.1804] South Bridge DXE SMM initialization is started
5}(3;;805] [3.3.1806] South Bridge devices initialization
[33.1807] | [3.3.1808] South Bridge DXE Initialization (South Bridge
0x73 module specific)
[3.31809] | [3.3.1810] South Bridge DXE Initialization (South Bridge
0x74 module specific)
[33.1811] | [3.3.1812] South Bridge DXE Initialization (South Bridge
0x75 module specific)
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[3.3.1766] DXE Phase (Continued)

[33.1767]
STATUS [3.3.1768] DESCRIPTION
CobE
[33.1813] | [3.3.1814] South Bridge DXE Initialization (South Bridge
0x76 module specific)
[33.1815] | [3.3.1816] South Bridge DXE Initialization (South Bridge
0x77 module specific)
[33.1817] e
Ox78 [3.3.1818] ACPI module initialization
[3.3.1819] o
Ox79 [3.3.1820] CSM initialization
[3.3.1821]
Ox7A — [3.3.1822] Reserved for future AMI DXE codes
Ox7F
[3.31823]
0x80 — [3.3.1824] OEM DXE initialization codes
Ox8F
5*3;(1)825] [3.3.1826] Boot Device Selection (BDS) phase is started
[331827] [3.3.1828] Driver connecting is started
0x91
[3:31829] [3.3.1830] PCI Bus initialization is started
0x92
5‘(?5\,1,’831] [3.3.1832] PCI Bus Hot Plug Controller Initialization
[3.3.1833] .
0x94 [3.3.1834] PCI Bus Enumeration
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[3.3.1766] DXE Phase (Continued)

CHECKPOINTS

[331767]
STATUS
CODE

[3.3.1768] DESCRIPTION

[3.3.1835]

0x95 [3.3.1836] PCI Bus Request Resources

[33.1837]

0x96 [3.3.1838] PCI Bus Assign Resources

[3.3.1839]

0x97 [3.3.1840] Console Output devices connect

[3.3.1841]

0x98 [3.3.1842] Console input devices connect

[33.1843]

0x99 [3.3.1844] Super IO Initialization

[3.3.1845]

OxX9A [3.3.1846] USB initialization is started

[3.3.1847]

Ox9B [3.3.1848] USB Reset

[33.1849]

OX9C [3.3.1850] USB Detect

[3.3.1851]

0x9D [3.3.1852] USB Enable

[3.3.1853]
OX9E —
Ox9F

[3.3.1854] Reserved for future AMI codes

[33.1855]

OXAQ [3.3.1856] IDE initialization is started
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[3.3.1766] DXE Phase (Continued) [3.3.1766] DXE Phase (Continued)
[33.1767] [331767]
STATUS [3.3.1768] DESCRIPTION STATUS [3.3.1768] DESCRIPTION
CobE CoDpE
[33.1857] [3.3.1881]
OxXA1 [3.3.1858] IDE Reset OXAD [3.3.1882] Ready To Boot event
[3.3.1859] [3.3.1883]
OxA2 [3.3.1860] IDE Detect OXAE [3.3.1884] Legacy Boot event
[33.1861] [33.1885] . .
OxXA3 [3.3.1862] IDE Enable OXAF [3.3.1886] Exit Boot Services event
[331863] | 15 3 1864] SCSI initialization is started [331887] | 13 3 1888] Runtime Set Virtual Address MAP Begin
0xA4 0xBO
[331865 | 15 5 1866] SCSI Reset [331889] | 15 3 1890] Runtime Set Virtual Address MAP End
0xA5 0xB1
[33.1867] [33.1891] : e
OXAG [3.3.1868] SCSI Detect OxB2 [3.3.1892] Legacy Option ROM Initialization
[3.3.1869] [3.3.1893]
OXA7 [3.3.1870] SCSI Enable OxB3 [3.3.1894] System Reset
[3.3.1871] o [3.3.1895]
OXA8 [3.3.1872] Setup Verifying Password OxB4 [3.3.1896] USB hot plug
[33.1873] [3.3.1897]
OXA9 [3.3.1874] Start of Setup OxB5 [3.3.1898] PCI bus hot plug
[33.1875] | [3.3.1876] Reserved for ASL (see ASL Status Codes section [3.3.1899] [3.3.1900] Clean-up of NVRAM
OxAA below) 0xB6
[331877] [3.3.1878] Setup Input Wait [3:3.1901] [3.3.1902] Configuration Reset (reset of NVRAM settings)
OxAB 0xB7
[331879] | [3.3.1880] Reserved for ASL (see ASL Status Codes section
0xAC below)
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[3.3.1766] DXE Phase (Continued)

[33.1767]
STATUS [3.3.1768] DESCRIPTION
CobE
[3.3.1903]
0xB8 — [3.3.1904] Reserved for future AMI codes
0xBF
[3.3.1905]
0xCO0 — [3.3.1906] OEM BDS initialization codes
OxCF
[3.3.1907] DXE Error Codes
5‘(?510908] [3.3.1909] CPU initialization error
5).(3511910] [3.3.1911] North Bridge initialization error
?)'(?512912] [3.3.1913] South Bridge initialization error
[33.1914] | [3.3.1915] Some of the Architectural Protocols are not avail-
0xD3 able
E’)’(%fm] [3.3.1917] PCI resource allocation error. Out of Resources
?)’(?515918] [3.3.1919] No Space for Legacy Option ROM
55516920] [3.3.1921] No Console Output Devices are found
5).(3517922] [3.3.1923] No Console Input Devices are found
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[3.3.1766] DXE Phase (Continued)

[33.1767]
STATUS [3.3.1768] DESCRIPTION
CoODE
5(3[518924] [3.3.1925] Invalid password
[33.1926] | [3.3.1927] Error loading Boot Option (Loadlmage returned
0xD9 error)
g)%%’-s\)%] [3.3.1929] Boot Option is failed (Startimage returned error)
5561530] [3.3.1931] Flash update is failed
g;'(%lggz] [3.3.1933] Reset protocol is not available

[3.3.1934] ACPI/ASL Checkpoints

[3.3.1935] ACPI/ASL Checkpoints

[3.3.1936]
STATUS
CODE

[3.3.1937] DESCRIPTION

[3.3.1938]
0x01

[3.3.1939] System is entering S1 sleep state

[3.3.1940]
0x02

[3.3.1941] System is entering S2 sleep state

[3.3.1942]
0x03

[3.3.1943] System is entering S3 sleep state
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[3.3.1935] ACPI/ASL Checkpoints (Continued)

[3.3.1936]

STATUS [3.3.1937] DESCRIPTION

CODE
&g:gM} [3.3.1945] System is entering S4 sleep state
5;(3)'51946] [3.3.1947] System is entering S5 sleep state
E)?;(.?_O1948] [3.3.1949] System is waking up from the S1 sleep state
53;;2'01950] [3.3.1951] System is waking up from the S2 sleep state
51301952] [3.3.1953] System is waking up from the S3 sleep state
5;2'01954] [3.3.1955] System is waking up from the S4 sleep state
[3.3.1956] | [3.3.1957] System has transitioned into ACPI mode. Inter-
0xAC rupt controller is in APIC mode.
[3.3.1958] | [3.3.1959] System has transitioned into ACPI mode. Inter-
OxAA rupt controller is in APIC mode.

[3.3.1960]
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OEM-RESERVED CHECKPOINT RANGES

[3.3.1961] OEM-Reserved
Checkpoint Ranges

[3.3.1962] OEM Reserved Checkpoint Ranges

[3.3.1963] S
TATUS CODE

[3.3.1964] DESCRIPTION

[3.3.1965] Ox
05

[3.3.1966] OEM SEC initialization before microcode load-
ing

[3.3.1967] Ox
0A

[3.3.1968] OEM SEC initialization after microcode loading

[3.3.1969] Ox
1D — 0x2A

[3.3.1970] OEM pre-memory initialization codes

[3.3.1971] Ox
3F — OX4E

[3.3.1972] OEM PEI post memory initialization codes

[3.3.1973] Ox
80 — Ox8F

[3.3.1974] OEM DXE initialization codes

[3.3.1975] Ox

CO0 - OxCF

[3.3.1976] OEM BDS initialization codes

[3.3.1977]



[4.0.1] BMC

Chapter 4



BMC SERVER MANAGEMENT SOFTWARE

[4.1.1] Server Management Software

[4_ 1. 2] INntroduction e Events log, view, and clear.

e Event notification via chassis LED indicator and PET
(Platform Event Trap).

e Platform Event Filtering (PEF) to take selected actions for

[4.1.3] This section introduces the Baseboard Management , 4
selected events, including NMI.

Controller (BMC), its recovery procedure in DOS, Linux, and

Windows environment as well as web-based graphical user e Chassis management includes power control and a status
interface (GUI). report, front panel buttons and LED control.
[4.1.4] e Watchdog and auto server restart and recovery
e Supports multi-session users, and alert destination for
LAN channel.
[4.1.5] BMC Key Features and
. e Support IPMB connecter that advanced server manage-
Functions ment card can communicate with BMC.

e Supports IPMI v1.5 and v2.0

e Out-of-band monitoring and control for sever management
over LAN.

[4.1.6] Power System

e Share NIC and dedicated NIC for remote management via
network [4.1.7] BMC controls system power through GPIO pins and

e The FRU information report includes main board part IPMI chassis commands.

number, product name, manufacturer, etc. [4.1.8]

e Health status/Hardware monitoring report.
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[4.1.9] Front Panel User Inter-
face

[4.1.10] The BMC provides control panel interface functionality
including indicators (Fault/status and Identify LEDs) and but-
tons (Power/ID).

[4.1.11] Power Button
[4.1.12] The Power buttons allow to control the system status.

[4.1.13] ID Button

[4.1.14] The control panel Chassis Identify button toggles the
state of the Chassis ID LED. If the ID LED is off, then a button
press will turn the LED on (blinking). If the LED is on, a button
press or IPMI Chassis Identify command will turn the LED off.

[4.1.15] LEDs

[4.1.16] The following table contains information on Status, ID
and Heartbeat LED's
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FRONT PANEL USER INTERFACE

[4.1.17] Status LED, ID LED, and Heartbeat LED

[4.1.18] LE | [4.1.19] CoLo | [4.1.20] [4.1.21] DESCRIPTION
Ds R STATUS
[4.1.25] System Event
£4'1'23] Ambe [;iik?:] [4.1.26] [4.1.57] (See fol-
[4.1.22] Stat 9 | lowing Status LED table.)
us LED
[4.1.27] Gree | [4.1.28] [4.1.29] Normal status with-
n On out System Event
[o4f.f1'32] [4.1.33] Normal status
[L‘E'E'SO] D1 14.1.31] Blue
[4.1.34] .
Blinking [4.1.35] Identify the system
[4.1.38]
Solid On/ | [4.1.39] BMC is not Ready
[4.1.36] Hea | [4.1.37] Gree | Off
rtbeat LED n
[4.1.40] ,
Blinking [4.1.41] BMC is Ready

[4.1.42] The following table contains information on Status LED
when amber blinking.
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[4.1.43] Status LED Activity

[4.1.45] STAT
<] us LED
No [4.1.46] ACTiV [4.1.47] DESCRIPTION
ITY
ng [4.1.49] Temp
1 erature Sen- [4.1.50] Non-critical / critical event asserted
' sor
gﬂl [S?fe.:l.ssozr]s':an [4.1.53] Non-critical / critical event asserted
28} g[;tléii]sg:)slta [4.1.56] Critical event asserted
EB] E4S.t.p53]yPowe [4.1.59] State asserted
25] [si.olr.el] Proce [4.1.62] Thermal trip
) [4.1.64] Event | @ SEL almost full
6 ;gﬁeg'”g Dis- | ¢ SEL ful
Eﬁ I[EAfr.rtfﬂ Post [4.1.67] System firmware error
e Correctable EEC error
gﬁ 24;91'69] Mem e Uncorrectable ECC error
e Correctable ECC error logging limit reached
e Bus correctable error
gm I[Edféuzl] PCl- e Bus uncorrectable error

e Bus fatal error

LAN INTERFACE

[4.1.43] Status LED Activity (Continued)

[4.1.45] STAT
@ us LED
NO | 14.1.46] AcTiv [4.1.47] DESCRIPTION
' ITY

e Timer expired

m3 | [4.1.73] Watc | ® Hard Reset
10 | hdog 2 e Power Down

e Power cycle

[4.1.74] LAN Interface

[4.1.75] BMC LAN interface in AST2300 is assigned to dedi-
cated NIC LAN (Default) and a shared NIC in Short Model
Name. IPMI Specification v2.0 defines how IPMI messages,
encapsulated in RMCP/RMCP+ packet format, can be sent to
and from the BMC. This capability allows a remote console
application to access the BMC and perform the following opera-
tions:

e Chassis control: obtain chassis status, reset and power-up
the chassis

e Obtain system sensor status

e Obtain and Set system boot options

e Obtain Field Replaceable Unit (FRU) information

e Obtain System Event Log (SEL) entries
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e Obtain Sensor Data Records (SDR)
e Set Platform Event Filtering (PEF)
e Set LAN configurations
[4.1.76] In addition, the BMC supports LAN alerting in the form

of SNMP traps that conform to the IPMI Platform Event Trap
(PET) format.

[4.1.77] Session and User

[4.1.78] This BMC supports ten (10) user accounts. Each can
have a different user name, password and privilege level. Four
accounts can login simultaneously. The available user privilege
levels are User, Operator, and Administrator.

[4.1.79] RMCP+

[4.1.80] Besides RMCP defined by DMTF, AST2150 also sup-
ports RMCP+ protocol defined in IPMI 2.0.

e Authentication Algorithm types supported: RAKP-none,
RAKP-HMAC-SHA1, RAKP-HMAC-MD?5.

¢ Integrity Algorithm types supported: none, HMAC-SHA1-
96, HMAC-MD5-128, MD5-128.

e Confidentiality Algorithm types supported: none, AES-
CBC-128.

[4.1.81]
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SERIAL OVER LAN

[4.1.82] Serial Over LAN

[4.1.83] BMC supports 1 IPMI (Spec v2.0) specific SOL ses-
sion. BMC supports redirect data from UART interface.

[4.1.84] Time Sync

[4.1.85] In S2L BMC design, BMC does not have a local RTC to
know what time it is. Each time the server powers on, BIOS will
use Set SEL Time command to initialize BMC time. The remote
console program interpret this time as pre-initial.

[4.1.86] SEL

[4.1.87] BMC supports IPMI 1.5/2.0 standard SEL operation. It
can keep to maximum 909 entries SEL log. Event happened in
BIOS side will be logged by using Add SEL Entry command.
BMC will store them in FLASH, the time stamp field will be filled
by BMC. When SEL is full, the new SEL won’t be logged but will
go through PEF as usual. If AC powers off, all SELs will remain
in NV.



BMC

[4.1.88] Platform Event

[4.1.89] Platform Event Filter

[4.1.90] The BMC implements selectable action on an event or
LAN alerting base on event. By default, no any PEF entries or
actions exist, applications need to configure it to enable.

e The number of Platform Event Filter Table is 40.

e The number of Alert Policy Table is 120 and Alert Destina-
tion Table is 30. (Include Dedicated and Shared NIC)

e The policy to match an event to Platform Event Filter Table
entry is IPMI 1.5 standard.

e The action support Power Off, Power Reset, Power Cycle
and NMI.

e All Platform Event Filter Table is default disabled.

e PEF Startup Delay and Last Processed Event tracking is
not supported.

e PEF table lookup isn’t correlated to log SEL to SEL
Repository.

e Serial Alerting is no support.

[4.1.91] BMC Firmware Update
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PLATFORM EVENT

[4.1.92] The BMC will allow users to upgrade firmware image
on following entities:

e BMC

e All other upgradable entities

[4.1.93] The update capability is provided by local and remote
interfaces.

[4.1.94]
[4.1.95] DOS Recovery Utility
[4.1.96] SOCFLASH Utility and KCSFlash Utility

[4.1.97] WebUI Update

[4.1.98] Remote update can be performed through the remote
Web console.
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[4.1.99] Temperature Monitoring

[4.1.100] The supported temperature sensors are included in
the following table.

[4.1.101] Temperature Monitoring

avp | BU03 110
Tewpe | NN | oy | oy | puoy | puog | paag | RA°
RATUR |\ * | LCT | LNCT | UNCT | UCT | UNRT | %
E (OC) ER ABLE
(4110

Temp | pany | png | png | B9 g | ng | pam
_CPU | 0xBO | N/A | NA ”_‘]ax Timax | N/A DA

0

i P12

Temp | [A19 | ALY | ALY ) o p123 | 124 | e
CPU | 0xB1 | NA | NA ”_qax Timax | N/A DA

1

e P13y

Temp | {Z] | WA | LN | oS | BB] | EUD | R
CPU | 0xB2 | NA | NA T2 | Timax | NA- | DA

2

f114 21134

Temp | Q113 | B3 | [41137 [r ZANIC I AN R AN
_CPU | 0xB3 | N/A | NA ”_‘]ax Timax | N/A DA

3
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TEMPERATURE MONITORING

[4.1.101] Temperature Monitoring (Continued)

aviy | L3 41109
SENSO READI

Tewpe | S0 | p0g | gy | puoy | o] | g | Son

RATUR NUMB LCT LNCT UNCT UCT UNRT AVAIL

E(°C) ER ABLE

PR pug | psg | pus | e | | o | e

T\’Argﬂ 0xB4 | N/A N/A 57 59 N/A DA

ey | W] | pT | pus | pus | pus | s | s

MB2 0xB5 N/A N/A 57 59 N/A DA

(1159

Temp | B | AL6) | @U6] | Ml | @163 | [AL164 | [ALi6H

_DIM 0xB6 N/A N/A 92 94 N/A DA

M_AB

41169

Temp | M116] | AL6Y | [Aued | g | Bl | pU7Y | AT

_DIM 0xB7 N/A N/A 92 94 N/A DA

M_CD

[4_'|_'|.74]

Temp | B | AU | @17 | g | R | AUs) | sy

_DIM 0xB8 N/A N/A 92 94 N/A DA

M_EF

(1187

Temp | W13 | Al18q | [@usy | pusy | pls] | AUsd | AL

_DIM 0xB9 N/A N/A 92 94 N/A DA

M_GH




BMC TEMPERATURE MONITORING

[4.1.101] Temperature Monitoring (Continued) [4.1.101] Temperature Monitoring (Continued)

B1103 B1109) B1103 41109
(41102 (41102
TEMPE SEESO BUOy | puoy | pag | plog | ps REgD' TEMPE SEESO BUOY | pLg | pig | ploq | gl REgD'
RaTUR | M | LCT | LNCT | UNCT | UCT | UNRT | ,=° RaTUR | % | LCT | LNCT | UNCT | UCT | UNRT | ,=°
E (OC) ER ABLE E (OC) ER ABLE
(41190 41233

M12g | @120 | prAn | a2 | g | g | a2

Temp | [A119Y | 4119 | A3 | ALY | AU | [AlISg | (41197 Temp
DIM | OXxBA | NA | NA 92 94 N/A DA CLAN | OxCOp NIA NAC 103105 A DA
M_JK
i e |p2m | pom | pog | pe | ey | Es | ps
tomp | e | mzg | weon | wag | pemm | g | s Tpon | OxCT | NAT | NA 89 91 N/A DA
DIM | OxBB | NA | NA 92 94 N/A DA
M_LM B4
— Temp | 1=y | =g | 5] | B2 | B | (@160 | [y
41208 _GPU | 0x40 | NA | NA 95 100 | 105 DA
Temp | p1207 | p2g | gy | pi2g | plon | g2y | g “Slot1
DIM | OXBC | NA | NA 92 94 N/A DA
M_NP (41262
— Temp | 41263 | 104 | pIy | A12B9 | A6 | A2 | (A9
B1214 GPU | 0x41 | NA | NA 95 100 | 105 DA
Temp | @129 | @121 | g2 | pizg | @29 | e | g _Slot3
DIM | OxBD | NA | NA 92 94 N/A DA
M_RT p12m
- Temp | (127 | M2 | 23 | p2d | p2e | 41z | a2
W22 | o | wzg | we |z | we | wz | wem GPU | 0x42 | NA | NA 95 100 | 105 DA
Tl‘i“F]p OXBE | NA | N/A 46 48 N/A DA _Sloté
- [412rg
(4123 Temp | 2@ | 23] | QB | PRy | pLB3 | (4184 | [
Temp | 123 | 123 | @233 | @1z | plzE | g | g3 _GPU | 0x43 | N/A | NA 95 100 | 105 DA
HSB | OXBF | NA | N/A 48 50 N/A DA “Slot7
P
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[4.1.101] Temperature Monitoring (Continued)

wg | P09 (L1

TEMPE SEESO piog | gy | g | puog | g REgD'

RATUR LCT | LNCT | UNCT | UCT | UNRT

E (°C) NumB AVAIL
ER ABLE

[41265]

Temp | 41287 | Bi2Bg | A28 | [A1X] | [A1on | A2 | 412

GPU | ox44 | NA | NA | 95 100 | 105 | DA

“Slot8

[4.1.294] In reading available:
e AlLACin
e DA. DC on and After post end

e DB. DC on and Before post end

e Tjmax is stored in CPU, it's different with different type of CPU.

VOLTAGE MONITORING

[4.1.295] Voltage Monitoring

[4.1.296] The system supports the following voltage sensors:

[4.1.297] Voltage Monitoring

[41\/228] FSUE%S [4.1.305]
LTAGE OR NORM HJKIIJ Hjm Hlm READING

LCT LNCT | UNCT UCT AVAILAB
SENSO | NumB AL L

R ER
41306
A

PVCC | may | piad | piay Follg]éls [113}7 [f‘;’% [4.1.313]
P_CP | 0xC4 | 1.00v | 0.65v | O o 7 DA
uo
11314
PVCC | g | pi3g | man %lglfg 511;1437 %18:%]3 [4.1.321]
P_CP | 0xC5 | 1.00v | 0.65v | O v ¥ DA
U1
1137
PVCC | w3 | w2 | mizs %16?8 51157]7 [;112’3?3 [4.1.329]
P_CP | 0xC6 | 1.00v | 0.65v | O v ¥ DA
u2
4133
PVCC | mmy | pizy | pis Follé*gﬂs %15% [2‘183?3 [4.1.337]
P_CP | 0xC7 | 1.00v | 0.65v | O o ¥ DA
U3
(41335 A | Py | [Ag | (AL
P1V1 FUEHOXCB Fﬁe 1019 | 1.046 | 1.163 | 1.181 [4'1[')3:5]
PBG : v v v v
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[4.1.297] Voltage Monitoring (Continued)

pig ) H [4.1.305]
Vo SENS | {130 RI-EA.\DING
SENSO | NumB AL Vﬁ:AB
R ER
[41.346] pg | x| pE] | PR,
P3V_V %13?9 [4313(’)43 2797 | 2.855 | 3.377 | 3.464 [4'1§’|53]
BAT : v v Vv v
(4134 Mg | P
P5V S EE‘(:?A [‘g‘fﬁ E”é’?v 4736 | 5.264 Eué?v [4'1:]61]
TBY : : v v :
[41362 B3y | px | px] | ps
P12V (F)ufs [f;g‘qv 11.06 | 11.36 | 12.66 | 12.83 [4'1)369]
AUX : ov | av | 2v | ov
p3g | @4sM4 | p3g | pi3qg
E‘1123\7/°] EBEC [ff’gav 1.06 | 1136 | 12.66 | 12.83 [4'169;? 1
x : oV 4V 2V oV
pig | g | | | BOABEE gy | ae
PSV | 0xCD | 5.0v | 464v | *7 204 1 536v | DA
O |y | | B | | s | (41309
_ | 0xCE | 33V | 3.08v | 348V | 354V | Al
STBY v
4139
piog | | p3g | gm | B e | pag | pason
P3V3 | OxCF | 33v [306v | *1%° | 348v | 354v | DA
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FAN SPEED MONITORING

[4.1.402] Fan Speed Monitoring

[4.1.403] The fan speed thresholds are included in the following

table.

[4.1.404] Fan Speed Monitoring

Romano | Sesor | B0 | WA | g | paag | ST
LCT | LNCT | UNCT | ucT
N (RPM) | NUMBER AVAILABLE
[F4A1r\'14132\]( (41413 | p1aY | P14 | (41416 | B4 | [4.1.418]
o 0x38 | 480 | 1040 | NA | NA DA
[F4A1l\.l41§( 41420 | pae | pad | [a1423 | pasq | [4.1.425]
- 0x39 | 480 | 1040 | NA | NA DA
[|=4A'1|\'14236\]( 41427 | w4y | pag | pido | pen | [4.1.432]
- Ox3A | 480 | 1040 | NA | NA DA
[F4A1r\'14333\]( (41434 | pla | P14 | (41437 | p1ad | [4.1.439]
o O3B | 480 | 1040 | N/A | NA DA
[F4A1l\.l44801( [41441] | p1ae | pag | (41444 | pass | [4.1.446]
- Ox3C | 480 | 1040 | NA | NA DA
EAlr{JMs?\]( (41448 | piag | paan | (41451 | paas] | [4.1.453]
b 0x3D | 480 | 1040 | N/A | NA DA
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[4.1.404] Fan Speed Monitoring (Continued)

Romano | Seeoy | BT | A | g | paag | ST
LCT | LNCT | UNCT | ucT

N (RPM) | NUMBER AVAILABLE

[F4Alr\'14534\]( (41455 | a1 | passn | (41458 | passg | [4.1.460]

o Ox3E | 500 | 1040 | N/A | NA DA

EAlr\]%sl\]( (41462 | p1463 | paseq | (41465 | pldes | [4.1.467]

s Ox3F | 500 | 1040 | NA | NA DA

4-10

PROCESSOR ERROR DETECTION

[4.1.468] Processor Error Detec-
tion

[4.1.469] Thermal Trip / Processor
Hot

[4.1.470] Thermal Trip and Processor Hot can be detected by
GPIO. When an error is detected, the event will be added to
SEL.

[4.1.471]

[4.1.472] Watchdog

[4.1.473] For the BIOS and OS Agent watchdog, this system
adopts a standard design as specified IPMI 1.5.

[4.1.474] Pre-Timeout Interrupt
Support

[4.1.475] For the watchdog pre-timeout's interrupt, BMC sup-
ports SMI and NMI. SMI is used in BIOS implementation
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already, so using the watchdog with pre-timeout SMI is not rec-
ommended.

[4.1.476] Timeout Action Support

[4.1.477] For watchdog timeout actions, BMC supports power
down, power cycle and power reset.

[4.1.478]

[4.1.479] IPMI 1.5/ 2.0 Com-
mand Support List

[4.1.480] This chapter lists all IPMI 1.5/ 2.0 mandatory and
optional command support. For more detailed information
please refer to the core IPMI Commands Support document. In
the following section, if the command support is the same as
that listed in the core IPMI commands support document, a
detail description is omitted. Items listed hereafter are the only
exceptions to the core document. For the following command
information refers to "IPMI v2.0 Document Revision 1.0 Febru-
ary 12, 2004 June 12, 2009 Markup". Should there be any dis-
crepancy the IPMI specification takes priority.
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IPMI 1.5/ 2.0 COMMAND SUPPORT LIST

[4.1.481] IPM Device Global Commands

[4.1.486]
[4.1.483] | [4.1.484] | [4.1.485]
[4.1.482] COMMAND NETEN CMD oM Su:ggRT
. [4.1.488] | [4.1.489] | [4.1.490] | [4.1.491]
[4.1.487] Get Device ID App 01h M Yes
[4.1.493] | [4.1.494] | [4.1.495] | [4.1.496]
[4.1.492] Cold Reset App 02h o Yes
[4.1.498] | [4.1.499] | [4.1.500] | [4.1.501]
[4.1.497] Warm Reset App 03h o No
[4.1.502] Get Self Test | [4.1.503] | [4.1.504] | [4.1.505] | [4.1.506]
Results App 04h M Yes
[4.1.507] Manufacture [4.1.508] | [4.1.509] | [4.1.510] | [4.1.511]
Test On App 05h @) Yes
[4.1.512] Set ACPI [4.1.513] | [4.1.514] | [4.1.515] | [4.1.516]
Power State App 06h 0] Yes
[4.1.517] Get ACPI [4.1.518] | [4.1.519] | [4.1.520] | [4.1.521]
Power State App 07h @) Yes
[4.1.522] Get Device [4.1.523] | [4.1.524] | [4.1.525] | [4.1.526]
GUID App 08h @) Yes
[4.1.527] Broadcast Commands
[4.1.528] Broadcast [4.1.529] | [4.1.530] | [4.1.531] | [4.1.532]
'Get Device ID App 01h M No
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[4.1.533] BMC Device and Messag-
ing Commands

[4.1.534] Device and Messaging Commands

[4.1.539]
[4.1.536] | [4.1.537] | [4.1.538]

[4.1.535] COMMAND NETEN CMD oM SUE;SRT
[4.1.540] Set BMC [4.1.541] | [4.1.542] | [4.1.543] | [4.1.544]
Global Enables App 2Eh M Yes
[4.1.545] Get BMC [4.1.546] | [4.1.547] | [4.1.548] | [4.1.549]
Global Enables App 2Fh M Yes
[4.1.550] Clear Mes- [4.1.551] | [4.1.552] | [4.1.553] | [4.1.554]
sage Buffer Flags App 30h M Yes
[4.1.555] Get Message | [4.1.556] | [4.1.557] | [4.1.558] | [4.1.559]
Buffer Flags App 31h M Yes
[4.1.560] Enable Mes- | [4.1.561] | [4.1.562] | [4.1.563] | [4.1.564]
sage Channel Receive App 32h (0] Yes

[4.1.566] | [4.1.567] | [4.1.568] | [4.1.569]
[4.1.565] Get Message App 33h M Yes
[4.1.570] Send Mes- [4.1.571] | [4.1.572] | [4.1.573] | [4.1.574]
sage App 34h M Yes
[4.1.575] Read Event [4.1.576] | [4.1.577] | [4.1.578] | [4.1.579]
Message Buffer App 35h 0] Yes
[4.1.580] Get BT Inter- | [4.1.581] | [4.1.582] | [4.1.583] | [4.1.584]
face Capabilities App 36h M No
[4.1.585] Get System [4.1.586] | [4.1.587] | [4.1.588] | [4.1.589]
GUID App 37h O Yes
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IPMI 1.5/ 2.0 COMMAND SUPPORT LIST

[4.1.534] Device and Messaging Commands (Continued)

[4.1.539]
[4.1.536] | [4.1.537] | [4.1.538]
[4.1.535] COMMAND NETEN CMD oM SUEPEF)’SRT
[4.1.590] Get Channel
Authentication Capabil- [4.1.591] | [4.1.592] | [4.1.593] | [4.1.594]
I App 38h 0] Yes
ities
[4.1.595] Get Session [4.1.596] | [4.1.597] | [4.1.598] | [4.1.599]
Challenge App 39h 0] Yes
[4.1.600] Activate Ses- | [4.1.601] | [4.1.602] | [4.1.603] | [4.1.604]
sion Command App 3Ah O Yes
[4.1.605] Set Session
Privilege Level Com- [4.1.606] | [4.1.607] | [4.1.608] | [4.1.609]
App 3Bh @) Yes
mand
[4.1.610] Close Ses- [4.1.611] | [4.1.612] | [4.1.613] | [4.1.614]
sion App 3Ch 0] Yes
[4.1.615] Get Session [4.1.616] | [4.1.617] | [4.1.618] | [4.1.619]
Information App 3Dh O Yes
[4.1.620] Get Authenti- | [4.1.621] | [4.1.622] | [4.1.623] | [4.1.624]
cation Code Command App 3Fh 0] Yes
[4.1.625] Set Channel [4.1.626] | [4.1.627] | [4.1.628] | [4.1.629]
Access Commands App 40h 0] Yes
[4.1.630] Get Channel [4.1.631] | [4.1.632] | [4.1.633] | [4.1.634]
Access Commands App 41h @) Yes
[4.1.635] Get Channel [4.1.636] | [4.1.637] | [4.1.638] | [4.1.639]
Info Command App 42h @) Yes
[4.1.640] Set User [4.1.641] | [4.1.642] | [4.1.643] | [4.1.644]
Access Commands App 43h 0] Yes
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[4.1.534] Device and Messaging Commands (Continued)

IPMI 1.5/ 2.0 COMMAND SUPPORT LIST

[4.1.534] Device and Messaging Commands (Continued)

[4.1.539]
[4.1.536] | [4.1.537] | [4.1.538]

[4.1.535] COMMAND NETEN CMD oM SUEPEF)’SRT
[4.1.700] Get Channel [4.1.701] | [4.1.702] | [4.1.703] | [4.1.704]
Payload Version App 4Fh @) Yes
[4.1.705] Get Channel | [4.1.706] | [4.1.707] | [4.1.708] | [4.1.709]
OEM Payload Info App 50h 0] Yes
[4.1.710] Master Write- | [4.1.711] | [4.1.712] | [4.1.713] | [4.1.714]
Read I°C App 52h M Yes
[4.1.715] Get Channel [4.1.716] | [4.1.717] | [4.1.718] | [4.1.719]
Cipher Suites App 54h @) Yes
[4.1.720] Suspend/ [4.1.721] | [41.722] | [4.1.723] | [4.1.724]
Resume Payload

; App 55h @) Yes
Encryption
[4.1.725] Set Channel | [4.1.726] | [4.1.727] | [4.1.728] | [4.1.729]
Security Keys App 56h @) Yes
[4.1.730] Get System [4.1.731] | [4.1.732] | [4.1.733] | [4.1.734]
Interface Capabilities App 57h @) No

[4.1.539]
[4.1.536] | [4.1.537] | [4.1.538]

[4.1.535] COMMAND NETEN CMD oM Sug;gRT
[4.1.645] Get User [4.1.646] | [4.1.647] | [4.1.648] | [4.1.649]
Access Commands App 44h 0] Yes
[4.1.650] Set User [4.1.651] | [4.1.652] | [4.1.653] | [4.1.654]
Name Commands App 45h (0] Yes
[4.1.655] Get User [4.1.656] | [4.1.657] | [4.1.658] | [4.1.659]
Name Commands App 46h O Yes
[4.1.660] Set User [4.1.661] | [4.1.662] | [4.1.663] | [4.1.664]
Password Commands App 47h 0] Yes
[4.1.665] Active Pay- [4.1.666] | [4.1.667] | [4.1.668] | [4.1.669]
load Command App 48h (0] Yes
[4.1.670] Deactivate [4.1.671] | [4.1.672] | [4.1.673] | [4.1.674]
Payload Command App 49h (0] Yes
[4.1.675] Get Payload [4.1.676] | [4.1.677] | [4.1.678] | [4.1.679]
Activation Status App 4Ah (0] Yes
[4.1.680] Get Payload | ) 1 g1y | (41682 | [4.1.683] | [4.1.684]
Instance Info Com-

App 4Bh (0] Yes
mand
[4.1.685] Set User Pay- | [4.1.686] | [4.1.687] | [4.1.688] | [4.1.689]
load Access App 4Ch 0] Yes
[4.1.690] Get User [4.1.691] | [4.1.692] | [4.1.693] | [4.1.694]
Payload Access App 4Dh 0] Yes
[4.1.695] Get Channel [4.1.696] | [4.1.697] | [4.1.698] | [4.1.699]
Payload Support App 4Eh (0] Yes
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[4.1.735] BMC Watchdog Timer Com-

mands

[4.1.736] Watchdog Timer Commands

[4.1.741]
[4.1.738] | [4.1.739] | [4.1.740]

[4.1.737] COMMAND NETEN CMD oM SUEPESRT
[4.1.742] Reset Watch- | [4.1.743] | [4.1.744] | [4.1.745] | [4.1.746]
dog Timer App 22h M Yes
[4.1.747] Set Watch- [4.1.748] | [4.1.749] | [4.2.750] | [4.1.751]
dog Timer App 24h M Yes
[4.1.752] Get Watch- [4.1.753] | [4.1.754] | [4.1.755] | [4.1.756]
dog Timer App 25h M Yes
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[4.1.758] Chassis Commands

[4.1.757] Chassis Commands

IPMI 1.5/ 2.0 COMMAND SUPPORT LIST

[4.1.763]
[4.1.760] | [4.1.761] | [4.1.762]

[4.1.759] COMMAND NETEN CMD oM SUEPDP;)RT
[4.1.764] Get Chassis | [4.1.765] | [4.1.766] | [4.1.767] | [4.1.768]
Capabilities Chassis 00h M Yes
[4.1.769] Get Chassis [4.2.770] | [4.1.771] | [4.1.772] | [4.1.773]
Status Chassis 01h M Yes
[4.1.774] Chassis Con- | [4.1.775] | [4.1.776] | [4.1.777] | [4.1.778]
trol Chassis 02h M Yes
[4.1.779] Chassis [4.1.780] | [4.1.781] | [4.1.782] | [4.1.783]
Reset Chassis 03h @) No
[4.1.784] Chassis Iden- | [4.1.785] | [4.1.786] | [4.1.787] | [4.1.788]
tify Chassis 04h @] Yes
[4.1.789] Set Chassis [4.1.790] | [4.1.791] | [4.1.792] | [4.1.793]
Capabilities Chassis 05h 0] Yes
[4.1.794] Set Power [4.1.795] | [4.1.796] | [4.1.797] | [4.1.798]
Restore Policy Chassis 06h @) Yes
[4.1.799] Get System [4.1.800] | [4.1.801] | [4.1.802] | [4.1.803]
Reset Cause Chassis 07h @) Yes
[4.1.804] Set System [4.1.805] | [4.1.806] | [4.1.807] | [4.1.808]
Boot Options Chassis 08h @) Yes
[4.1.809] Get System [4.1.810] | [4.1.811] | [4.1.812] | [4.1.813]
Boot Options Chassis 09h @) Yes
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[4.1.758] Chassis Commands (Continued) [4.1.830] Event Commands (Continued)
[4.1.763] [4.1.834] O/M
[4.1.759] COMMAND [4N|15'T7§S] [4&'\;31] [4'(1)'/75 2l SUPPORT [4.1.835]
ED? [4.1.831] | [4.1.832] | [4.1.833] [4.1.837] -
[4.1.836] SUPPORT
COMMAND NETFN CMD EVENT EVENT £D?
[4.1.814] Set Front [4.1.815] | [4.1.816] | [4.1.817] | [4.1.818] GENERAT :
Panel Button Enable Chassis OAh 0] Yes RECEIVER OR
[4.1.819] Set Power [4.1.820] | [4.1.821] | [4.1.822] | [4.1.823] [4.1.850] P
Cycle Interval Chassis 0Bh 0 Yes latform [4.1.851] | [4.1.852] | [4.1.853] | [4.1.854] | [4.1.855]
S/E 02h M M Yes
[4.1.824] Get POH [4.1.825] | [4.1.826] | [4.1.827] | [4.1.828] Event
Counter Chassis OFh O No

[4.1.856] SEL Commands
[4.1.829] Event Commands

[4.1.857] SEL Commands

[4.1.830] Event Commands (41859 | [4.1.860] | [4.1.861] | [*1:862]
[4.1.858] COMMAND NETEN CMD oM SUPPSRT
[4.1.834] O/M ED*
[4.1.835] [4.1.864] | [4.1.865] | [4.1.866] | [4.1.867]
[4.1.831] | [4.1.832] | [4.1.833] (4.1.836] [4.1.837] | ¢liooont [4.1.863] Get SEL Info Storage 40N y Vos
COMMAND NETFN CMD EVENT EVENT ED?
RecEver | CENERAT [4.1.868] Get SEL Allo- | [4.1.869] | [4.1.870] | [4.1.871] | [4.1.872]
OR cation Info Storage 41h @) Yes
Ejévsesnﬁls [4.1.839] | [4.1.840] | [4.1.841] | [4.1.842] | [4.1.843] [4.1.873] Reserve SEL [g'ti'rsang [4'315;5] [4'1§76] [4'#'5377]
R eoemer SIE 00h M M Yes 9
[4.1.878] Get SEL [4.1.879] | [4.1.880] | [4.1.881] | [4.1.882]
g;'gsgllt [4.1.845] | [4.1.846] | [4.1.847] | [4.1.848] | [4.1.849] Entry Storage | 43h M Yes
Receiver S/E 01h M M Yes [4.1.883] Add SEL [4.1.884] | [4.1.885] | [4.1.886] | [4.1.887]
Entry Storage 44h M Yes
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[4.1.857] SEL Commands (Continued)

[4.1.862]
[4.1.859] | [4.1.860] | [4.1.861]

[4.1.858] COMMAND NETEN CMD oM Sug;gRT
[4.1.888] Partial Add [4.1.889] | [4.1.890] | [4.1.891] | [4.1.892]
SEL Entry Storage 45h M No*
[4.1.893] Delete SEL [4.1.894] | [4.1.895] | [4.1.896] | [4.1.897]
Entry Storage 46h 0] Yes

[4.1.899] | [4.1.900] | [4.1.901] | [4.1.902]
[4.1.898] Clear SEL Storage 47h M Yes
[4.1.903] Get SEL [4.1.904] | [4.1.905] | [4.1.906] | [4.1.907]
Time Storage 48h M Yes
, [4.1.909] | [4.1.910] | [4.1.911] | [4.1.912]
[4.1.908] Set SEL Time Storage 49h M Yes
[4.1.913] Get Auxiliary [4.1.914] | [4.1.915] | [4.1.916] | [4.1.917]
Log Status Storage 5Ah 0] No
[4.1.918] Set Auxiliary [4.1.919] | [4.1.920] | [4.1.921] | [4.1.922]
Log Status Storage 5Bh 0] No

[4.1.923] * “Partial Add SEL” is not supported when “Add SEL” is active.
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[4.1.924] SDR Repository Commands

[4.1.925] SDR Repository Commands

[4.1.930]
[4.1.927] | [4.1.928] | [4.1.929]

[4.1.926] COMMAND NETEN CMD O/M SUEP;’;)RT
[4.1.931] Get SDR [4.1.932] | [4.1.933] | [4.1.934] | [4.1.935]
Repository Info Storage 20h M Yes
[4.1.936] Get SDR

: . [4.1.937] | [4.1.938] | [4.1.939] | [4.1.940]
:iigosnory Allocation Storage 21h o No
[4.1.941] Reserve SDR | [4.1.942] | [4.1.943] | [4.1.944] | [4.1.945]
Repository Storage 22h M Yes

[4.1.947] | [4.1.948] | [4.1.949] | [4.1.950]
[4.1.946] Get SDR Storage 3h M Ves

[4.1.952] | [4.1.953] | [4.1.954] | [4.1.955]
[4.1.951] Add SDR Storage 24h M NG
[4.1.956] Partial ADD [4.1.957] | [4.1.958] | [4.1.959] | [4.1.960]
SDR Storage 25h M Yes

[4.1.962] | [4.1.963] | [4.1.964] | [4.1.965]
[4.1.961] Delete SDR Storage 26h 0 No
[4.1.966] Clear SDR [4.1.967] | [4.1.968] | [4.1.969] | [4.1.970]
Repository Storage 27h M Yes
[4.1.971] Get SDR [4.1.972] | [4.1.973] | [4.1.974] | [4.1.975]
Repository Time Storage 28h @) Yes
[4.1.976] Set SDR [4.1.977] | [4.1.978] | [4.1.979] | [4.1.980]
Repository Time Storage 29h @) Yes
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[4.1.925] SDR Repository Commands (Continued) [4_ 1. 1018] Sensor Device Commands

[4.1.930]
[4.1.927] | [4.1.928] | [4.1.929] _
[4.1.926] COMMAND NETEN CMD oM SUE;SRT [4.1.1019] Sensor Device Commands
[4.1.981] Enter SDR [411021] | 411022 | [a11023 | (411024
e [4.1.982] | [4.1.983] | [4.1.984] | [4.1.985] [4.1.1020] COMMAND o . - SUPPORT
Repository Update NETFN CMD O/M
Storage 2Ah 0] No ED?
Mode
4.1.986] Exit SDR [4.1.1025] Get Device | [4.1.1026] | [4.1.1027] | [4.1.1028] | [4.1.1029]
[ . ] [4.1.987] | [4.1.988] | [4.1.989] | [4.1.990] SDR Info S/E 20h 0] No
Repository Update
Mod Storage 2Bh 0] No
ode [4.1.1030] Get Device | [4.1.1031] | [4.1.1032] | [4.1.1033] | [4.1.1034]
[4.1.991] Run Initializa- | [4.1.992] | [4.1.993] | [4.1.994] | [4.1.995] SDR S/E 21h O No
tion Agent Storage 2Ch O Yes [4.1.1035] Reserve [411036] | [4.11037] | [4.1.1038] | [4.1.1039]
Device SDR Repository S/E 22h @) No
[4.1.996] FRU Inventory Device [4.1.1040] Get Sensor | [41.1041] | [4110427] | [4.1.1043] | [4.1.1044]
Reading Factors S/E 23h O Yes
Commands °
[4.1.1045] Set Sensor | [4.1.1046] | [4.1.1047] | [4.1.1048] | [4.1.1049]
Hysteresis S/E 24h 0] Yes
[4.1.997] FRU Inventory Device Command s
[4.1.1050] Get Sensor | [4.1.1051] | [4.1.1052] | [4.1.1053] | [4.1.1054]
Hysteresis S/E 25h @) Yes
[4.1.998] COMMAND [4.1.999] | [4.1.1000] | [4.1.1001] [gjplpogﬂ
1. NETEN CMD oM o [4.1.1055] Set Sensor | [4.1.1056] | [4.1.1057] | [4.1.1058] | [4.1.1059]
ED: Threshold S/E 26h o) Yes
[4.1.1003] Get FRU [4.1.1004] | [4.11005] | [4.1.1006] | [4.1.1007] [4.1.1060] Get Sensor | [4.1.1061] | [4.1.1062] | [4.1.1063] | [4.1.1064]
Inventory Area Info Storage 10h M Yes Threshold S/IE 27h (0] Yes
[4.1.1008] Read FRU [41.1009] | [4.1.1010] | [4.1.1011] | [4.1.1012] [4.1.1065] Set Sensor | [4.1.1066] | [4.1.1067] | [4.1.1068] | [4.1.1069]
Inventory Data Storage 11h M Yes Event Enable S/IE 28h (0] Yes
[4.1.1013] Write FRU [4.1.1014] | [4.1.1015] [4.1.1016] | [4.1.1017] [4.1.1070] Get Sensor [41.1071] | [4.1.1072] | [4.1.1073] | [4.1.1074]
Inventory Data Storage 12h M Yes Event Enable S/E 29h O Yes
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[4.1.1019] Sensor Device Commands (Continued)

[4.1.1024]
[41.1021] | [4.1.1022] | [4.1.1023]

[4.1.1020] COMMAND NETEN CMD OM SUEP;’())RT
[4.1.1075] Re-arm [4.1.1076] | [4.1.1077] | [4.1.1078] | [4.1.1079]
Sensor Events S/E 2Ah @) Yes
[4.1.1080] Get Sensor | [4.1.1081] | [4.1.1082] | [4.1.1083] | [4.1.1084]
Event Status S/E 2Bh 0] Yes
[4.1.1085] Get Sensor | [4.1.1086] | [4.1.1087] | [4.1.1088] | [4.1.1089]
Reading S/E 2Dh M Yes
[4.1.1090] Set Sensor | [4.1.1091] | [4.1.1092] | [4.1.1093] | [4.1.1094]
Type S/E 2Eh 0] No
[4.1.1095] Get Sensor [4.1.1096] [4.1.1097] [4.1.1098] [4.1.1099]
Type S/E 2Fh @] No
E‘éﬁﬁoo;,%egj:f‘” [41.1101] | [4.1.1102] | [4.1.1103] | [4.1.1104]

9 SIE 30h M Yes

Status
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[4.1.1105] LAN Command

[4.1.1106] LAN Commands

IPMI 1.5/ 2.0 COMMAND SUPPORT LIST

[4.1.1117]
[4.1.1108] | [4.1.1109] | [4.1.1110Q]
[4.1.1107] COMMAND NETEN CMD O/M SUEPDP;)RT
4,1.1112] Set LAN
[Conﬁgur;tion Parame. | 411113] | [411114] | [411115] | [4.1.1116]
ters* Transport 01h M Yes
4.1.1117] Get LAN
[Configur;tion Parame- [4.1.1118] | [4.1.1119] | [4.1.1120] | [4.1.1121]
ters* Transport 02h M Yes
4.1.11 uspen 4111 4.1.1124 4.1.1125 4111
221 S d 23 2 2 26
BMC ARP Transport 03h 0] No
[4.1.1127] Get IP/UDP/ | [4.1.1128] | [4.1.1129] | [4.1.1130] | [4.1.1131]
RMCP Statistics Transport 04h @) No

[4.1.1132] *Parameters 9 and 25 are not supported.
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[4.1.1133] SOL Command

[4.1.1134] SOL Command

[4.1.1139]
[41.1136] | [4.1.1137] | [4.1.1138]

[4.1.1135] COMMAND NETEN CMD oM SUEP;’?RT
[4.1.1140] SOL Activat- | [4.1.1141] | [4.1.1142] | [4.1.1143] | [4.1.1144]
ing Transport 20h O No
4.1.1145] Set SOL
[Configura]tion Parame- [41.1146] | [4.1.1247] | [4.0.1148] | [4.1.1149]
ters Transport 21h 0] Yes
4.1.1150] Get SOL
[Configura]tion Parame- [41.1151] | [41.1152] | [4.1.1153] | [4.1.1154]

Transport 22h 0] Yes

ters

[4.1.1155] PEF/PET Alerting Com-

mands

[4.1.1156] PEF/PET Alerting Commands

[4.1.1161]
[4.1.1158] | [4.1.1159] | [4.1.116Q]

[4.1.1157] COMMAND NETEN CMD oM SUEP;’?RT
[4.1.1162] Get PEF [4.1.1163] | [4.1.1164] | [4.1.1165] | [4.1.1166]
Capabilities S/E 10h M Yes
[4.1.1167] Arm PEF [41.1168] | [41.1169] | [4.1.1170] | [4.1.1171]
Postpone Timer S/E 11h M Yes
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[4.1.1156] PEF/PET Alerting Commands

[4.1.1161]
[41.1158] | [4.1.1159] | [4.1.1160]
[4.1.1157] COMMAND NETEN CMD O/M SUEPESRT
[éc')iﬁlljgtiiﬁtpfgme_ [411173] | [41.1174] | [41.1175] | [4.1.1176]
9 SIE 12h M Yes
ters
[é(')ﬁﬁ”ggﬁfftpﬁa':me_ [411178] | [41.1179] | [4.1.1180] | [4.1.1181]
9 SIE 13h M Yes
ters
[4.1.1182] Set Last [4.1.1183] | [4.1.1184] | [4.1.1185] | [4.1.1186]
Processed Event ID S/E 14h M Yes
[4.1.1187] Get Last [4.1.1188] | [4.1.1189] | [4.1.1190] | [4.1.1191]
Processed Event ID S/E 15h M Yes
[4.1.1192] Alert Imme- | [4.1.1193] | [4.1.1194] | [4.1.1195] | [4.1.1196]
diate S/E 16h 0] Yes
[4.1.1197] PET [4.1.1198] | [4.1.1199] | [4.1.1200] | [4.1.1201]
Acknowledge S/E 17h O Yes
[4.1.1202] OEM Command
[4.1.1203] OEM Command
[4.1.1206] ey
e} [4.1.1205] COMMAND | NETFN/ 2 5 0 4
No. CMD C U O A
LUN
| [4.1.1213] Set [411214] | peg 5|5 |® B
1 POST Start 0x30/00 | 0x73 X
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[4.1.1203] OEM Command

[4.1.1206]

H} [4.1.1205] COMMAND | NETFN/ o 88 B8
No. CMD C U o A
LUN
A | [4.1.1221] Set [4.1.1222] p3 2B B 4
2 POST End 0x30/00 0x74 X
s | [4.1.1229] SetDIMM | [4.1.1230] pua] 2 BB B
3 Information 0x30/00 0x1C X
Ry | [4.1.1237] Get [4.1.1238] 210222 » 2 2 B
4 DIMM Information 0x30/00 0x1D X X X
pRR | [4.1.1245] Set Pro- [4.1.1246] p B B B B
5 cessor Information 0x30/00 Ox1A X
prs | [4.1.1253] Get Pro- [4.1.1254] pg » H B B
6 cessor Information 0x30/00 0x1B X X X
pm) | [4.1.1261] Get MB [4.1.1262] prey n B B ¥
7 Position 0x30/00 0x7D X
pr | [4.1.1269] Set BIOS | [4.1.1270] e » B B B
8 Version 0x30/00 0x72 X
g | [4.1.1277] GetBIOS | [4.1.1278] e » B B B
9 Version 0x30/00 X X X
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[4.2.1284] BMC Recovery

4.2.1296.3.Run linux.sh.
[4.2.1285] This section provides guidelines on BMC recovery

process in DOS, Linux, and Windows systems. [4.2.1297] The BMC recovery is complete.

[4.2.1286] Recovery Process in [4.2.1298] Recovery Process in

DOS System Windows System

[4.2.1287] To recover BMC on a DOS system, do as follows: |[4-2-1299] To recover BMC on a Windows system, do as fol-
ows:

4.2.1288.1.Boot into DOS.
4.2.1289.2.Navigate to the Upgrade Utility folder.
4.2.1290.3.Run dos.bat.

4.2.1300.1.Boot into Windows.
4.2.1301.2.Navigate to the Upgrade Utility folder.

4.2.1302.3.Run win.bat.

[4.2.1291] The BMC recovery is complete.
[4.2.1303] The BMC recovery is complete.

[4.2.1292] Recovery Process in
Linux System

[4.2.1293] To recover BMC on a Linux system, do as follows:

4.2.1294.1.Boot into Linux.
4.2.1295.2.Navigate to the Upgrade Utility folder.
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WEB GRAPHICAL USER INTERFACE FOR ESMS

[4.3.1305] Web Graphical User Interface for ESMS

[4.3.1306] Using the Web GUI

[4.3.1307] The BMC firmware features an embedded web
server enabling users to connect to the BMC using a Web
browser (e.g. Microsoft Internet Explorer). The Web GUI shows
system information, system events, system status of managed
servers, and other system-related information.

[4.3.1308] The Web-based GUI is supported on the following
browsers:

e Internet Explorer 7 and above

e Firefox 2.0 and above

e Google Chrome 2.0 and above

e Safari 3.0 and above

e Opera 9.64 and above
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[4.3.1309] Login

[4.3.1310] Enter the IP address or URL (default DHCP\static IP
address) into the address bar of the web browser.

[4.3.1311] When connecting to the BMC the Login screen
prompts for the username and password. This authentication
with SSL protection prevents unauthorized intruders from gain-
ing access to the BMC web server.

[4.3.1312] When a user is authenticated they can manage the
server according to the privilege of their role.

[4.3.1313] The OEM Proprietary, Administrator and Operator
privilege levels are authorized to login to the web interface. The
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User and No Access privilege levels do not allow access
through the BMC web GUI.

[4.3.1314] Login Web Page

[4.3.1315] Default Username and Password

[4.3.1316] FIELD [4.3.1317] DEFAULT

[4.3.1318] Username | [4.3.1319] admin

[4.3.1320] Password | [4.3.1321] admin

[4.3.1322] After passing authentication, the following web page
appears.

, Note:

R ‘ [4.3.1323] The default username and password are in lower-
s case characters. It is advised to change the admin password
once you have logged in.
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[4.3.1324] Click the Help button on the right corner of the page
for assistance, the Refresh button to refresh the page, or the
Logout button to exit.

€ Refresh % Print

* admin{Administrator)

* Logout

Maintenance HELP

[4.3.1325] Main Web Page

[4.3.1326] Main Web Page

[4.3.1327] MENU ITEM [4.3.1328] DESCRIPTION

[4.3.1329] System

Information [4.3.1330] Shows system information.

[4.3.1331] Server

Health [4.3.1332] Monitoring status of the server.

[4.3.1333] Configurati

on [4.3.1334] Configuration of the IPMI settings.

[4.3.1335] Remote
Control

[4.3.1336] Launch KVM console and perform
power control.

[4.3.1337] Maintenan
ce

[4.3.1338] Allows the user to do firmware
update.
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[4.3.1326] Main Web Page (Continued)

[4.3.1327] MENU ITEM

[4.3.1328] DESCRIPTION

[4.3.1339] Language

[4.3.1340] Sets interface language.

Note:
[4.3.1341] Currently only supports English.

[4.3.1342] Dashboard

[4.3.1343] The Dashboard page displays the overall informa-
tion on status of the device.
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[4.3.1344] To open the Dashboard page, click Dashboard from
the main menu. A sample screenshot of the Dashboard page is
as follows:
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[4.3.1345] Dashboard

[4.3.1346] A brief description of the Dashboard page is given in
the next section.

[4.3.1347] Device Information

[4.3.1348] The Device Information displays the following infor-
mation:
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[4.3.1349] Device Information Page

DASHBOARD

[4.3.1362] Network Information

[4.3.1350] ITEM

[4.3.1351] DESCRIPTION

[4.3.1363] ITEM

[4.3.1364] DESCRIPTION

[4.3.1352] Firmware
Revision

[4.3.1353] The revision number of the firmware.

[4.3.1365] MAC
Address

[4.3.1366] Read only field showing the IP
address of the device.

[4.3.1354] Firmware
Build Time

[4.3.1355] Firmware date and time.

[4.3.1367] V4 Net-
work Mode

[4.3.1368] The v4 network mode options are the
following disable, static, or DHCP.

[4.3.1356] BMC Chip-
set

[4.3.1369] IPv4

[4.3.1357] This field shows BMC chipset type. Address

[4.3.1370] The IPv4 address of the device
(could be static or DHCP).

[4.3.1371] V6 Net-
work Mode

[4.3.1372] The v6 network mode options are dis-
able, static, or DHCP.

’ Note:
R ‘ [4.3.1358] BMC Chipset type support list is as follows:

[4.3.1373] IPv6
Address:

e AST2300: supports virtual KVM function and related setting

[4.3.1374] The IPv6 address of the device.

item.

e AST2300 without RKVM: does not support virtual KVM func-
tion and related setting item.

Note:

[4.3.1359] If BMC Chipset type is AST2300 without RKVM, the
Console Redirection, Mouse Mode, Remote Session, and Vir-
tual Media menu items are not visible.

[4.3.1360] Network Information

[4.3.1361] The Network Information of the device with the fol-
lowing fields is shown in the following table. To edit the network
Information, click Edit.
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[4.3.1375] Sensor Monitoring

[4.3.1376] Lists all the available sensors on the device.

[4.3.1377] The status column displays the state of the device

as follows:

Table 4-1:

[4.3.1378] STATU
S (ICON)

[4.3.1379] DESCRIPTION

[4.3.1380] W@ | [4.3.1381] Normal state

[4.3.1382] [ [4.3.1383] Warning state

[4.3.1384] . [4.3.1385] Critical state

[4.3.1386] If you click on ,I:' , the sensor page for that particu-

lar sensor will be displayed.
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[4.3.1387] Event Logs

[4.3.1388] A graphical representation of all events incurred by
various sensors as well as occupied/available space in logs.
Clicking on the color-coded rectangle in the Legend for the
chart, allows to view a list of specific events only.
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[4.3.1389] Server Information

[4.3.1390] The Server Information Group consists of the follow-
ing three items:

e FRU Information

e Server Component

e Server ldentify

[4.3.1391] The following screenshot displays the Server Infor-
mation menu items:

Quanta

-----

s mm— s | ———

[4.3.1392] Server Information — Menu
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[4.3.1393] FRU Information

[4.3.1394] The FRU Information Page displays the BMC FRU

file information. The information displayed in this page is Basic
Information, Common Header Information, Chassis Information,
Board Information and Product Information of the FRU device.

[4.3.1395] To open the FRU Information Page, click on FRU
Information on top menu. Select a FRU Device ID from the
Basic Information section to view the details of the selected
device. A screenshot of FRU Information page is shown as fol-
lows:

Pk Repilacealiin Lint|FIRg
PR———
—
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[4.3.1396] FRU Information Page



BMC FRU INFORMATION

[4.3.1397] A brief description of the fields is given in the follow- e Board Manufacturer

Ing sections. e Board Product Name

[4.3.1398] Basic Information * Board Serial Number
e Board Part Number
e FRU File ID

[4.3.1399] Basic Information

e Board Extra
[4.3.1400] ITEM [4.3.1401] DESCRIPTION

[4.3.1402] FRU [4.3.1408] Product Information

[4.3.1403] The ID of the device.

device ID
[4.3.1404] FRU [4.3.1405] The device name of the selected e Product Information Area Format Version
Device Name FRU device.
e Language
[4.3.1406] Chassis Information e Manufacturer Name

e Product Name

e Chassis Information Area Format Version e Product Part Number

e Chassis Type e Product Version

e Chassis Part Number e Product Serial Number

e Chassis Serial Number e Asset Tag

e Chassis Extra
[4.3.1407] Board Information

e Board Information Area Format Version
e Language

¢ Manufacture Date Time
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[4_3_1409] Server Component [4.3.1412] Component Information Page (Continued)

[4.3.1413] ITEM [4.3.1414] DESCRIPTION

[4.3.1410] The Component Information page displays the CPU

and memory information [4.3.1418] Displays the following information:

e Memory ID,
Quanta e Status,
; i) Information e Module Size,
+ e Model,

e Frequency, and

e Memory type*.

[4.3.1411] Component Information Page

[4.3.1412] Component Information Page ’ Note:
[4.3.1419] *DDR3 ECC or non-ECCUDIMM, RDIMM, and
[4.3.1413] ITEM [4.3.1414] DESCRIPTION ¥ | RDIMM memory types support both normal voltage (1.5V) and

low voltage (1.35V).

[4.3.1416] Displays the following infor-

mation:

e CPUID,
[4.3.1415] CPU Infor- | e Status,
mation

e Socket,

e Manufacturer,
e Model,
e Frequency
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[4.3.1420] Server identify

[4.3.1421] The Server |dentify page displays the indicator LED
status. You can select a Server Identify Operation to control the
indicator LED.

Quanta

Dashboard | Server Information | Server Health Configuration Remote Control Maintenance

Server ldentify

View server identify current status and perform a server identify operation.

Identify Status is currently off
Server ldentify Operation

@ oy
O orF

! Bilink

Server ldentify Timeout |1 | Seconds)

| Perform Action |

[4.3.1422] Server Identify Page

[4.3.1423] Server Identify Page

[4.3.1424] ITEM [4.3.1425] DESCRIPTION

[4.3.1426] Current [4.3.1427] The server status: On or Off.

Server ldentify Status
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[4.3.1423] Server Identify Page (Continued)

[4.3.1424] ITEM [4.3.1425] DESCRIPTION

[4.3.1429] Server identify LED operation with
the following options:

e ON
e OFF
e Blink

[4.3.1428] Server
Identify Operation

[4.3.1431] Server timeout value when a Blink
Identify Operation is selected. For Blink Opera-
tion the time period must be from 1 to 255 sec-
onds. When 255 seconds is selected, the
blinking is continuous.

[4.3.1430] Server
Identify Timeout

[4.3.1432] Perform
Action

[4.3.1433] Executes the selected Server Identify
Operation.
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[4.3.1434] Server Health Group

[4.3.1435] The Server Health Group consists of the following
three items:

e Sensor Readings

e EventLog

e System and Audio Log

[4.3.1436] The Server Health screenshot allows to select Sen-
sor Readings or Event Log as shown in the following image:

Sensor Readings

Al wersor ieined nisimanos wil e Sspirsed here, Doubie cick om & reoced D iogghe {ON /0FF] e ey waiget for thal periouial penser,

[4.3.1437] Server Health — Menu
[4.3.1438] Sensor Readings

[4.3.1439] The Sensor Readings page displays all the sensor
related information.

[4.3.1440] To open the Sensor readings page, click Server
Health > Sensor Readings from the top menu. Click on a
record to display more information on a particular sensor,
including thresholds and a graphical representation of all asso-
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ciated events. A screenshot of Sensor Readings page is shown
in the following image:

e Reanngs

[4.3.1441] Sensor Readings Page

[4.3.1442] A brief description of the Sensor Readings page
fields is given in the following sections.

[4.3.1443] Sensor Type

[4.3.1444] You can select a specific type of sensor from a drop-
down menu. The list of sensors include the Sensor Name, Sta-
tus, and Current Reading. The All Sensors option allows to view
all the available sensor details, and select a specific type of
Sensor.
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[4.3.1445] When a specific type of sensor is selected, on the
right hand side of the screen will be displayed the Thresholds
for the sensor.

[4.3.1446] The total of six thresholds are available as follows:

e Lower Non-Recoverable (LNR)
e Lower Critical (LC)

e Lower Non-Critical (LNC)

e Upper Non-Recoverable (UNR)
e Upper Critical (UC)

e Upper Non-Critical (UNC)

[4.3.1447] The threshold states can be Lower Non-critical -
going low, Lower Non-critical - going high, Lower Critical - going
low, Lower Critical - going high, Lower Non-recoverable - going
low, Lower Non-recoverable - going high, Upper Non-critical -
going low, Upper Non-critical - going high, Upper Critical - going
low, Upper Critical - going high, Upper Non-recoverable - going
low, Upper Non-recoverable - going high.

[4.3.1448] Live Widget

[4.3.1449] The widget window can be turned On and Off for a
selected sensor. Widget provides a dynamic representation of
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the readings for the sensor. The following image shows and
example widget:

MEBE1 Temp I

Live Reading: 35°C

35 —
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4 3 2 | o
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[4.3.1450] Widget Window

, Note:

R ‘ [4.3.1451] Widgets provide real time information on a particular

Ssms¥ sensor. User can track a sensor's behavior over a specific
amount of time at specific intervals. The result will be displayed
as a line graph on the widget. The data on widgets are updating
in real time until the widget is closed.

[4.3.1452] View this Event Log

[4.3.1453] View the Event Log page for the selected sensor.
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[4.3.1454] Event Log

[4.3.1455] This page displays the list of event logs occurred by
the different sensors on this device. Double click on a record to
see the details of that entry. You can use the sensor type or
sensor name filter options to view those specific events or you
can also sort the list of entries by clicking on any of the column
headers.

[4.3.1456] To open the Event Log page, click Server Health >

Event Log from the top menu. A sample screenshot of Event
Log page is shown below.
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[4.3.1457] Event Log Page

[4.3.1458] A brief description of the Even Log page fields is
given in the following sections.

FRU INFORMATION

[4.3.1459] Event Log Category

[4.3.1460] The category could be either a sensor-specific
event, BIOS generated event or system management software
event.

[4.3.1461] Event Log Category

[4.3.1462] ITEM [4.3.1463] DESCRIPTION

[4.3.1465] The type of filter listed.

Note:

[4.3.1464] Filter Type | [4.3.1466] Once the Event Log category and Fil-
ter type are selected, the list of events will be
displayed with the Event ID, Time Stamp, Sen-
sor Type, Sensor Name and Description.

[4.3.1467] BMC [4.3.1468] BMC UTC offset timestamp value of
Timezone the events.

[4.3.1469] Client [4.3.1470] Events of client UTC offset time-
Timezone stamp.

[4.3.1471] Clear All [4.3.1472] Deletes all the existing records for all
Event Logs the sensors.

[4.3.1473] Procedure:

4.3.1474.1.From the Event Log Category drop down menu
select the event categories.

4.3.1475.2.From the Filter Type drop down list select the
sensor name filter to view the event for the selected filter.
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4.3.1476.3.Select either BMC Timezone or Client Time-
zone.

4.3.1477.4.To clear all events from the list, click Clear All
Event Logs button.

[4.3.1478] Configuration Group

[4.3.1479] Configuration Group page allows access to various
configuration settings. A screenshot of the Configuration Group
menu is shown in the following figure:

L L

ox v b b e b b,

g e o e e R L

[4.3.1480] Configuration Group Menu

[4.3.1481] A detailed description of the Configuration menu is
given in the following sections.
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[4.3.1482] Active Directory

[4.3.1483] An Active Directory (AD) is a directory structure
used in Microsoft Windows based computers and servers, to
store information and data on networks and domains. AD pro-
vides a variety of functions including the ability to provide infor-
mation on objects, organizes these objects for easy retrieval
and access, allows the access of end users and administrators,
and allows the administrator to set up security for the directory.

[4.3.1484] This Active Directory Settings page as shown on the
following figure, allows to Configure Active Directory Server
Settings.

[4.3.1485] To open Active Directory Settings page, click Con-
figuration > Active Directory from the main menu. A sample
screenshot of Active Directory Settings Page is shown in the
following screenshot:

Acinie Directony Seitings
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[4.3.1486] Active Directory Settings Page
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[4.3.1487] Active Directory Settings Page

CONFIGURATION GROUP

[4.3.1487] Active Directory Settings Page (Continued)

[4.3.1488] ITEM

[4.3.1489] DESCRIPTION

[4.3.1488] ITEM

[4.3.1489] DESCRIPTION

[4.3.1490] Advanced
Settings

[4.3.1491] Active Directory advanced settings
configuration options are as follows:

e Enable Active Directory Authentication,
e User Domain name,
e Time Out, and

e Up to three Domain Controller Server
Addresses.

[4.3.1496] Group
Domain

[4.3.1497] The domain where the role group is
located.

Note:

e Domain Name is a string of 255 alpha-
numeric characters.

e Special symbols hyphen, underscore and dot
are allowed.

[4.3.1492] Role
Group ID

[4.3.1493] The name that identifies the role
group in the Active Directory.

e Role Group Name is a string of 255 alpha-
numeric characters.

e Special symbols hyphen and underscore are
allowed.

[4.3.1498] Group
Privilege

[4.3.1499] The level of privilege to assign to this
role group.

[4.3.1500] Add Role
Group

[4.3.1501] To add a new role group to the
device.

[4.3.1494] Group
Name

[4.3.1495] This name identifies the role group in
Active Directory.

Note:

e Role Group Name is a string of 255 alpha-
numeric characters.

e Special symbols hyphen and underscore are
allowed.

[4.3.1502] Modify role
Group

[4.3.1503] To modify that role group. Alterna-
tively, double click on the configured slot.

[4.3.1504] Delete
Role Group

[4.3.1505] To delete an existing Role Group.

[4.3.1506] Procedure:

[4.3.1507] Entering the details in Advanced Active Directory

Settings Page

4.3.1508.1.Click on Advanced Settings to open the
Advanced Active Directory Settings Page.

[4.3.1509] Advanced Active Directory Settings Page
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4.3.1510.2.In the Active Directory Settings Page, enter the
following details.

4.3.1511.3.Active Directory Authentication: To enable/dis-
able Active Directory, check or uncheck the Enable
checkbox respectively.

4.3.1513.4.Specify the Domain Name for the user in the
User Domain Name field. e.g. MyDomain.com

Note:

[4.3.1512] If you have enabled Active Directory Authentication,
enter the required information to access the Active Directory
server.
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4.3.1514.5.Specify the time (in seconds) to wait for Active
Directory queries to complete in the Time Out field.

4.3.1515.6.Configure IP addresses in Domain Controller
Server Addressl1, Domain Controller Server Address2
& Domain Controller Server Address3.

Note:

e Default Time out value: 120 seconds.

e Range from 15 to 300 allowed.

Note:

, [4.3.1516] IP address of Active Directory server: At least one
¥/ Domain Controller Server Address must be configured.

e |P Address made of 4 numbers separated by dots as in
XXX XXX XXX XXX,

e FEach number ranges from 0 to 255.

e First number must not be 0.

Note:

[4.3.1517] Domain Controller Server Addresses will supports
IPv4 Address format and IPv6 Address format.

4.3.1518.7.Click Save to save the entered settings and
return to Active Directory Settings Page.

4.3.1519.8.Click Cancel to cancel the entry and return to
Active Directory Settings Page.
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[4.3.1520] To add a Role Group 4.3.1525.12.In the Role Group Privilege field, enter the

level of privilege to assign to this role group.
4.3.1521.9.In the Active Directory Settings Page, select a

blank row and click Add Role Group to open the Add 4.3.1526.13.Click Add .to save the new role group and return
. to the Role Group List.
Role group Page as shown in the screenshot below.
4.3.1527.14.Click Cancel to cancel the settings and return to
Add Roke Group 5 the Role Group List.
e, .Mmm - [4.3.1528] To modify a Role Group
- 4.3.1529.15.1n the Advanced Directory Settings Page, select
[4.3.1522] Add Role group Page the row that you wish to modify and click Modify Role
Group.
4.3.1523.10.In the Role Group Name field, enter the name .
that identifies the role group in the Active Directory. 4.3.1530.16.Make the necessary changes and click Save.
[4.3.1531] To delete a Role Group
w4 Note:
(B8 ¢ Role Group Name is a string of 255 alpha-numeric charac- 4.3.1532.17.In the Advanced Directory Settings Page, select
ters. the row that you wish to delete and click Delete Role
e Special symbols hyphen and underscore are allowed. Group.

4.3.1524.11.In the Role Group Domain field, enter the [4'3' 1533] DNS

domain where the role group is located.

[4.3.1534] The Domain Name System (DNS) is a distributed
N ) hierarchical naming system for computers, services, or any
7 ote: resource connected to the Internet or a private network. It asso-
— ciates the information with domain names assigned to each of
e Special symbols hyphen, underscore and dot are allowed. the participants. Most importantly, it translates domain names
meaningful to humans into the numerical (binary) identifiers
associated with networking equipment for the purpose of locat-

e Domain Name is a string of 255 alpha-numeric characters.
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ing and addressing these devices worldwide. The DNS Server
settings page is used to manage the DNS settings of a device.

[4.3.1535] To open DNS Server Settings page, click Configu-
ration > DNS from the main menu. A sample screenshot of
DNS Server Settings Page is shown in the screenshot below.
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[4.3.1536] DNS Server Settings Page

[4.3.1537] The fields of DNS Server Settings page are
explained below.

[4.3.1538] DNS Server Settings Page

[4.3.1539] ITEM [4.3.1540] DESCRIPTION

[4.3.1541] Host configuration

4-38

CONFIGURATION GROUP

[4.3.1538] DNS Server Settings Page (Continued)

[4.3.1539] ITEM

[4.3.1540] DESCRIPTION

[4.3.1542] Host Set-
tings

[4.3.1543] Choose either Automatic or Manual
settings.

[4.3.1544] Host
Name

[4.3.1545] It displays hostname of the device. If
the Host setting is chosen as Manual, then spec-
ify the hostname of the device.

[4.3.1546] Domain Name Configuration

[4.3.1547] Domain
Settings

[4.3.1548] It lists the option for domain interface
as Manual, v4 or v6 for multiLAN channels.

Note:

[4.3.1549] If you choose DHCP, then select v4
or v6 for DHCP servers.

[4.3.1550] Domain
Name

[4.3.1551] It displays the domain name of the
device. If the Domain setting is chosen as Man-
ual, then specify the domain name of the device.
If you chose Automatic, the Domain Name can-
not be configured as it will be done automati-
cally. The field will be disabled.

[4.3.1552] IPv4 Domain

Name Server Configuration

[4.3.1553] DNS
Server Settings:

[4.3.1554] It lists the option for v4 DNS settings
for the device, Manual and available LAN inter-
faces.

[4.3.1555] Preferred
DNS Server

[4.3.1556] The DNS (Domain Name System)
server v4 address to be configured to the device.

e |P Address made of 4 numbers separated by
dots as in "XXX.XXX.XXX.XXX".

e Each number ranges from 0 to 255.

e First number must not be 0.
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[4.3.1538] DNS Server Settings Page (Continued)

[4.3.1539] ITEM

[4.3.1540] DESCRIPTION

[4.3.1557] Alternate
DNS Server

[4.3.1558]

[4.3.1559] IPv6 Domain

Name Server Configuration

[4.3.1560] DNS
Server Settings

[4.3.1561] It lists the option for v6é DNS settings
for the device, Manual and available LAN inter-
faces. If you choose Manual setting, you have to
configure the DNS Server IP addresses. If you
have chosen DHCP, then you have to select the
interface from which the IP address is to be
received. Example of IPv6 address -
2001:db8:0:101

[4.3.1562] Preferred
DNS Server, Alter-
nate DNS Server

[4.3.1563] Specify the DNS (Domain Name Sys-
tem) server v6 address to be configured to the
device.

[4.3.1564] Save

[4.3.1565] To save the entered changes.

[4.3.1566] Reset

[4.3.1567] To reset the entered changes.

[4.3.1568] Procedure:

4.3.1569.1.Choose the Host Configuration as either Auto-
matic or Manual.

Note:

, ‘ [4.3.1570] Under Automatic, a Host Name is not necessary but
under Manual,

a Host Name is not.

CONFIGURATION GROUP

4.3.1571.2.Enter the Host Name in the given field if you
have chosen Manual Configuration.

4.3.1572.3.Under Register BMC,

e Check the option Register BMC to register with this
DNS settings.

e Choose the option Direct Dynamic DNS to register with
direct dynamic DNS or choose DHCP Client FQDN to
register through DHCP server.

4.3.1573.4.In the Domain name Configuration Settings,
e Select the domain settings from the dropdown list.
e Enter the Domain Name in the given field
4.3.1574.5.In IPv4 Domain Name Server Configuration,

e Select the DNS Server Settings, from the dropdown
list.

e Inthe Preferred DNS Server field, enter the preferred
IP address.

e In the Alternate DNS Server field, enter the alternate
address.

4.3.1575.6.In IPv6 Domain Name Server Configuration,

e Select the DNS Server Settings, from the dropdown
list.

e Inthe Preferred DNS Server field, enter the preferred
IP address.

e In the Alternate DNS Server field, enter the alternate
address.
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4.3.1576.7.Click Save to save the entries.
4.3.1577.8.Click Reset to reset the entries.

[4.3.1578] LDAP/E-Directory

[4.3.1579] The Lightweight Directory Access Protocol
(LDAP) is an application protocol for querying and modifying
data of directory services implemented in Internet Protocol (IP)
networks.

[4.3.1580] LDAP is an Internet protocol that BMC can use to
authenticate users. If you have an LDAP server configured on
your network, you can use it as an easy way to add, manage
and authenticate BMC users. This is done by passing login
requests to your LDAP Server. This means that there is no
need to define an additional authentication mechanism, when
using the BMC. Since your existing LDAP Server keeps an
authentication centralized, you will always know who is access-
ing the network resources and can easily define the user or
group-based policies to control access.
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[4.3.1581] To open LDAP Settings page, click Configuration >
LDAP from the main menu. A sample screenshot of LDAP Set-
tings Page is shown in the screenshot below.
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[4.3.1582] LDAP Settings Page

[4.3.1583] The fields of LDAP Settings Page are explained
below.

[4.3.1584] LDAP Settings Page

[4.3.1585] ITEM [4.3.1586] DESCRIPTION

[4.3.1588] To configure LDAP Advanced Set-
tings. Options are Enable LDAP Authentication,
IP Address, Port and Search base.

[4.3.1587] Advanced
Settings

[4.3.1590] To add a new role group to the
device. Alternatively, double click on a free slot
to add a role group.

[4.3.1589] Add Role
Group

[4.3.1591] Modify

Role Group [4.3.1592] To modify the particular role group.

[4.3.1593] Delete

Role Group [4.3.1594] To be delete a role group from the list.
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[4.3.1595] Procedure:

[4.3.1596] Entering the details in Advanced LDAP Settings
Page

4.3.1597.1.In the LDAP Settings Page, click Advanced Set-

tings. A sample screenshot of LDAP Settings page is
given below.

LA
Atvanced LDAPIE-Dirsciory Sellings

LDAFE Darpcnry Aufiarecason Erates
¥ Aihem

]

Berwd DA

Passannd

Saarch ase

[4.3.1598] Advanced LDAP Settings

4.3.1599.2.To enable/disable LDAP Authentication, check or
uncheck the Enable checkbox respectively.

7‘ Note:
R [4.3.1600] At login prompt, enter username to login as an LDAP

group member.

CONFIGURATION GROUP

4.3.1601.3.Enter the IP address of LDAP server in the IP
Address field.

Note:

e |P Address made of 4 numbers separated by dots as in

XXX XXX XXX XXX

e FEach Number ranges from 0 to 255.

e First Number must not be 0.

e Supports IPv4 Address format and IPv6 Address format.

4.3.1602.4.Specify the LDAP Port in the Port field.

7‘ Note:
R [4.3.1603] Default Port is 389. For Secure connection, default

port is 636.

4.3.1604.5.Enter the Search Base. The Search base tells the
LDAP server which part of the external directory tree to
search. The search base may be something equivalent to
the organization, group of external directory.

2~

w4 Note:

Searchbase is a string of 4 to 63 alpha-numeric characters.
It must start with an alphabetical character.

Special Symbols like dot(.), comma(,), hyphen(-), under-
score(_), equal-to(=) are allowed.

Example: ou=login,dc=domain,dc=com.
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4.3.1605.6.Click Save to save the settings.
4.3.1606.7.Click Cancel to cancel the modified changes.

[4.3.1607] To add a new Role Group
4.3.1608.8.In the LDAP Settings Page, select a blank row

and click Add Role Group to open the Add Role group
Page as shown in the screenshot below.
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[4.3.1609] Add Role group Page

4.3.1610.9.In the Role Group Name field, enter the name
that identifies the role group.

w4 Note:

| Lo o Role Group Name is a string of 255 alpha-numeric charac-

ters.

e Special symbols hyphen and underscore are allowed.

4.3.1611.10.In the Role Group Search Base field, enter the
path from where the role group is located to Base DN.

CONFIGURATION GROUP

, Note:
'_ e Search Base is a string of 255 alpha-numeric characters.

e Special symbols hyphen, underscore and dot are allowed.

4.3.1612.11.In the Role Group Privilege field, enter the
level of privilege to assign to this role group.

4.3.1613.12.Click Add to save the new role group and return
to the Role Group List.

4.3.1614.13.Click Cancel to cancel the settings and return to
the Role Group List.

[4.3.1615] To Modify Role Group

4.3.1616.14.In the LDAP Settings Page, select the row that
you wish to modify and click Modify Role Group.

4.3.1617.15.Make the necessary changes and click Save.

[4.3.1618] To Delete a Role Group

4.3.1619.16.In the LDAP Settings Page, select the row that
you wish to delete and click Delete Role Group.
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[4.3.1620] Mouse Mode

[4.3.1621] Redirection Console handles mouse emulation from
local window to remote screen in either of two methods. User
has to be an Administrator to configure this option.

[4.3.1622] To open Mouse Mode page, click Configuration >

Mouse Mode from the main menu. A sample screenshot of
Mouse Mode Settings Page is shown in the screenshot below.
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[4.3.1623] Mouse Mode Settings Page

[4.3.1624] The fields of Mouse Mode Settings page are
explained below.

[4.3.1625] Mouse Mode Settings Page

[4.3.1626] ITEM [4.3.1627] DESCRIPTION

[4.3.1628] Absolute
Mode

[4.3.1629] The absolute position of the local
mouse is sent to the server.

[4.3.1631] Relative mode sends the calculated
relative mouse position displacement to the
server.

[4.3.1630] Relative
Mode
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[4.3.1625] Mouse Mode Settings Page (Continued)

[4.3.1626] ITEM [4.3.1627] DESCRIPTION

[4.3.1632] Save [4.3.1633] To save any changes made.

[4.3.1634] Reset [4.3.1635] To Reset the modified changes.

[4.3.1636] Procedure:

4.3.1637.1.Choose either of the following as your require-
ment:

e Set Mode to Absolute

’ Note:
» ‘ [4.3.1638] Applicable for all Windows versions, versions above
RHELG, and versions above FC14.

e Set Mode to Relative

’ Note:
R ‘ [4.3.1639] Applicable for all Windows versions, versions above
Ss===¥ RHELG, and versions above FC14.

4.3.1640.2.Click Save button to save the changes made.
4.3.1641.3.Click Reset to reset the modified changes.
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[4.3.1642] Network

[4.3.1643] The Network Settings Page is used to configure the
network settings for the available LAN channels.

[4.3.1644] To open Network Settings page, click Configuration
> Network from the main menu. A sample screenshot of Net-
work Settings Page is shown in the screenshot below.
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[4.3.1645] Network Settings Page

[4.3.1646] The fields of Network Settings page are explained
below.
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[4.3.1647] Network Settings Page

[4.3.1648] ITEM

[4.3.1649] DESCRIPTION

[4.3.1650] LAN Inter-
face

[4.3.1651] Lists the LAN interfaces.

[4.3.1652] LAN Set-
tings

[4.3.1653] To enable or disable the LAN Set-
tings.

[4.3.1654] MAC
Address

[4.3.1655] This field displays the MAC Address
of the device. This is a read only field.

[4.3.1656] IPv4 Set-
tings

[4.3.1657] This option lists the IPv4 configura-
tion settings.

e Obtain IP Address automatically: This option
is to dynamically configure IPv4 address
using DHCP (Dynamic Host Configuration
Protocol).

e |Pv4 Address, Subnet Mask, and Default
Gateway: These fields are for specifying the
static IPv4 address, Subnet Mask and
Default Gateway to be configured to the
device.

Note:

e |P Address made of 4 numbers separated by
dots as in "XXX.XXX.XXX.XXX".

e Each Number ranges from 0 to 255.

e First Number must not be 0.
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[4.3.1647] Network Settings Page (Continued)

[4.3.1648] ITEM

[4.3.1649] DESCRIPTION

[4.3.1658] IPv6 Con-
figuration

[4.3.1659] This option lists the following IPv6
configuration settings.

e |Pv6 Settings: This option is to enable the
IPv6 settings in the device.

e Obtain an IPv6 address automatically: This
option is to dynamically configure IPv6
address using DHCP (Dynamic Host Config-
uration Protocol).

e |Pv6 Address: To specify a static IPv6
address to be configured to the device. Eg:
2004:2010

e Subnet Prefix length: To specify the subnet
prefix length for the IPv6 settings.

Note:
[4.3.1660] Value ranges from 0 to 128.

e Default Gateway: Specify v6 default gateway
for the IPv6 settings.
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[4.3.1647] Network Settings Page (Continued)

[4.3.1648] ITEM

[4.3.1649] DESCRIPTION

[4.3.1661] VLAN
Configuration

[4.3.1662] It lists the VLAN configuration set-
tings.

e VLAN Settings: To enable/disable the VLAN
support for selected interface.

e VLAN ID: The Identification for VLAN config-
uration.

m Value ranges from 1 to 4095.

e VLAN Priority: The priority for VLAN configu-
ration.

m Value ranges from 1to 7.
m 7 is the highest priority for VLAN.

[4.3.1663] Save

[4.3.1664] To save the entries.

[4.3.1665] Reset

[4.3.1666] To Reset the modified changes.

[4.3.1667] Procedure:

4.3.1668.1.Select the LAN Interface from the drop down list.
4.3.1669.2.Check Enable to enable the LAN Settings.

4.3.1670.3.In IPv4 Configuration, enable Use DHCP to
Obtain an IP address automatically to dynamically con-
figure IPv4 address using DHCP.

4.3.1671.4.1f the field is disabled, enter the IPv4 Address,
Subnet Mask and Default Gateway in the respective

fields.
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4.3.1672.5.In IPv6 Configuration, if you wish to enable the
IPv6 settings, check Enable.

4.3.1673.6.1f the IPv6 setting is enabled, enable or disable
the option Use DHCP for obtaining the IP address
automatically.

4.3.1674.7 If the field is disabled, enter the IPv6 Address,
Subnet Prefix length and Default Gateway in the given
field.

4.3.1675.8.In VLAN Configuration, if you wish to enable the
VLAN settings, check Enable.

4.3.1676.9.Enter the VLAN ID in the specified field.
4.3.1677.10.Enter the VLAN Priority in the specified field.
4.3.1678.11.Click Save to save the entries.

4.3.1679.12.Click Reset if you want to reset the modified
changes.

[4.3.1680] PEF

[4.3.1681] Platform Event Filtering (PEF) provides a mecha-
nism for configuring the BMC to take selected actions on event
messages that it receives or has internally generated. These
actions include operations such as system power-off, system
reset, as well as triggering the generation of an alert. The PEF
Management is used to configure the following features:

e Event Filter
e Alert Policy
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e LAN Destination

[4.3.1682] To open PEF Management Settings page, click Con-
figurations > PEF from the main menu. A sample screenshot
of PEF Management Settings Page is shown in the screen shot
below along with an explanation of each of the tabs.

[4.3.1683] Event Filter Tab

[4.3.1684] A PEF implementation is recommended to provide
at least 16 entries in the event filter table. A subset of these
entries should be pre-configured for common system failure
events, such as over-temperature, power system failure, fan
failure events, etc. Remaining entries can be made available for
‘OEM’ or System Management Software configured events.
Note that individual entries can be tagged as being reserved for
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system use - so this ratio of pre-configured entries to run-time
configurable entries can be reallocated if necessary.
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[4.3.1685] PEF Management — Event Filter

[4.3.1686] The fields of PEF Management — Event Filter Tab
are explained below.

[4.3.1687] This page contains the list of configured PEF’s.

[4.3.1688] PET Management - Event Filter

[4.3.1689] ITEM [4.3.1690] DESCRIPTION

[4.3.1691] PEF ID

[4.3.1692] This field displays the ID for the newly
configured PEF entry (read-only).

[4.3.1693] Filter con-
figuration

[4.3.1694] Check box to enable the PEF set-
tings.
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[4.3.1688] PET Management - Event Filter (Continued)

[4.3.1689] ITEM

[4.3.1690] DESCRIPTION

[4.3.1695] Event Fil-
ter Action

[4.3.1696] Check box to enable PEF Alert
action. This is a mandatory field.

[4.3.1697] Event
Severity

[4.3.1698] To choose any one of the Event
severity from the list.

[4.3.1699] Sensor
Name

[4.3.1700] To choose the particular sensor from
the sensor list.

[4.3.1701] Add

[4.3.1702] To add the new event filter entry and
return to Event filter list.

[4.3.1703] Modify

[4.3.1704] To modify the existing entries.

[4.3.1705] Cancel

[4.3.1706] To cancel the modification and return
to Event filter list.

[4.3.1707] Procedure:

4.3.1708.1.Click the Event Filter Tab to configure the event
filters in the available slots

4.3.1709.2.To Add an Event Filter entry, select a free slot and
click Add to open the Add event Filter entry Page. A sam-
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ple screenshot of Add Event Filter Page is in seen the e Event Filter Action is a mandatory field and checked by
screenshot below. default, which enable PEF Alert action (read-only).

e Select any one of the Power action either Power down,

Quanta Power reset or Power cycle from the drop down list

Add Event Fiter entry e Choose any one of the configured alert policy number
B e e e e R from the drop down list.
B R — 7 Note:
Tt i ; » [4.3.1713] Alert Policy has to be configured - under Configu-
U " S=m== ration > PEF > Alert Policy.
i L 4.3.1714.5.In the Generator ID configuration section,
i e Check Generator ID Data option to fill the Generator ID
R with raw data.
- = : e Generator ID 1 field is used to give raw generator ID1
- e data value.
[4.3.1710] Add Event Filter Entry Page e Generator ID 2 field is used to give raw generator |D2
) ] ) ) data value.
4.3.1711.3.In the Event Filter Configuration section,
e PEF ID displays the ID for configured PEF entry (read- , Note:
only). [4.3.1715] In RAW data field, to specify hexadecimal value pre-
S fix with '0X'.
¢ In filter configuration, check the box to enable the PEF
settings.

¢ In the Event Generator section, choose the event gen-
erator as Slave Address - if event was generated from
IPMB.Otherwise as System Software ID - if event was
4.3.1712.4.1n the Filter Action configuration section, generated from system software.

¢ In Event Severity, select any one of the Event severity
from the list.
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e In the Slave Address/Software ID field, specify corre- e Event Data 1 AND Mask field is used to indicate wild-
sponding 12C Slave Address or System Software ID. carded or compared bits.

e Choose the particular channel number that event mes- Note:
sage was received over. Or choose '0' if the event mes- 7 ote. Val from 0t 2
sage was received via the system interface, primary 2 [4.3.1719] Value ranges from 0 to 255.

IPMB, or internally generated by the BMC.

e Choose the corresponding IPMB device LUN if event

generated by IPMB. e Event Data 1 Compare 1 & Event Data 1 Compare 2
] ) ) field is used to indicate whether each bit position's com-
4.3.1716.6.In the Sensor configuration section, parison is an exact comparison or not.
e Select the s type of sensor that will trigger the event fil-
ter action.
7 Note:
¢ In the sensor name field, choose the particular sensor » [4.3.1720] Value ranges from 0 to 255.

from the sensor list. e

e Choose event option to be either All Events or Sensor

Specific Events. 4.3.1721.8.In the Event Data 2 configuration section,

e Event Data 2 AND Mask field is similar to Event Data 1
AND Mask.

e Event Data 2 Compare 1 & Event Data 2 Compare 2

4.3.1717.7.In the Event Data configuration section,

e Event Trigger field is used to give Event/Reading type

value. fields are similar to Event Data 1 Compare 1 and Event
Note: Data 1 Compare 2 respectively.
, [4.3.1718] Value ranges from 1 to 255. 4.3.1722.9.In the Event Data 3 configuration section,
) ' e Event Data 3 AND Mask field is similar to Event Data 1
AND Mask.

e Event Data 3 Compare 1 & Event Data 3 Compare 2
fields are similar to Event Data 1 Compare 1 and Event
Data 1 Compare 2 respectively.
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4.3.1723.10.Click Modify to accept the modification and
return to Event filter list.

4.3.1724.11.Click Reset to reset the modification done.

4.3.1725.12.Click on Cancel to cancel the modification and
return to Event filter list.

4.3.1726.13.In the Event filter list, click Modify to modify the
existing filter.

4.3.1727.14.In the Event filter list, click Delete to delete the
existing filter.
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[4.3.1728] Alert Policy Tab

[4.3.1729] This page is used to configure the Alert Policy and
LAN destination. You can add, delete or modify an entry in this

page.

PEF Managmment
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[4.3.1730] PEF Management — Alert Policy

[4.3.1731] The fields of the PEF Management — Alert Policy
Tab are explained below.

[4.3.1732] PEF Management - Alert Policy

[4.3.1733] ITEM [4.3.1734] DESCRIPTION

[4.3.1736] Displays Policy entry number for the

[4.3.1735] Policy
newly configured entry (read-only).

Entry #
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[4.3.1732] PEF Management - Alert Policy (Continued)

[4.3.1733] ITEM

[4.3.1734] DESCRIPTION

[4.3.1737] Policy
Number

[4.3.1738] Displays the Policy number of the
configuration.

[4.3.1739] Policy
Configuration

[4.3.1740] To enable or disable the policy set-
tings.

[4.3.1741] Policy Set

[4.3.1742] To choose any one of the Policy set
values from the list.

e 0: Always send alert to this destination.

e 1: If alert to previous destination was suc-
cessful, do not send alert to this destination.
Proceed to ESMS Functional Specification
For SI v0.11 next entry in this policy set.

e 2: If alert to previous destination was suc-
cessful, do not send alert to this destination.
Do not process any more entries in this policy
set.

e 3: If alert to previous destination was suc-
cessful, do not send alert to this destination.
Proceed to next entry in this policy set that is
to a different channel.

e 4: [f alert to previous destination was suc-
cessful, do not send alert to this destination.
Proceed to next entry in this policy set that is
to a different destination type.

[4.3.1743] Channel
Number

[4.3.1744] To choose a particular channel from
the available channel list.
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[4.3.1732] PEF Management - Alert Policy (Continued)

[4.3.1733] ITEM

[4.3.1734] DESCRIPTION

[4.3.1745] Destinatio
n Selector

[4.3.1746] To choose a particular destination
from the configured destination list.

Note:

[4.3.1747] LAN Destination has to be configured
- under Configuration > PEF > LAN
Destination.

[4.3.1748] Add

[4.3.1749] To save the new alert policy and
return to Alert Policy list.

[4.3.1750] Modify

[4.3.1751] To modify the existing entries.

[4.3.1752] Cancel

[4.3.1753] To cancel the modification and return
to Alert Policy list.

[4.3.1754] Procedure:

4.3.1755.1.In the Alert Policy Tab, select the slot for which
you have to configure the Alert policy. That is, In the
Event Filter Entry Page, if you have chosen Alert Policy
number as 4, you have to configure the 4th slot (the slot
with Policy Number 4) in the Alert Policy Tab.
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4.3.1756.2.Select the slot and click Add to open the Add 4.3.1763.8.In the Destination Selector field, choose particu-
Alert Policy Entry Page as shown in the screenshot lar destination from the configured destination list.
below.

,‘ Note:
i A | N [4.3.1764] LAN Destination has to be configured under Con-

oy eyt i figuration > PEF > LAN Destination. That is if you

oy B 1

[ .,..,. select the number 4 for destination selector in Alert Policy Entry
pon S page, then you have to configure the 4th slot (LAN Destination
e — Number 4) in the LAN Destination tab.

! vy e gty
et B by ] =

4.3.1765.9.In the Alert String field, enable the check box if

[4.3.1757] Add Alert Policy Entry Page the Alert policy entry is Event Specific.
- : - 4.3.1766.10.In the Alert String Key field, choose any one
4.3.1758.3.Policy Entry # s a read only field. value that is used to look up the Alert String to send for
4.3.1759.4.Select the Policy Number from the list. this Alert Policy entry.
4.3.1760.5.In the Policy Configuration field, check Enable 4.3.1767.11.Click Add to save the new alert policy and return
if you wish to enable the policy settings. to Alert Policy list.

4.3.1761.6.In the Policy Set field, choose any of the Policy 4.3.1768.12.Click Cancel to cancel the modification and
set from the list. return to Alert Policy list.

4.3.1762.7.In the Channel Number field, choose particular 4.3.1769.13.In the Alert Policy list, to modify a configuration,
channel from the available channel list. select the slot to be modified and click Modify.

4.3.1770.14.In the Modify Alert Policy Entry Page, make the
necessary changes and click Modify.

4.3.1771.15.In the Alert Policy list, to delete a configuration,
select the slot and click Delete.
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[4.3.1772] PEF Management LAN Destina-
tion Page

[4.3.1773] This page is used to configure the Event filter, Alert
Policy and LAN destination. A sample screenshot of PEF Man-
agement LAN Destination Page is given below.

PEF Management
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[4.3.1774] PEF Management LAN Destination

[4.3.1775] The fields of PEF Management — LAN Destination
Tab are explained below.
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[4.3.1776] PEF Management - LAN Destination

[4.3.1777] ITEM

[4.3.1778] DESCRIPTION

[4.3.1779] LAN Desti-
nation

[4.3.1780] Displays Destination number for the
newly configured entry (read-only).

[4.3.1781] Destinatio
n Type

[4.3.1782] Destination type can be either an
SNMP Trap or an Email alert.

[4.3.1783] For Email alerts, the 3 fields - desti-
nation Email address, subject and body of the
message needs to be filled. The SMTP server
information also has to be added - under Con-
figuration > SMTP.

[4.3.1784] For SNMP Trap, only the destination
IP address has to be filled.

[4.3.1785] Destinatio
n Address

[4.3.1786] If Destination type is SNMP Trap,
then enter the IP address of the system that will
receive the alert. Destination address will sup-
port the following:

e |Pv4 address format.
e |Pv6 address format.

[4.3.1787] If Destination type is Email Alert, then
give the email address that will receive the
email.

[4.3.1788] Subject &
Message

[4.3.1789] These fields must be configured if
email alert is chosen as destination type. An
email will be sent to the configured email
address in case of any severity events with a
subject specified in subject field and will contain
the message field's content as the email body.

[4.3.1790] Add

[4.3.1791] To save the new LAN destination and
return to LAN destination list.
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[4.3.1776] PEF Management - LAN Destination (Continued) 4.3.1799.4.In the Destination Type field, select the one of
the types.
[4.3.1777] ITEM [4.3.1778] DESCRIPTION ) ) . .
4.3.1800.5.In the Destination Address field, enter the desti-
[4.3.1793] To cancel the modification and return nation address.
[4.3.1792] Cancel to LAN destination list.
’ Note:
[4.3.1794] Procedure: » ‘ [4.3.1801] If Destination type is Email Alert, then give the email

Ssses® address that will receive the email.

4.3.1795.1.In the LAN Destination Tab, choose the slot to
be configured. This should be the same slot that you have
selected in the Alert Policy Entry- Destination Selector 4.3.1802.6.Select the User Name from the list of users.
field. That is if you have chosen the Destination Selector . , .
as 4 in the Alert Policy Entry page of Alert Policy Tab, 4.3.1803.7.In the Subject field, enter the subject.

then you have to configure the 4th slot of LAN Destination 4.3.1804.8.In the Message field, enter the message.
Page. 4.3.1805.9.Click Add to save the new LAN destination and
4.3.1796.2.Select the slot and click Add. This opens the Add return to LAN destination list.
LAN Destination entry. 4.3.1806.10.Click Cancel to cancel the modification and
Srr—— T return to LAN destination list.
e 5 4.3.1807.11.In the LAN Destination Tab, to modify a configu-
- A — ration, select the row to be modified and click Modify.
. 4.3.1808.12.In the Modify LAN Destination Entry page, make
— the necessary changes and click Modify.
— — 4.3.1809.13.In the LAN Destination Tab, to delete a configu-
[4.3.1797] Add LAN Destination entry Page ration, select the slot and click Delete.

4.3.1798.3.In the LAN Destination field, the destination for
the newly configured entry is displayed and this is a read
only field.
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[4.3.1810] RADIUS |
[4.3.1816] RADIUS Settings Page

[4.3.1811] RADIUS is a modular, high performance and fea- [4.3.1817] ITEM [4.3.1818] DESCRIPTION
ture-rich RADIUS suite including server, clients, development
libraries and numerous additional RADIUS related utilities.

[4.3.1819] RADIUS [4.3.1820] Option to enable RADIUS authentica-

Authentication tion.

[4.3.1812] This page is used to set the RADIUS Authentication. [4.3.1822] The RADIUS Port number.
[4.3.1821] Port Note:

[4.3.1813] To open RADIUS Settings page, click Configuration [4.3.1823] Default Port is 1812.

> RADIUS from the main menu. A sample screenshot of

RADIUS Settings Page is shown in the screenshot below. [4.3.1825] The Time out value in seconds.

[4.3.1824] Time out | NOte:
Quanta e Default Timeout value is 3seconds.
e Timeout value ranges from 3 to 300.

mrr—— [4.3.1827] The IP address of RADIUS server.

b e e AT, e e w13 ey o A L e, e A [ e 1 s s s

i g Note:
o b [4.3.1826] Server e |IP Address made of 4 numbers separated by
ke Address dots as in "XXX.XXX.XXX.XXX".
e B e FEach Number ranges from 0 to 255.
[4.3.1814] RADIUS Settings Page e First Number must not be 0.
. . . 4.3.1829] The Authentication Secret for
L4.|3.1815] The fields of RADIUS Settings Page are explained E?ADIUS ierver‘
elow.
Note:
[4.3.1828] Secret e This field will not allow more than 31 charac-
ters.

e Secret must be at least 4 characters long.
e \White space is not allowed.

4-55



BMC

[4.3.1816] RADIUS Settings Page (Continued)

[4.3.1817] ITEM [4.3.1818] DESCRIPTION
[4.3.1830] Save [4.3.1831] To save the settings.
[4.3.1832] Reset [4.3.1833] To reset the modified changes.

[4.3.1834] Procedure:
4.3.1835.1.Enable the RADIUS Authentication checkbox to
authenticate the RADIUS.
4.3.1836.2.Enter the port number in the Port Number field.

4.3.1837.3.Enter the time out value in seconds in the Time
out field.

4.3.1838.4.Enter the address of the server in the Server
Address field.

4.3.1839.5.Enter the authentication secret for RADIUS
Server in the Secret field.

4.3.1840.6.Click Save to save the entered details.
4.3.1841.7 .Click Reset to reset the entered details.

[4.3.1842] Remote Session

[4.3.1843] Use this page to configure virtual media configura-
tion settings for the next redirection session. Encryption is dis-
abled by default.
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[4.3.1844] To open Remote Session page, click Configuration
> Remote Session from the main menu. A sample screenshot
of Remote Session Page is shown in the screenshot below.

[4.3.1845] Remote Session

[4.3.1846] The fields of Remote Session Settings Page are
explained below.

[4.3.1847] Remote Session Settings Page

[4.3.1848] ITEM [4.3.1849] DESCRIPTION
[4.3.1850] KVM [4.3.1851] Enable/Disable encryption on KVM
Encryption data for the next redirection session.
[4.3.1852] Media [4.3.1853] Enable/Disable encryption on Media
Encryption data for the next redirection session.

[4.3.1855] Two types of VM attach mode are
available:

e Attach: Immediately attaches Virtual Media to
the server upon bootup.

e Auto Attach: Attaches Virtual Media to the
server only when a virtual media session is

[4.3.1854] Virtual
Media Attach Mode

started.
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[4.3.1847] Remote Session Settings Page (Continued)

[4.3.1848] ITEM [4.3.1849] DESCRIPTION

[4.3.1857] To save the current changes.
Note:

[4.3.1858] It will automatically close the existing
remote redirection either KVM or Virtual media
sessions, if any.

[4.3.1856] Save

[4.3.1859] Reset [4.3.1860] To reset the modified changes.

[4.3.1861] Procedure:
4.3.1862.1.In KVM encryption, check or uncheck the option
Enable.

4.3.1863.2.In Media Encryption, check or uncheck the
option Enable.

4.3.1864.3.In Virtual media Attach mode, select Auto
Attach or Attach from the dropdown list as required.

4.3.1865.4.Click Save to save the entries.
4.3.1866.5.Click Reset to reset the entries
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" Note:

LA o |f we choose more than one virtual CDROMSs, then the
RHELS host displays only one CDROM in the “Computer”
window. When we redirect second CDROM, the second
CDROM device will appear in “Computer” window.

e |f we choose more than 2 virtual Hard disks, then the RHEL5
host displays only two hard disks in “Computer” window.
When we redirect third hard disk, the third hard disk will
appear in “Computer” window.

[4.3.1867] SMTP

[4.3.1868] Simple Mail Transfer Protocol (SMTP) is an Inter-
net standard for electronic mail (e-mail) transmission across
Internet Protocol (IP) networks.

[4.3.1869] Using Web GUI, you can configure the SMTP set-
tings of the device.
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[4.3.1870] To open SMTP Settings page, click Configuration >
SMTP from the main menu. A sample screenshot of SMTP Set-
tings Page is shown in the screenshot below.

BMTP Seatings
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[4.3.1871] SMTP Settings Page

[4.3.1872] The fields of SMTP Settings Page are explained
below.

[4.3.1873] SMTP Settings Page

[4.3.1874] ITEM [4.3.1875] DESCRIPTION

[4.3.1876] LAN Chan-
nel Number

[4.3.1877] Displays the list of LAN channels
available.

[4.3.1878] Sender
Address

[4.3.1879] The 'Sender Address' valid on the
SMTP Server.
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[4.3.1873] SMTP Settings Page (Continued)

[4.3.1874] ITEM [4.3.1875] DESCRIPTION

[4.3.1881] The 'Machine Name' of the SMTP
Server.
[4.3.1880] Machine

e Machine Name is a string of maximum 15
Name

alpha-numeric characters.
e Space, special characters are not allowed.

[4.3.1882] Primary
SMTP Server

[4.3.1883] Lists the Primary SMTP Server con-
figuration.

[4.3.1885] The 'IP address' of the SMTP Server.
It is a mandatory field.

Note:
e |P Address made of 4 numbers separated by

[4.3.1884] Server dots as in "XXX.XXX. XXX.XXX".

Address
e Each Number ranges from 0 to 255.

e First Number must not be 0.

e Supports IPv4 Address format and IPv6
Address format.
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[4.3.1873] SMTP Settings Page (Continued)

[4.3.1874] ITEM

[4.3.1875] DESCRIPTION

CONFIGURATION GROUP

[4.3.1873] SMTP Settings Page (Continued)

[4.3.1886] SMTP
Server requires
Authentication

[4.3.1887] To enable/disable SMTP Authentica-
tion.

Note:

[4.3.1888] SMTP Server Authentication Types
supported are:

o CRAM-MD5
e LOGIN
e PLAIN

[4.3.1889] If the SMTP server does not support
any one of the above authentication types, the
user will get an error message stating, "Authenti-
cation type is not supported by SMTP Server"

[4.3.1874] ITEM

[4.3.1875] DESCRIPTION

[4.3.1892] Password

[4.3.1893] The password for the SMTP User
Account.

Note:

e Password must be at least 4 characters long.
e White space is not allowed.

e This field will not allow more than 64 charac-
ters.

[4.3.1894] Secondary
SMTP Server

[4.3.1895] It lists the Secondary SMTP Server
configuration. It is an optional field. If the Primary
SMTP server is not working fine, then it tries with
Secondary SMTP Server configuration.

[4.3.1890] Username

[4.3.1891] The username to access SMTP
Accounts.

Note:

e User Name can be of length 4 to 64 alpha-
numeric characters.

e |t must start with an alphabet.

e Special characters ','(comma), ":'(colon),
"'(semicolon), ' '(space) and '\'(backslash) are
not allowed.

[4.3.1896] Save

[4.3.1897] To save the new SMTP server config-
uration.

[4.3.1898] Reset

[4.3.1899] To reset the modified changes.

[4.3.1900] Procedure:

4.3.1901.1.Select the LAN Channel Number from the drop-

down list.

4.3.1902.2.Enter the Sender Address in the specified field.
4.3.1903.3.Enter the Machine Name in the specified field.

4.3.1904.4.In Primary SMTP Server, enter the Server
Address in the specified field.
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4.3.1905.5.Enable the check box SMTP Server requires

Authentication if you want to authenticate SMTP Server.

4.3.1906.6.Enter your User name and Password in the
respective fields.

4.3.1907.7.In Secondary SMTP Server, enter the Server
Address in the specific field.

4.3.1908.8.Enable the check box SMTP Server requires

Authentication if you want to authenticate SMTP Server.

4.3.1909.9.Enter your User name and Password in the
respective fields.

4.3.1910.10.Click Save to save the entered details.
4.3.1911.11.Click Reset to update the entered details.
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[4.3.1912] SOL

[4.3.1913] Here, you can configure the Serial over LAN set-
tings, select or change values for each attribute and click the
Save button to save any changes.

Server Health Remaote Conral Mpimenance
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[4.3.1914] SOL Settings Page

[4.3.1915] The fields of SOL Settings Page are explained
below.

[4.3.1916] SOL Settings Page

[4.3.1917] ITEM [4.3.1918] DESCRIPTION

[4.3.1919] Enable [4.3.1920] Checked=Enabled; Unchecked=Dis-

Serial over LAN abled.
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[4.3.1916] SOL Settings Page (Continued)

[4.3.1917] ITEM [4.3.1918] DESCRIPTION

[4.3.1922] Select the IPMI Serial over LAN mini-
mum user privilege:

[4.3.1921] Channel
Privilege Level Limit

e Administrator
e Operator
e User

[4.3.1923] Save [4.3.1924] Use this button to save your settings.

[4.3.1925] Advanced
SOL Settings

[4.3.1926] Use this button to go to advanced
SOL page.

[4.3.1927] SSL

[4.3.1928] The Secure Socket Layer protocol was created by
Netscape to ensure secure transactions between web servers
and browsers. The protocol uses a third party, a Certificate
Authority (CA), to identify one end or both end of the transac-
tions.

[4.3.1929] Using Web GUI, configure SSL certificate into the
BMC. Using this, the device can be accessed in a secured
mode.

[4.3.1930] To open SSL Certificate Configuration page, click
Configuration > SSL from the main menu. There are three
tabs on this page.
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e Upload SSL option is used to upload the certificate and
private key file into the BMC.

e Generate SSL option is used to generate the SSL certifi-
cate based on configuration details.

e View SSL option is used to view the uploaded SSL certifi-
cate in readable format.

[4.3.1931] A sample screenshot of SSL Management Page is
shown in the screenshot below.
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[4.3.1932] SSL Certificate Configuration — Upload SSL

[4.3.1933] The fields of SSL Certificate Configuration — Upload
SSL tab are explained below.

[4.3.1934] SSL Certificate Configuration - Upload SSL

[4.3.1935] ITEM [4.3.1936] DESCRIPTION

[4.3.1937] Current
Certificate

[4.3.1938] Current certificate information will be
displayed (read-only).
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[4.3.1934] SSL Certificate Configuration - Upload SSL

[4.3.1935] ITEM

[4.3.1936] DESCRIPTION

[4.3.1939] New Cer-
tificate

[4.3.1940] Certificate file should be of pem type

[4.3.1941] Current
Privacy Key

[4.3.1942] Current privacy key information will
be displayed (read-only).

[4.3.1943] New Pri-

[4.3.1944] Privacy key file should be of pem

vacy Key

type.

[4.3.1946] To upload the SSL certificate and pri-

[4.3.1945] Upload vacy key into the BMC.

’ Note:
R ‘ [4.3.1947] Upon successful upload, HTTPs service will get

Ss===¥ restarted to use the newly uploaded SSL certificate.

G5L Certificate Configuration
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[4.3.1948] SSL Certificate Configuration — Generate SSL
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[4.3.1949] The fields of SSL Certificate Configuration — Gener-
ate SSL tab are explained below.

[4.3.1950] SSL Certificate Configuration - Generate SSL

[4.3.1951] ITEM [4.3.1952] DESCRIPTION

[4.3.1954] Common name for which certificate is

[4.3.1953] Common
Name (CN)

to be generated.
e Maximum length of 64 characters.

e Special characters '# and '$' are not allowed.

[4.3.1955] Organizati
on (O)

[4.3.1956] Organization name for which the cer-
tificate is to be generated.

e Maximum length of 64 characters.

e Special characters '# and '$' are not allowed.

[4.3.1957] Organizati
on Unit (OU)

[4.3.1958] Over all organization section unit
name for which certificate is to be generated.

e Maximum length of 64 characters.

e Special characters '# and '$' are not allowed.

[4.3.1959] City or
Locality (L)

[4.3.1960] City or Locality of the organization
(mandatory).

e Maximum length of 64 characters.

e Special characters '# and '$' are not allowed.

[4.3.1961] State or
Province (ST)

[4.3.1962] State or Province of the organization
(mandatory).

e Maximum length of 64 characters.

e Special characters '# and '$' are not allowed.




BMC

[4.3.1950] SSL Certificate Configuration - Generate SSL

[4.3.1951] ITEM [4.3.1952] DESCRIPTION

[4.3.1964] Country code of the organization

[4.3.1963] Country (mandatory).

(C) e Only two characters are allowed.

e Special characters are not allowed.

[4.3.1965] Email

[4.3.1966] Email Address of the organization
Address

(mandatory).

[4.3.1968] Validity of the certificate.

[4.3.1967] Valid for
e Value ranges from 1 to 3650 days.

[4.3.1969] Key
Length

[4.3.1970] The key length bit value of the certifi-
cate.

[4.3.1971] Generate [4.3.1972] To generate the new SSL certificate.
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, Note:
R ‘ [4.3.1973] HTTPs service will get restarted, to use the newly
mmm=¥ generated SSL certificate.
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[4.3.1974] SSL Certificate Configuration — View SSL

[4.3.1975] The fields of SSL Certificate Configuration — View
SSL tab are explained below.
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[4.3.1976] SSL Certificate Configuration — View SSL

[4.3.1977] ITEM [4.3.1978] DESCRIPTION

[4.3.1980] This section displays the basic infor-
mation about the uploaded SSL certificate. It dis-
plays the following fields.

[4.3.1979] Basic °
Information

Version

e Serial Number

e Signature Algorithm
e Public Key

[4.3.1982] This section describes the following
Certificate Issuer information

e Common Name (CN)

e Organization (O)

Eifrﬁl%l] Issued e Organization Unit(OU)
e City or Locality (L)

e State or Province (ST)

e Country (C)

e Email Address

[4.3.1984] This section displays the validity

[4.3.1983] Validity period of the uploaded certificate.

Information e Valid From

e Valid To
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[4.3.1976] SSL Certificate Configuration — View SSL (Continued)

[4.3.1977] ITEM [4.3.1978] DESCRIPTION

[4.3.1986] This section display the information
about the certificate issuer.

e Common Name (CN
e Organization (O
[4.3.1985] Issued To | ® Organization Unit (OU
e City or Locality (L

e State or Province (ST
e Country (C

e Email Address

[4.3.1987] Procedure:

4.3.1988.1.Click the Upload SSL Tab, Browse the New Cer-
tificate and New Privacy key.

4.3.1989.2.Click Upload to upload the new certificate and
privacy key.

4.3.1990.3.In Generate SSL tab, enter the following details
in the respective fields

e The Common Name for which the certificate is to be
generated.

e The Name of the Organization for which the certificate
is to be generated.

e The Overall Organization Section Unit name for
which certificate to be generated.
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e The City or Locality of the organization

e The State or Province of the organization
e The Country of the organization

e The email address of the organization.

e The number of days the certificate will be valid in the
Valid For field.

4.3.1991.4.Choose the Key Length bit value of the certifi-
cate

4.3.1992.5.Click Generate to generate the certificate.

4.3.1993.6.Click View SSL tab to view the uploaded SSL
certificate in user readable format.

Note:

o Once you Upload/Generate the certificates, only HTTPs ser-
vice will get restarted.

’

e You can now access your BMC securely using the following
format in your IP Address field from your Internet browser:
https://<your BMC’s IP address here>

e For example, if your BMC’s IP address is 192.168.0.30,
enter the following: https://192.168.0.30

e Please note the <s> after <http>.You must accept the certifi-
cate before you are able to access your Generic BMC.
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[4.3.1994] User Management

[4.3.1995] The User Management page allows you to view the
current list of user slots for the server. You can add a new user
and modify or delete the existing users.

[4.3.1996] To open User Management page, click Configura-
tion > Users from the main menu. A sample screenshot of
User Management Page is shown in the screenshot below.

User Mamsgemeri
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[4.3.1997] User Management

[4.3.1998] The fields of User Management Page are explained
below.
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[4.3.1999] User Management Page

[4.3.2000] ITEM

[4.3.2001] DESCRIPTION

[4.3.2002] User ID

[4.3.2003] Displays the ID number of the user.
Note:

[4.3.2004] The list contains a maximum of ten
users only.

[4.3.2005] User
Name

[4.3.2006] Displays the name of the user.

[4.3.2007] User
Access

[4.3.2008] To enable or disable the access privi-
lege of the user.

[4.3.2009] Network
Privilege

[4.3.2010] Displays the network access privilege
of the user.

[4.3.2011] SNMP Sta-
tus

[4.3.2012] Displays if the SNMP status for the
user is enabled or Disabled.

[4.3.2013] Email ID

[4.3.2014] Displays email address of the user.

[4.3.2015] Add User

[4.3.2016] To add a new user. Modify.

[4.3.2017] User

[4.3.2018] To modify an existing user.

[4.3.2019] Delete
User

[4.3.2020] To delete an existing user.

[4.3.2021] Procedure:

Note:

7

the slot.

[4.3.2022] The Free slots are denoted by "~" in all columns for
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[4.3.2023] Add a new user:

4.3.2024.1.To add a new user, select a free slot and click
Add User. This opens the Add User screen as shown in
the screenshot below.
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[4.3.2025] Add User Page

4.3.2026.2.Enter the name of the user in the User Name
field.

7‘ Note:

e User Name is a string of 4 to 16 alpha-numeric characters.

e |t must start with an alphabetical character.
e |tis case-sensitive.

e Special characters ','(comma), '.'(period), ":'(colon), ';'(semi-
colon), ''(space), '/'(slash), '\'(backslash), '(‘'(left bracket) and
")'(right bracket) are not allowed.
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4.3.2027.3.In the Password and Confirm Password fields,
enter and confirm your new password.

7

Note:

e Password must be at least 8 characters long.
e White space is not allowed.

e This field will not allow more than 20 characters.

4.3.2028.4.Enable or Disable the User Access Privilege.

4.3.2029.5.In the Network Privilege field, enter the network
privilege assigned to the user which could be Administra-
tor, Operator, User or No Access.

4.3.2030.6.Check the SNMP Status check box to enable
SNMP access for the user.

7

Note:

[4.3.2031] Password field is mandatory, if SNMP Status is
enabled.

4.3.2032.7.Choose the SNMP Access level option for user
from the SNMP Access dropdown list. Either it can be
Read Only or Read Write.

4.3.2033.8.Choose the Authentication Protocol to use for
SNMP settings from the drop down list.

7

Note:

[4.3.2034] Password field is mandatory, if Authentication proto-
col is changed.
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4.3.2035.9.Choose the Encryption algorithm to use for
SNMP settings from the Privacy protocol dropdown list.

4.3.2036.10.In the Email ID field, enter the email ID of the
user. If the user forgets the password, the new password
will be mailed to the configured email address.

, Note:
R [4.3.2037] SMTP Server must be configured to send emails.

e Email Format: Two types of formats are available:

» AMI-Format: The subject of this mail format is 'Alert
from (your Hostname)'. The mail content shows sensor
information, ex: Sensor type and Description.

m Fixed-Subject Format: This format displays the mes-
sage according to user's setting. You must set the sub-
ject and message for email alert.

4.3.2038.11.In the New SSK Key field, click Browse and
select the SSH key file.

, Note:
R [4.3.2039] SSH key file should be of pub type.

4.3.2040.12.Click Add to save the new user and return to the
users list.

4.3.2041.13.Click Cancel to cancel the modification and
return to the users list.
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[4.3.2042] Modify an existing user:

4.3.2043.14.Select an existing user from the list and click
Modify User. This opens the Add User screen as shown
in the screenshot below.
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[4.3.2044] Modify User Page

4.3.2045.15.Edit the required fields.

4.3.2046.16.To change the password, enable the Change
Password option.

4.3.2047.17 After editing the changes, click Modify to return
to the users list page.
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[4.3.2048] Delete an existing User

4.3.2049.18.To delete an existing user, select the user from
the list and click Delete User.

[4.3.2050] Virtual Media

[4.3.2051] This page to configure Virtual Media device settings.
If you change the configuration of the virtual media in this page,
it shows the appropriate device in the JViewer Vmedia dialog.
For example, if you select two floppy devices in Configure Vir-
tual Media page, then in JViewer > Vmedia, you can view two
floppy device panel.

[4.3.2052] To open Virtual Media page, click Configuration >

Virtual Media from the main menu. A sample screenshot of
User Management Page is shown in the screenshot below.
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[4.3.2053] Configure Virtual Media Devices

[4.3.2054] The following fields are displayed in this page.
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[4.3.2055] Configure Virtual Media Devices

[4.3.2056] ITEM

[4.3.2057] DESCRIPTION

[4.3.2058] Floppy
devices

[4.3.2059] The number of floppy devices that
support for Virtual Media redirection.

[4.3.2060] CD/DVD
devices

[4.3.2061] The number of CD/DVD devices that
support for Virtual Media redirection.

[4.3.2062] Hard disk
devices

[4.3.2063] The number of hard disk devices that
support for Virtual Media redirection.

[4.3.2064] Local
Media Support

[4.3.2065] To enable or disable the local media
support for Virtual Media redirection.

[4.3.2066] Save

[4.3.2067] To save the configured settings.

[4.3.2068] Reset

[4.3.2069] To reset the previously-saved values.

[4.3.2070] Procedure:

4.3.2071.1.Select the number of Floppy devices, CD/DVD
devices and Hard disk devices from the dropdown list.

’ Note:
R ‘ [4.3.2072] Maximum of two devices can be added in Floppy,
CD/DVD and Hard disk drives.

4.3.2073.2.Enable the Local Media Support if needed.

4.3.2074.3.Click Save to save the changes made else click
Reset to reset the previously saved values.
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, Note:

R ‘ [4.3.2075] If there are two device panels for each device, and
¥ when you click the Connect button, then the redirected device
panel will be disabled.

[4.3.2076] Remote Control

[4.3.2077] The Remote Control consists of the following menu
items.

e Console Redirection

e Server Power Control

[4.3.2078] A sample screenshot of the Remote Control menu is
given below.
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Press the button to launch the redirection console and manage the server remotely.

[4.3.2079] Remote Control Menu

[4.3.2080] A detailed description of the menu items are given
ahead
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[4.3.2081] Console Redirection

[4.3.2082] The remote console application, which is started
using the WebGUI, allows you to control your server's operating
system remotely, using the screen, mouse, and keyboard, and
to redirect local CD/DVD, Floppy diskette and Hard disk/USB
thumb drives as if they were connected directly to the server.

[4.3.2083] List of Supported Client Oper-
ating Systems

e WinXP

e W2K3 - 32 bit

e W2KS3 - 64 bit

e RHEL 4 - 32 bit

e RHEL 4 - 64 bit

e RHEL 5.4 - 32 bit

e RHEL 5.4 - 64 bit

e RHEL 6.0 - 64 bit

e RHEL 6.0 - 32 bit

e Ubuntu 9.10 LTS - 32
e Ubuntu 9.10 LTS - 64
e Ubuntu 8.10 -32

e Ubuntu 8.10 -64
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e OpenSuse 11.2 -32
e OpenSuse 11.2 -64
e FC9-32

e FC9-64

e FC10-32

e FC10-64

e FC12-32

e FC12-64

e FC13-32

e FC13-64

e FC14-32

e FC14-64

e MAC -32

e MAC-64

[4.3.2084] List of Supported Host OS

e RHEL S
e RHEL 6
e W2K3
e W2K8
e RHEL 4
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e OpenSuse 11.2
e OpenSuse 10.x
e Ubuntu 8.10

e Ubuntu 9.10

e Ubuntu 11.04

[4.3.2085] Browser Settings

[4.3.2086] For Launching the KVM, pop-up block should be dis-
abled. For Internet explorer, enable the download file options
from the settings.

[4.3.2087] Java Console

[4.3.2088] This is an OS independent plug-in which can be
used in Windows as well as Linux with the help of JRE. JRE
should be installed in the client’s system. You can install JRE
from the following link.

[4.3.2089] http://www.java.com/en/download/manual.jsp
[4.3.2090] Procedure:

[4.3.2091] The Java Console can be launched in two ways:

4.3.2092.1.0pen the Dashboard Page and in Remote control
section, click Launch for Java Console.

REMOTE CONTROL

4.3.2093.2.0pen Remote Control > Console Redirection
Page and click Java Console.

[4.3.2094] This will download the .jnlp file from the BMC.

[4.3.2095] To open the .jnlp file, use the appropriate JRE ver-
sion (Javaws)

[4.3.2096] The Console Redirection window opens when the
downloading is done.

[4.3.2097] The Console Redirection main menu consists of the
following menu items.
e Video
e Keyboard
e Mouse
e Options
e Media
e Keyboard Layout
¢ Video Record
e Power
e Active Users
e Help

[4.3.2098] A detailed explanation of these menu items are
given below.
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[4.3.2099] Video

[4.3.2100] This menu contains the following sub menu items.

[4.3.2101] Video

[4.3.2102] ITEM

[4.3.2103] DESCRIPTION

[4.3.2104] Pause
redirection

[4.3.2105] This option is used for pausing Con-
sole Redirection.

[4.3.2106] Resume
Redirection

[4.3.2107] This option is used to resume the
Console Redirection when the session is
paused.

[4.3.2108] Refresh
Video

[4.3.2109] This option can be used to update the
display shown in the Console Redirection win-
dow.

[4.3.2110] Turn Off
Host display

[4.3.2111] If you enable this option, the server
display will be blank but you can view the screen
in Console Redirection. If you disable this option,
the display will be back in the server screen.

[4.3.2112] Full
Screen

[4.3.2113] This option is used to view the Con-

sole Redirection in full screen mode (Maximize).
This menu is enabled only when both the client
and host resolution are same.

[4.3.2114] Exit

[4.3.2115] This option is used to exit the console
redirection screen.

[4.3.2116] Keyboard

[4.3.2117] This menu contains the following sub menu items.
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[4.3.2118] Keyboard

[4.3.2119] ITEM

[4.3.2120] DESCRIPTION

[4.3.2121] Hold Right
Ctrl Key

[4.3.2122] This menu item can be used to act as
the right-side <CTRL> key when in Console
Redirection.

[4.3.2123] Hold Right
Alt Key

[4.3.2124] This menu item can be used to act as
the right-side <ALT> key when in Console Redi-
rection.

[4.3.2125] Hold Left
Ctrl Key

[4.3.2126] This menu item can be used to act as
the left-side <CTRL> key when in Console Redi-
rection.

[4.3.2127] Hold Left
Alt Key

[4.3.2128] This menu item can be used to act as
the left-side <ALT> key when in Console Redi-
rection.

[4.3.2129] Left Win-
dows Key

[4.3.2130] This menu item can be used to act as
the left-side <WIN> key when in Console Redi-
rection. You can also decide how the key should
be pressed: Hold Down or Press and Release.

[4.3.2131] Right Win-
dows Key

[4.3.2132] This menu item can be used to act as
the right-side <WIN> key when in Console Redi-
rection. You can also decide how the key should
be pressed: Hold Down or Press and Release.

[4.3.2133] Alt+Ctrl+D
el

[4.3.2134] This menu item can be used to act as
if you depressed the <CTRL>, <ALT> and
<DEL> keys down simultaneously on the server
that you are redirecting.
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[4.3.2135] Virtual Media

[4.3.2136] Virtual Media

[4.3.2137] ITEM [4.3.2138] DESCRIPTION

[4.3.2140] This menu item can be used to start
or stop the redirection of a physical floppy drive
and floppy image types such as *.img.

Note:

[4.3.2141] Floppy Redirection is not an available
feature on all versions of the BMC.

[4.3.2139] Floppy
Key Media
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[4.3.2136] Virtual Media (Continued)

[4.3.2137] ITEM

[4.3.2138] DESCRIPTION

[4.3.2142] CD/DVD
Media

[4.3.2143] This menu item can be used to start
or stop the redirection of a physical DVD/CD-
ROM drive and cd image types such as iso.

[4.3.2144] Hard disc/
USB Key Media

[4.3.2145] This menu item can be used to start
or stop the redirection of a Hard Disk/USB key
image and USB key image such as *.img.

Note:

e For windows client, if the logical drive of the
physical drive is dismount then the logical
device is redirected with Read/Write Permis-
sion else it is redirected with Read permis-
sion only.

e For MAC client, External USB Hard disk redi-
rection is only supported.

e For Linux client, fixed hard drive is redirected
only as Read Mode. It is not Write mode sup-
ported.

e For USB key image redirection, support FAT
16, FAT 32 and NTFS.
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[4.3.2147] Keyboard Layout
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[4.3.2148] ITEM

[4.3.2149] DESCRIPTION

[4.3.2150] Auto
Detect

[4.3.2151] This option is used to detect key-
board layout automatically. The languages sup-
ported automatically are English — US, French —
France, Spanish — Spain, German- Germany,
Japanese- Japan. If the client and host lan-
guages are same, then for all the languages
other than English mentioned above, you must
select this option to avoid typo errors.

[4.3.2152] Soft Key-

board
typo errors.

Note:

the client system.

[4.3.2153] This option allows you to select the
keyboard layout. It will show the dialog as similar
to onscreen keyboard. If the client and host lan-
guages are different, then for all the languages
other than English mentioned above, you must
select the appropriate language in the list shown
in JViewer and use the soft keyboard to avoid

[4.3.2154] Soft keyboard is applicable only for
JViewer Application not for other application in

[4.3.2155] Video Record

»

Java Console.

, Note:
‘ [4.3.2156] This option is available only when you launch the
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[4.3.2157] Video Record 4.3.2171.1.Click Video Record > Settings to open the set-
tings page as shown in the screenshot below.
[4.3.2158] ITEM [4.3.2159] DESCRIPTION
[4.3.2161] To view this menu option you must MY =
download the Java Media FrameWork (JMF). It ;
Video Lengih |20l Seconds

[4.3.2160] Important can be downloaded from the link
[4.3.2162] http://www.oracle.com/technetwork/
javaljavase/download-142937.html

Vidao o ba Saved

Browsi
[4.3.2163] Start [4.3.2164] This option is to start recording the 2
Record screen.
L
[4.3.2165] Stop [4.3.2166] This option is used to stop the record- o s scle RS T —
Record ing. Thes might reduce the video quality! —
[4.3.2167] Settings i[:;'zmg] To set the settings for video record- [4.3.2172] Video Record Settings Page

(4.3.2169] Procedure: 4.3.2173.2.Enter the Video Length in seconds.

4.3.2174.3.Browse and enter the location where you want
the video to be saved.

, Note: _ _ _
S tings. to 1024X768.

4.3.2176.5.Click OK to save the entries and return to the
Console Redirection screen.

4.3.2177.6.Click Cancel if you don’t wish to save the entries.

4.3.2178.7.In the Console Redirection window, click Video
Record > Start Record.

4.3.2179.8.Record the process.

4.3.2180.9.To stop the recording, click Video Record > Stop
Record.
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[4.3.2181] Power

[4.3.2182] The power option is to perform any power cycle
operation. Click on the required option to perform the following
operation. Reset Server: To reboot the system without power-
ing off (warm boot).

[4.3.2183] Power

[4.3.2184] ITEM [4.3.2185] DESCRIPTION

[4.3.2186] Power Off

Server - Immediate [4.3.2187] To immediately power off the server.

[4.3.2188] Power Off
Server - Orderly Shut-
down

[4.3.2189] To initiate operating system shutdown
prior to the shutdown.

[4.3.2190] Power On

Server [4.3.2191] To power on the server.

[4.3.2192] Power [4.3.2193] To first power off, and then reboot the

Cycle Server system (cold boot).

[4.3.2194] Active Users

[4.3.2195] Click this option to displays the active users and
their system |IP address.

[4.3.2196] Help

[4.3.2197] Jviewer: Displays the copyright and version informa-
tion
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[4.3.2198] Quick Buttons

[4.3.2199] The lower right of Console Redirection windows dis-
plays all the quick buttons. These quick buttons helps you to
perform these functions by just clicking them.

K4

Note:

[4.3.2200] This option is available only when you launch the
Java Console. Server Power Control.

[4.3.2201] Server Power Control

[4.3.2202] This page allows you to view and control the power
of your server.

[4.3.2203] To open Power Control and Status page, click
Remote Control > Server Power Control from the main
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menu. A sample screenshot of Power Control and Status page

is shown in the screenshot below.

Porwvrt Conerel arsd Siatus

Fina (v 1 s e s s — T b @ g
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[4.3.2204] Power Control and Status Page

[4.3.2205] The various options of Power Control are given

below.

[4.3.2206] Server Power Control

[4.3.2207] ITEM

[4.3.2208] DESCRIPTION

[4.3.2209] Reset
Server

[4.3.2210] This option will reboot the system
without powering off (warm boot).

[4.3.2211] Power Off
Server — Immediate

[4.3.2212] This option will immediately power off
the server.

[4.3.2213] Power Off
Server — Orderly
Shutdown

[4.3.2214] This option will initiate operating sys-
tem shutdown prior to the shutdown.

[4.3.2215] Power On
Server

[4.3.2216] This option will power on the server.
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[4.3.2206] Server Power Control (Continued)

[4.3.2207] ITEM [4.3.2208] DESCRIPTION

[4.3.2218] This option will first power off, and
then reboot the system (cold boot).

[4.3.2217] Power
Cycle Server

[4.3.2220] Click this option to perform the
selected operation.

[4.3.2219] Perform
Action

[4.3.2221] Procedure:

[4.3.2222] Select an action and click Perform Action to proceed
with the selected action.

7

Note:

[4.3.2223] You will be asked to confirm your choice. Upon con-
firmation, the command will be executed and you will be
informed of the status.

- :

[4.3.2224] Maintenance Group

[4.3.2225] This group of pages allows you to do maintenance
tasks on the device. The menu contains the following items:
e Firmware Update
e Preserve Configuration

e Restore Factory Defaults
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o System Administrator [4.3.2227] Firmware Update

[4.3.2228] This wizard takes you through the process of firm-
ware up gradation. A reset of the box will automatically follow if
the upgrade is completed or cancelled. An option to preserve

Firmware Updaie

e b o e e B s e e e 1 s —

—— T mm— Cormee configuration will be presented. Enable it, if you wish to pre-
[4.3.2226] Maintenance Menu serve configured settings through the upgrade.
WARNING!
I [4.3.2229] Please note that after entering update mode wid-
-

-~ gets, other web pages and services will not work. All open wid-
gets will be closed automatically. If upgrade process is
cancelled in the middle of the wizard, the device will be reset.

Note:

[4.3.2230] The firmware upgrade process is a crucial operation.
Make sure that the chances of a power or connectivity loss are
minimal when performing this operation.

K

[4.3.2231] Once you enter into Update Mode and choose to
cancel the firmware flash operation, the BMC card must be
reset. This means that you must close the Internet browser and
log back onto the BMC card before you can perform any other
types of operations.
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[4.3.2232] To open Firmware Update page, click Maintenance
> Firmware Update from the main menu. A sample screenshot
of Firmware Update Page is shown in the screenshot below.
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[4.3.2233] Firmware Update Page
[4.3.2234] Procedure:

[4.3.2235] Click Enter Update Mode to upgrade the current
device firmware. As below step by step:
4.3.2236.1.Closing all active client requests.
4.3.2237.2.Preparing device for firmware upgrade.
4.3.2238.3.Uploading firmware image.
4.3.2239.4 Verifying firmware image.
4.3.2240.5.Flashing firmware image.

MAINTENANCE GROUP

4.3.2241.6.Resetting Device.

’ Note:
» ‘ [4.3.2242] You can now follow the instructions presented in the

Ss===¥ subsequent pages to successfully update the card’s firmware.
The device will reset if update is canceled. The device will also
reset upon successful completion of firmware update.

[4.3.2243] Preserve Configuration

[4.3.2244] This page allows the user to configure the preserve
configuration items, which will be used by the Restore factory
defaults to preserve the existing configuration without overwrit-
ing with default configuration.

[4.3.2245] Restore Factory Defaults

[4.3.2246] This option is used to restore the factory defaults of
the device firmware.

WARNING!

[4.3.2247] Please note that after entering restore factory wid-
~ gets, other web pages and services will not work. All open wid-
gets will be closed automatically. The device will reset and
reboot within a few minutes.

[4.3.2248] To open Restore Factory Defaults page, click Main-
tenance > Restore Factory Defaults from the main menu. A



BMC LoG Out

sample screenshot of Restore Factory Defaults Page is shown [4_3 . 2254] User Privi |ege
in the screenshot below.

Quanta [4.3.2255] User Privilege
[4.3.2257] PRIVILEGE ASSOCIATION BETWEEN

Heidten Pasticy mtaulle IPMI AND WEB GUI
Sl e e g s e e S S e I ol b o e [4.3.2256] WEB GUI
e gt e et S g et e et PRIVILEGE LIST [4.3.2258] | [4.3.2259] [432260] | [4.32261]
— ADMINIST | OPERATO .U.SER .O.EM
RATOR R
ot e Cartpr | B oy it [4.3.2262] login BMC [4.3.2263] [4.3.2264] [4.3.2265] [4.3.2266]

from Web GUI, SSH O (6] X O

[4.3.2249] Restore Factory Defaults Page
[4.3.2267] configure [43.2268] | [432269] | [43.2270] | [4.3.2271]

[4.3.2250] Procedure: BMC from Web GUI O X X X
_ [4.3.2272] configure [4.32273] | [4.3.2274] | [43.2275] | [4.3.2276]
[4.3.2251] Click Restore Factory to restore the factory defaults users from Web GUI 0 X X X

of the device firmware.
[4.3.2277] clear logs [432278] | [432279] | [4.3.2280] | [4.3.2281]

from Web GUI @] X X X
[4.3.2252] Log Out [4.3.2282] execute [432283] | [432284] | [432285] | [4.3.2286]
server power control o X X X
from Web GUI
[4.3.2253] To log out of the Web GUI, click the logout link on the [4.3.2287] virtual KVM | [4.32288] | [432289] | [4.32200] | [4.3.2291]
top right corner of the screen. redirection 0o X X X
[4.3.2292] virtual [432203] | [432294] | [432295] | [4.3.2296]
media (@] X X X

[43.2298] | [43.2299] | [4.3.2300] | [4.3.2301]

[4.3.2297] View Users o o X X

[4.32303] | [4.3.2304] | [4.3.2305] | [4.3.2306]

[4.3.2302] View DNS 5 5 » »
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[4.3.2255] User Privilege (Continued)

[4.3.2256] WEB GUI

[4.3.2257] PRIVILEGE ASSOCIATION BETWEEN
IPMI AND WEB GUI

PRIVILEGE LIST [/:‘S’hflzji [(‘;'S"Ezsffg) [432260] | [4.32261]
USER OEM
RATOR R
[4.3.2307] View Net- | [432308] | [432309] | [432310] | [4.32311]
work O 0] X X
14.5.2312] View PEF [4.3.20313] [4.3.25,14] [4.33(315] [4.3.2)‘?16]
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Chapter 5



CONNECTORS AND JUMPERS MAINBOARD CONNECTORS AND JUMPERS

[5.1.1] Mainboard Connectors and Jumpers

[5.1.2] Connectors and Jumpers

[5.1.3] This section provides information on basic connectors
and jumpers on system mainboard.
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[5.1.5] Mainboard Connector and Jumper Locations

[5.1.6] LocAaT
ION

[5.1.7] CONNECTOR AND JUMPERS

[5.1.8] 1 [5.1.9] External USB

T

a0 [5.1.10] 2 [5.1.11] Management Port
SIS

[5.1.12] 3 | [5.1.13] LAN1 Port

22 [5.1.14] 4 | [5.1.15] LAN2 Port
[5.1.16] 5 | [5.1.17] ID Button

[5.1.18] 6 [5.1.19] PCle Mezzanine Slot

[5.12.20] 7 [5.1.21] Serial Port

[5.1.22] 8 [5.1.23] PCle Expansion Slots x8 in order a to h

[5.1.24] 9 | [5.1.25] XDP JTAG Access to CPU1

) )
° © [5.1.26] 10 [5.1.27] Fan Control Connectors x2
ST G
THHTI =====g7====x  mmaer W [5.1.28] 11 [5.1.29] PDB Power Connectors x4
Q5= @0
5 7 7 [5.1.30] 12 [5.1.31] Sideband Connector
.
[5.1.32] 13 [5.1.33] USB Connector
° ° [5.1.34] 14 | [5.1.35] On-Board SATA Connectors x2

I [5.1.37] J1D1 Password Clear Jumper, J1D2 ME Firm-
10 ware Update Jumper, J1D3 BIOS Recovery Mode

I Jumper, J1D4 RTC Reset Jumper.
11 [5.1.36] 15
Note:
[5.1.4] Mainboard Connectors and Jumpers [5.1.38] See table Mainboard Jumpers for details on
jumpers.

[5.1.39] 16 [5.1.40] Mini SAS Connector (HDD 4 to 7)
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[5.1.5] Mainboard Connector and Jumper Locations (Continued)

[5'1'?1):\‘10(:” [5.1.7] CONNECTOR AND JUMPERS
[6.1.41] 17 [5.1.42] Internal USB Headers x2s
[5.1.43] 18 [5.1.44] Mainboard Battery
[5.1.45] 19 | [5.1.46] PCH / Heatsink
[5.1.47] 20 [5.1.48] Mini SAS Connector (HDD 0 to 3)
[5.1.49] 21 [5.1.50] J3E1 XDP X8 / X4 Mode Jumper
[5.1.51] 22 [5.1.52] Memory Slots x48

[5.1.53] Mainboard Jumpers

[5.1.54] LocATi

[5.1.55] JUMPER

[5.1.56] FUNCTI

[5.1.57] DEFAUL

ON PoOsSITIONS ON T SETTING

[5.1.58] CMOS CLEAR

[5.1.60] 1-2 Lf%%é.’;‘ormm [5.1.62] V
[5.1.59] J1D4

[5.1.64] CLR

[5.1.63] 2-3 RTC Regetors | 151651
[5.1.66] PASSWORD CLEAR

[5.1.68] 1-2 gble'g?i]o':orma' [5.1.70] V
[5.1.67] J1D1

[5.1.71] 2-3 [5.1.72] Clear | g 75

Passwords

[5.1.74] ME FIRMWARE UPDATE JUMPER
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[5.1.53] Mainboard Jumpers

CONNECTORS AND JUMPERS

[5.1.54] LocATI

[5.1.55] JUMPER

[5.1.56] FuNCTI

[5.1.57] DEFAUL

ON POSITIONS ON T SETTING
[5.1.76] 1-2 5;1'27] Normal 115 1 781 v
[5.1.79] Force Update [5.1.81]
Mode
[5.1.82] BIOS RECOVERY JUMPER
[5.1.84] 1-2 [5.1.85] Normal | /o 4 g1y
o (system) o
[5.1.83] J1D3 [5.1.88] Reset
[5.1.87] 2-3 BIOS to Deafult | [5.1.89]
Settings
[5.1.90] XDP X8/X4 MODE
[5.1.92] 1-2 5;1'23] X4 [5.1.94] V
[5.1.91] J3E1
[5.1.95] 2-3 56226] X8 [5.1.97]
[5.1.98] XDP JTAG PASS TO CPU1
) [5.1.101] Norm
[5.1.100] 1-2 al Mode [5.1.102] V
[5.1.99] JOE1 [5.1.104] Force
[5.1.103] 2-3 JTAG bypass of | [5.1.105]

CPU1
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RAIL KIT ASSEMBLY INSTALLATION AND CONFIGURATION

[6.1.1] Installation and Configuration

[6 1. 2] | nsta| i ng the Rai |S 6.1.5.2.Slide the inner rails onto the chassis.

6.1.3.1.Press the latch and remove the inner rail.

Slide Inner
Rails Rails

[6.1.6] Securing the Inner Rails

[6.1.4] Removing the Inner Rail
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RAIL KIT ASSEMBLY INSTALLING THE RAILS

6.1.7.3.Secure the rack rails to the rack. 6.1.10.5.Release the lock on the inner rail and slide the
server into the rack.

Lock »ﬁm

[6.1.8] Securing the Rack Rails N 3%

6.1.9.4.Align the slide rail with the inner rail. [6.1.11] Inserting the Server

6.1.12.6.Secure the server to the rack with the captive
screws.
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[6.1.13] Installing the Cable
Management Arm (CMA)

’ Note:
» [6.1.14] In these steps, left means left when looking at the
server from the front.

6.1.15.1.Insert the CMA extension into the left outer rail.

=~
_-

[6.1.16] Inserting the CMA Extension

6.1.17.2.Insert the CMA connector of the inner arm of the
CMA into the right inner slide rail.
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INSTALLING THE CABLE MANAGEMENT ARM (CMA)

6.1.18.3.Insert the CMA connector of the outer arm of the
cable management arm into the right outer rail.

[6.1.19] Inserting the CMA Connector



RAIL KIT ASSEMBLY REMOVING THE CABLE MANAGEMENT ARM (CMA)

6.1.20.4.Insert the connector of the CMA into the CMA [6 1. 22] Removi ng the Cable
extension placed in the left outer rail in step 1.

Management Arm (CMA)

’ Note:
R ‘ [6.1.23] In these steps, left means left when looking at the
server from the front.

6.1.24.1.Press the latch to remove the CMA from the cable
management extension on the left outer rail.

[6.1.21] Inserting the CMA into the Extension

-~ -

[6.1.25] Removing the CMA Extension

6.1.26.2.Press the latch to remove the CMA connector of the
outer arm of the CMA from the right outer rail.
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RAIL KIT ASSEMBLY REMOVING THE CABLE MANAGEMENT ARM (CMA)

6.1.27.3.Press the latch to remove the CMA connector of the 6.1.29.4 Press the latch to remove the CMA extension from
inner arm of the CMA from the right inner rail. the left outer rail.

[6.1.28] Removing the CMA Connector

[6.1.30] Removing the CMA Extension
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TROUBLESHOOTING

[7.1.1] Troubleshooting

[7.1.2] System does not Boot after initial installation:

Power Cord Not Plugged In

Processor Issues

Memory Issues

Monitor Issues

Power Supply, Chassis and Fan Issues
Cable Issues

Electrical Short or Overload

Defective Components

[7.1.3] System does not boot after configuration changes:

Hardware Changes
Software Changes
BIOS Changes
Installation Problems

Troubleshooting External Connections
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[7.1.4] System does not Boot after
Initial Installation

[7.1.5] Power Cord Not Plugged In

[7.1.6] If the power supply cable is not plugged into the chassis
power connector, the system cannot boot up, even though
chassis front panel LEDs and the fan may be operational. Verify
that the power connections are good.

[7.1.7] Processor Issues

[7.1.8] Boot failure situations are also caused by the following:

[7.1.9] Incompatible processor - ensure the selected processor
model is correct for your server board. If the processor is com-
patible, try removing and reinstalling the processor to ensure it
is installed correctly.

[7.1.10] Processor overheat-the system does not boot or shuts
down shortly after booting.

e Ensure that the cooling fans are correctly installed and
running.

e Ensure that the correct thermal interface material or the
thermal grease is applied to the processor.
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e Ensure that the power supply fan is running.

e Ensure that the air intakes for the fans are unobstructed.
[7.1.11] Memory Issues

[7.1.12] If you have installed incompatible memory modules,
the system may not boot. Verify the memory you've installed
has been tested with your board (Please refer to www.gss-
cit.com for details on valid memory). If the installed memory is
compatible, remove and reinstall the memory modules. Defec-
tive memory modules may cause boot errors. To isolate a spe-
cific memory module as defective, boot the system with just one
memory module installed at a time.

[7.1.13] Monitor Issues

[7.1.14] Monitor configurations can cause boot failure. Run
through the following checklist to verify monitor operation:

e Ensure the monitor is plugged in and turned on.

e Ensure all cables are connected properly between the
monitor and the computer.

e Check the brightness and contrast controls on the monitor
are not too low.

[7.1.15] Most monitors employ indicator LEDs showing status.
Refer to the monitor's documentation to confirm operation. If the
problem still persists, try replacing the monitor or test the moni-
tor on a different AC outlet/different system.

TROUBLESHOOTING

[7.1.16] Power Supply, Chassis and Fan
Issues

e Ensure that the chassis and power supply is appropriate
for system requirement. (Power Sub-System on page 1-
13).

e Ensure that the chassis and power supply is appropriate
for system requirement. (Power Sub-System on page 1-
13).

e Ensure all power cables and connectors are firmly con-
nected to the power supply and the AC outlet.

e If the power supply or the AC outlet has an on/off switch,
make sure that it is on and verify that the outlet is supply-
ing current.

e Check for foreign objects inside the chassis such as
screws that can short circuit connections.

m To isolate a specific PSU as defective, boot the system
with just one PSU installed at a time.

m Check fan speed in WEBUI & event log to find out if
there are any defective fans. If failure happens, please
contact your dealer for assistance.

[7.1.17] Cable Issues

[7.1.18] Ensure that all cable connections, both internal and
external, are attached correctly and securely.
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[7.1.19] Electrical Short or Overload

[7.1.20] Remove non-essential items such as extra controller
cards (e.g SAS 6G Mezz/B, 10G Mezz/B) or HDD devices to
check for shorts and overloads.

[7.1.21] If the system boots correctly, there may be a short or
overload associated with one of the components.

[7.1.22] Replace each of non-essential items one at a time to
isolate which one is causing the problem.

[7.1.23] If the problem occurs even after removing the non-
essential components, the problem has to be with the server
board, power supply, memory, or processor.

[7.1.24] Defective Components

[7.1.25] Defective components, especially processor and mem-
ory, can cause system boot issues.

e Swap the memory modules with known good memory.
Verify correct operation of the suspected memory in a
known working system.

e Swap the processor with a known good processor. Verify
correct operation of the suspected processor in a known
working system.
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[7.1.26] System does not boot after
Configuration Changes

[7.1.27] Hardware Changes

[7.1.28] If the system does not boot after making changes to
hardware or adding new components, verify that the component
installed is compatible with the server.

[7.1.29] Software Changes

[7.1.30] If you recently installed new software or new device
drivers:

e Try booting into Safe Mode and uninstall the new software
or driver. If you can now boot normally, there may be a
compatibility issue between the new software or driver
and some component in your system. Contact the soft-
ware manufacturer for assistance

[7.1.31] BIOS Changes

[7.1.32] Changes to some advanced BIOS settings can cause
boot issues. Changes to Advanced BIOS settings should only
be made by experienced users.

[7.1.33] If the BIOS Setup Utility is accessible by pressing F2
during boot, reset the BIOS to factory defaults by pressing F9.
Save and exit the BIOS Setup
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[7.1.34] If you cannot access the BIOS Setup Utility, clear the
CMOS by performing the following steps:

7.1.35.1.Power down the server. Do not unplug the power
cord.
7.1.36.2.0pen the server chassis

7.1.37.3.Move the CMOS CLEAR jumper from the default
operation position, covering pins 1 and 2, to the reset /
clear CMOS, covering pins 2 and 3.

7.1.38.4.Remove AC power.
7.1.39.5.Wait 5 seconds.

7.1.40.6.Move the jumper back to default position, covering
pins 1 and 2.

7.1.41.7 Close the server chassis and power up the server.

[7.1.42] The CMOS is now cleared and can be reset by going
into BIOS setup.

[7.1.43] Please refer to www.gsscit.com for the BIOS update.
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[7.1.44] Installation Problems

[7.1.45] Perform the following checks if you are troubleshooting
an installation problem:

[7.1.46] Check all cable and power connections (including all
rack cable connections). Unplug the power cord, and wait one
minute. Then reconnect the power cord and try again. If the net-
work is reporting an error, see if the server has enough memory
and disk space available. Remove all added options, one at a
time, and try to power up the system. If after removing an option
the server works, you may find that it is a problem with the
option or a configuration problem between the option and the
server. Contact the option vendor for assistance.

¢ If the system doesn't power on, check the LED display. If
the power LED is not on, you may not be receiving AC
power. Check the AC power cord to make sure that it is
securely connected.

[7.1.47] Troubleshooting External Con-
nections

[7.1.48] Loose or improperly connected cables are the most
likely source of problems for the system, monitor, and other
peripherals (such as a keyboard, mouse, or other external
device). Ensure that all external cables are securely attached to
the external connectors on your system.

[7.1.49]



[8.0.1] Installation and Assembly
Safety Instructions
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[8.1.1] Installation Assembly Safety Instructions

[8.1.2] The power supply in this product contains no user-serviceable parts.

[8.1.3] Refer servicing only to qualified personnel.

[8.1.4] Do not attempt to modify or use the supplied AC power cord if it is not the exact type required. A
product with more than one power supply will have a separate AC power cord for each supply.

[8.1.5] The power button on the system does not turn off system AC power.

[8.1.6] To remove AC power from the system, you must unplug each AC power cord from the wall outlet or
power supply.

[8.1.7] The power cord(s) is considered the disconnect device to the main (AC) power. The socket outlet
that the system plugs into shall be installed near the equipment and shall be easily accessible.

8-1



INSTALLATION AND ASSEMBLY SAFETY INSTRUCTIONS INSTALLATION ASSEMBLY SAFETY INSTRUCTIONS

o~ [8.1.8] SAFETY STEPS: Whenever you remove the chassis covers to access the inside of the system, fol-
low these steps:

[8.1.9] 1. Turn off all peripheral devices connected to the system.

[8.1.10] 2. Turn off the system by pressing the power button.

[8.1.11] 3. Unplug all AC power cords from the system or from wall outlets.

[8.1.12] 4. Label and disconnect all cables connected to I/O connectors or ports on the back of the system.

[8.1.13] 5. Provide some electrostatic discharge (ESD) protection by wearing an antistatic wrist strap
attached to chassis ground of the system-any unpainted metal surface-when handling components.

[8.1.14] 6. Do not operate the system with the chassis covers removed.

[8.1.15] After you have completed the six SAFETY steps above, you can remove the system covers. To do
this:

[8.1.16] 1. Unlock and remove the padlock from the back of the system if a padlock has been installed.
[8.1.17] 2. Remove and save all screws from the covers.

[8.1.18] 3. Remove the cover(s).

[8.1.19] A microprocessor and heat sink may be hot if the system has been running. Also, there may be
sharp pins and edges on some board and chassis parts. Contact should be made with care. Consider wear-
ing protective gloves.
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[8.1.20] For proper cooling and airflow, always reinstall the chassis covers before turning on the system.
Operating the system without the covers in place can damage system parts. To install the covers:

[8.1.21] 1. Check first to make sure you have not left loose tools or parts inside the system.

[8.1.22] 2. Check that cables, add-in cards, and other components are properly installed.

[8.1.23] 3. Attach the covers to the chassis with the screws removed earlier, and tighten them firmly.
[8.1.24] 4. Insert and lock the padlock to the system to prevent unauthorized access inside the system.

[8.1.25] 5. Connect all external cables and the AC power cord(s) to the system.

[8.1.26] Danger of explosion if the battery is incorrectly replaced. Replace only with the same or equivalent

type recommended by the equipment manufacturer. Dispose of used batteries according to manufacturer's
instructions.
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[8.1.27] The system is designed to operate in a typical office environment.

[8.1.28] Choose a site that is:

F

\

e Clean and free of airborne particles (other than normal room dust).

e Well ventilated and away from sources of heat including direct sunlight.

e Away from sources of vibration or physical shock.

¢ Isolated from strong electromagnetic fields produced by electrical devices.

e In regions that are susceptible to electrical storms, we recommend you plug your system into a surge
suppressor and disconnect telecommunication lines to your modem during an electrical storm.

e Provided with a properly grounded wall outlet.

e Provided with sufficient space to access the power supply cord(s), because they serve as the product's
main power disconnect.

WARNING!
[8.1.29] The server system is safety certified as rack-mounted equipment for use in a server room or computer room, using the
customer rack kit.

[8.1.30] The rail racks are designed to carry only the weight of the server system. Do not place additional load onto any rail-
mounted equipment.

[8.1.31] System rack kits are intended to be installed in a rack by trained service technicians.

f [8.1.32] Heavy object. Indicates two people are required to safely handle the system.

[8.1.33]
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SAFETY INFORMATION SERVER SAFETY INFORMATION

[9.1.1] Server Safety Information

[9.1.2] To reduce the risk of bodily injury, electrical shock, fire, [9 16] Safety Warnings and
and equipment damage, read this document and observe all

warnings and precautions in this guide before installing or main- Cautions
taining your server product.

[9.1.3] In the event of a conflict between the information in this [9.1.7] To avoid personal injury or property damage, before you
document and information provided with the product or on the begin installing the product, read, observe, and adhere to all of
website for a particular product, the product documentation the following safety instructions and information. The following
takes precedence. safety symbols may be used throughout the documentation and

may be marked on the product and / or the product packaging.
[9.1.4] Your server should be integrated and serviced only by

technically qualified persons. [9.1.9] Indicates the presence of a hazard that may
[9.1.8] CAUTION cause minor personal injury or property damage if

[9.1.5] You must adhere to the guidelines in this guide and the the CAUTION is ignored.

ass_em_bly instru_ctions i|_'1 your server manuals t_o_ ensure and [9.1.11] Indicates the presence of a hazard that

maintain compliance with existing product certifications and [9-L10] WARNIN - result in serious personal injury if the WARN-

approvals. Use only the described, regulated components G ING is ignored.

specified in this guide. Use of other products / components will
void the UL Listing and other regulatory approvals of the prod-
uct, and may result in noncompliance with product regulations
in the region(s) in which the product is sold.

[9.1.13] Indicates potential hazard if indicated infor-
mation is ignored.

[9.1.15] Indicates shock hazards that result in seri-
[9.1.14] S . . .
ous injury or death if safety instructions are not fol-

i i lowed.
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SAFETY INFORMATION INTENDED APPLICATION USES

[9.1.29] Restricted Access Location: The server
& [9.1.17] Indicates hot components or surfaces. is intended for installation only in a Server Room or

[9.1.16] Computer Room where both these conditions

apply:

[9.1.18] m access can only be gained by SERVICE PER-
[9.1.19] Indicates do not touch fan blades, may SONS or by USERS who have been instructed
result in injury. about the reasons for the restrictions applied to

[9.1.28] the location and about any precautions that shall
be taken; and

[9.1.20] m access is through the use of a TOOL or lock and

D - [9.1.21] Indicates to unplug all AC power cord(s) to key, or other means of security, and is controlled

—agLlS disconnect AC power. by the authority responsible for the location.

cl [9.1.23] Please recycle battery.

[9.1.30] Intended Application

[9.1.25] The rail racks are designed to carry only Uses
the weight of the server system. Do not use rail-
mounted equipment as a workspace. Do not place

[9.1.24] additional load onto any rail-mounted equipment. [9.1.31] This product was evaluated as Information Technology
Equipment (ITE), which may be installed in offices, schools,
computer rooms, and similar commercial type locations. The
[9.1.27] Indicates two people are required to safely suitability of this product for other product categories and envi-
handle the system. ronments (such as medical, industrial, residential, alarm sys-
tems, and test equipment), other than an ITE application, may
require further evaluation.
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[9.1.32] Site Selection

[9.1.33] The system is designed to operate in a typical office
environment. Choose a site that is:

e Clean, dry, and free of airborne particles (other than nor-
mal room dust).

e Well-ventilated and away from sources of heat including
direct sunlight and radiators.

e Away from sources of vibration or physical shock.

e Isolated from strong electromagnetic fields produced by
electrical devices.

e In regions that are susceptible to electrical storms, we rec-
ommend you plug your system into a surge suppressor
and disconnect telecommunication lines to your modem
during an electrical storm.

e Provided with a properly grounded wall outlet.

e Provided with sufficient space to access the power supply
cord(s), because they serve as the product's main power
disconnect.

e Provided with either two independent AC power sources
or two independent phases from a s single source.
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EQUIPMENT HANDLING PRACTICES

[9.1.34] Equipment Handling
Practices

[9.1.35] Reduce the risk of personal injury or equipment dam-
age:

e Conform to local occupational health and safety require-
ments when moving and lifting equipment.

¢ Use mechanical assistance or other suitable assistance
when moving and lifting equipment.

e To reduce the weight for easier handling, remove any eas-
ily detachable components.

[9.1.36] Power and Electrical Warn-
ings

CAUTION!

[9.1.37] THE POWER BUTTON, INDICATED BY THE STAND-BY POWER
MARKING, DOES NOT COMPLETELY TURN OFF THE SYSTEM AC
POWER, 5V STANDBY POWER IS ACTIVE WHENEVER THE SYSTEM IS
PLUGGED IN. TO REMOVE POWER FROM SYSTEM, YOU MUST
UNPLUG THE AC POWER CORD FROM THE WALL OUTLET. YOUR
SYSTEM MAY USE MORE THAN ONE AC POWER CORD. MAKE SURE
ALL AC POWER CORDS ARE UNPLUGGED. MAKE SURE THE AC
POWER CORD(S) IS / ARE UNPLUGGED BEFORE YOU OPEN THE
CHASSIS, OR ADD OR REMOVE ANY NON HOT-PLUG COMPONENTS.

L
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EQUIPMENT HANDLING PRACTICES

CAUTION! [9.1.43] Power Cord Warnings

[9.1.38] DO NOT ATTEMPT TO MODIFY OR USE AN AC POWER CORD
IF IT IS NOT THE EXACT TYPE REQUIRED. A SEPARATE AC CORD IS

[9.1.44] If an AC power cord was not provided with your prod-
REQUIRED FOR EACH SYSTEM POWER SUPPLY.

uct, purchase one that is approved for use in your country.

CAUTION!

[9.1.39] SOME POWER SUPPLIES IN SERVERS USE NEUTRAL POLE
FUSING. TO AVOID RISK OF SHOCK USE CAUTION WHEN WORKING
WITH POWER SUPPLIES THAT USE NEUTRAL POLE FUSING.

CAUTION!

[9.1.40] THE POWER SUPPLY IN THIS PRODUCT CONTAINS NO
USER-SERVICEABLE PARTS. DO NOT OPEN THE POWER SUPPLY.
HAZARDOUS VOLTAGE, CURRENT AND ENERGY LEVELS ARE PRES-
ENT INSIDE THE POWER SUPPLY. RETURN TO MANUFACTURER FOR
SERVICING.

CAUTION!

[9.1.41] WHEN REPLACING A HOT-PLUG POWER SUPPLY, UNPLUG
THE POWER CORD TO THE POWER SUPPLY BEING REPLACED
BEFORE REMOVING IT FROM THE SERVER.

CAUTION!

[9.1.42] WHEN REPLACING A HOT-PLUG POWER SUPPLY, UNPLUG
THE POWER CORD TO THE POWER SUPPLY BEING REPLACED
BEFORE REMOVING IT FROM THE SERVER.

L

CAUTION!

[9.1.45] To AVOID ELECTRICAL SHOCK OR FIRE, CHECK THE POWER
CORD(S) THAT WILL BE USED WITH THE PRODUCT AS FOLLOWS:

e Do not attempt to modify or use the AC power cord(s) if they
are not the exact type required to fit into the grounded elec-
trical outlets.

e The power cord(s) must meet the following criteria: The
power cord must have an electrical rating that is greater than
that of the electrical current rating marked on the product.

CAUTION!

[9.1.46] THE POWER CORD MUST HAVE SAFETY GROUND PIN OR
CONTACT THAT IS SUITABLE FOR THE ELECTRICAL OUTLET.

CAUTION!

[9.1.47] THE POWER SUPPLY CORD(S) IS / ARE THE MAIN DISCON-
NECT DEVICE TO AC POWER. THE SOCKET OUTLET(S) MUST BE
NEAR THE EQUIPMENT AND READILY ACCESSIBLE FOR DISCONNEC-
TION.

CAUTION!

[9.1.48] THE POWER SUPPLY CORD(S) MUST BE PLUGGED INTO
SOCKET-OUTLET(S) THAT IS /ARE PROVIDED WITH A SUITABLE
EARTH GROUND.
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[9.1.49] System Access Warn-

iINgs

CAUTION!

[9.1.50] TO AVOID PERSONAL INJURY OR PROPERTY DAMAGE, THE
FOLLOWING SAFETY INSTRUCTIONS APPLY WHENEVER ACCESSING
THE INSIDE OF THE PRODUCT:

e Turn off all peripheral devices connected to this product.
e Turn off the system by pressing the power button to off.

e Disconnect the AC power by unplugging all AC power cords
from the system or wall outlet.

e Disconnect all cables and telecommunication lines that are
connected to the system.

e Retain all screws or other fasteners when removing access
cover(s). Upon completion of accessing inside the product,
refasten access cover with original screws or fasteners.

e Do not access the inside of the power supply. There are no
serviceable parts in the power supply. Return to manufac-
turer for servicing.

e Power down the server and disconnect all power cords
before adding or replacing any non hot-plug component.

e When replacing a hot-plug power supply, unplug the power
cord to the power supply being replaced before removing
the power supply from the server.

A

A

SYSTEM ACCESS WARNINGS

CAUTION!

[9.1.51] IF THE SERVER HAS BEEN RUNNING, ANY INSTALLED PRO-
CESSOR(S) AND HEAT SINK(S) MAY BE HOT.

CAUTION!

[9.1.52] UNLESS YOU ARE ADDING OR REMOVING A HOT-PLUG
COMPONENT, ALLOW THE SYSTEM TO COOL BEFORE OPENING THE
COVERS. TO AVOID THE POSSIBILITY OF COMING INTO CONTACT
WITH HOT COMPONENT(S) DURING A HOT-PLUG INSTALLATION, BE
CAREFUL WHEN REMOVING OR INSTALLING THE HOT-PLUG COMPO-
NENT(S).

CAUTION!

[9.1.53] To AVOID INJURY DO NOT CONTACT MOVING FAN BLADES.
IF YOUR SYSTEM IS SUPPLIED WITH A GUARD OVER THE FAN, DO
NOT OPERATE THE SYSTEM WITHOUT THE FAN GUARD IN PLACE.
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[9.1.54] Rack Mount Warnings

[9.1.55] The following installation guidelines are required by UL
for maintaining safety compliance when installing your system
into a rack.

[9.1.56] The equipment rack must be anchored to an unmov-
able support to prevent it from tipping when a server or piece of
equipment is extended from it. The equipment rack must be
installed according to the rack manufacturer's instructions.

[9.1.57] Install equipment in the rack from the bottom up, with
the heaviest equipment at the bottom of the rack.

[9.1.58] Extend only one piece of equipment from the rack at a
time.

[9.1.59] You are responsible for installing a main power discon-
nect for the entire rack unit. This main disconnect must be read-
ily accessible, and it must be labeled as controlling power to the
entire unit, not just to the server(s).

[9.1.60] To avoid risk of potential electric shock, a proper safety
ground must be implemented for the rack and each piece of
equipment installed in it.

[9.1.61] Elevated Operating Ambient - If installed in a closed or
multi-unit rack assembly, the operating ambient temperature of
the rack environment may be greater than room ambient.

Therefore, consideration should be given to installing the equip-
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RACK MOUNT WARNINGS

ment in an environment compatible with the maximum ambient
temperature (Tma) specified by the manufacturer.

[9.1.62] Reduced Air Flow - Installation of the equipment in a
rack should be such that the amount of air flow required for safe
operation of the equipment is not compromised.

[9.1.63] Mechanical Loading - Mounting of the equipment in the
rack should be such that a hazardous condition is not achieved
due to uneven mechanical loading.

[9.1.64] Circuit Overloading - Consideration should be given to
the connection of the equipment to the supply circuit and the
effect that overloading of the circuits might have on overcurrent
protection and supply wiring. Appropriate consideration of
equipment nameplate ratings should be used when addressing
this concern.

[9.1.65] Reliable Earthing - Reliable earthing of rack-mounted
equipment should be maintained.

[9.1.66] Particular attention should be given to supply connec-
tions other than direct connections to the branch circuit (e.g.
use of power strips).
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[9.1.67] Electrostatic Discharge
(ESD)

CAUTION!

[9.1.68] ESD CAN DAMAGE DRIVES, BOARDS, AND OTHER PARTS.
WE RECOMMEND THAT YOU PERFORM ALL PROCEDURES AT AN
ESD WORKSTATION. |IF ONE IS NOT AVAILABLE, PROVIDE SOME
ESD PROTECTION BY WEARING AN ANTISTATIC WRIST STRAP
ATTACHED TO CHASSIS GROUND -- ANY UNPAINTED METAL SURFACE
-- ON YOUR SERVER WHEN HANDLING PARTS.

[9.1.69] Always handle boards carefully. They can be extremely
sensitive to ESD. Hold boards only by their edges. After remov-
ing a board from its protective wrapper or from the server, place
the board component side up on a grounded, static free sur-
face. Use a conductive foam pad if available but not the board
wrapper. Do not slide board over any surface.
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ELECTROSTATIC DISCHARGE (ESD)

[9.1.70] Other Hazards

[9.1.71] Battery Replacement

A

> P P

CAUTION!

[9.1.72] THERE IS THE DANGER OF EXPLOSION IF THE BATTERY IS
INCORRECTLY REPLACED. WHEN REPLACING THE BATTERY, USE
ONLY THE BATTERY RECOMMENDED BY THE EQUIPMENT MANUFAC-
TURER.

CAUTION!
[9.1.73] DISPOSE OF BATTERIES ACCORDING TO LOCAL ORDI-
NANCES AND REGULATIONS.

CAUTION!

[9.1.74] DO NOT ATTEMPT TO RECHARGE A BATTERY.

CAUTION!
[9.1.75] DO NOT ATTEMPT TO DISASSEMBLE, PUNCTURE, OR OTH-
ERWISE DAMAGE A BATTERY.
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[9.1.76] Cooling and Airflow

CAUTION!

[9.1.77] CAREFULLY ROUTE CABLES AS DIRECTED TO MINIMIZE AIR-
FLOW BLOCKAGE AND COOLING PROBLEMS. FOR PROPER COOLING

AND AIRFLOW, OPERATE THE SYSTEM ONLY WITH THE CHASSIS COV-
ERS INSTALLED. OPERATING THE SYSTEM WITHOUT THE COVERS IN

PLACE CAN DAMAGE SYSTEM PARTS. TO INSTALL THE COVERS:

o Check first to make sure you have not left loose tools or
parts inside the system.

o Check that cables, add-in cards, and other components are
properly installed.

e Attach the covers to the chassis according to the product
instructions.

[9.1.78] Laser Peripherals or Devices

CAUTION!

[9.1.79] To AVOID RISK OF RADIATION EXPOSURE AND / OR PER-
SONAL INJURY:

e Do not open the enclosure of any laser peripheral or device
e Laser peripherals or devices are not serviceable

e Return to manufacturer for servicing.
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ELECTROMAGNETIC COMPATIBILITY NOTICES

[10.1.1] Electromagnetic Compatibility Notices

[10.1.2] FCC Verification State-
ment (USA)

[10.1.3] This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device
must accept any interference received, including interference
that may cause undesired operation.

[10.1.4] This equipment has been tested and found to comply
with the limits for a Class A digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reason-
able protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accor-
dance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or televi-
sion reception, which can be determined by turning the equip-
ment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and the
receiver
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e Connect the equipment to an outlet on a circuit other than
the one to which the receiver is connected.

e Consult the dealer or an experienced radio/TV technician
for help.

[10.1.5] Any changes or modifications not expressly approved
by the grantee of this device could void the user's authority to
operate the equipment. The customer is responsible for ensur-
ing compliance of the modified product.

[10.1.6] Only peripherals (computer input/output devices, termi-
nals, printers, etc.) that comply with FCC Class A or B limits
may be attached to this computer product. Operation with non-
compliant peripherals is likely to result in interference to radio
and TV reception.

[10.1.7] All cables used to connect to peripherals must be
shielded and grounded. Operation with cables, connected to
peripherals, that are not shielded and grounded may result in
interference to radio and TV reception.
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[10.1.8] Europe (CE Declaration
of Conformity)

[10.1.9] This product has been tested in accordance too, and
complies with the Low Voltage Directive (73/23/EEC) and EMC
Directive (89/336/EEC). The product has been marked with the
CE Mark to illustrate its compliance.

[10.1.10] VCCI (Japan)

IR HRLEEESREAREC EAMNERS (VCCI) X
XTSI S A AMBEHERTT, COREEEERATEAT S LQHE
e ERITIEMSNIT, ORSIIZEMENEYL LMY
BLOBRENSCEABEDET,

[10.1.11] English translation of the notice above:

[10.1.12] This is a Class A product based on the standard of
the Voluntary Control Council for Interference (VCCI) from Infor-
mation Technology Equipment. If this is used near a radio or
television receiver in a domestic environment, it may cause
radio interference. Install and use the equipment according to
the instruction manual.
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EUROPE (CE DECLARATION OF CONFORMITY)

[10.1.13] BSMI (Taiwan)

[10.1.14] The BSMI Certification Marking and EMC warning is
located on the outside rear area of the product

EEERE

EEPRNEAES » EREREPERAR -
AJREWISPLATSAT IR » TEEEIERT » ERER
WEK PR E R R

[10.1.15] Regulated Specified
Components

[10.1.16] To maintain the UL listing and compliance to other
regulatory certifications and/or declarations, the following regu-
lated components must be used and conditions adhered to.
Interchanging or use of other component will void the UL listing
and other product certifications and approvals.

[10.1.17] Updated product information for configurations can be
found on the site at the following URL: www.gsscit.com

[10.1.18] If you do not have access to the Web address, please
contact your local representative.

e Add-in cards: must have a printed wiring board flammabil-
ity rating of minimum UL94V-1. Add-in cards containing
external power connectors and/or lithium batteries must


www.qsscit.com

REGULATORY AND COMPLIANCE INFORMATION

be UL recognized or UL listed. Any add-in card containing
modem telecommunication circuitry must be UL listed. In
addition, the modem must have the appropriate telecom-
munications, safety, and EMC approvals for the region in
which it is sold.

e Peripheral Storage Devices: must be UL recognized or UL
listed accessory and TUV or VDE licensed. Maximum
power rating of any one device is 19 watts. Total server
configuration is not to exceed the maximum loading condi-
tions of the power supply.

[10.1.19] Restriction of Hazard-
ous Substances (RoHS) Compli-
ance

[10.1.20] Quanta® Computer Inc. has a system in place to
restrict the use of banned substances in accordance with the
European Directive 2002/95/EC. Compliance is based on dec-
laration that materials banned in the RoHS Directive are either
(1) below all applicable threshold limits or (2) an approved /
pending ROHS exemption applies.

[10.1.21] RoHS implementation details are not fully defined and
may change.

[10.1.22] Threshold limits and banned substances are noted
below:

[10.1.23]
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RESTRICTION OF HAZARDOUS SUBSTANCES (ROHS) COMPLIANCE

e Quantity limit of 0.1% by mass (1000 PPM) for:

s Lead

= Mercury

= Hexavalent Chromium

m Polybrominated Biphenyls Diphenyl Ethers (PBDE)
e Quantity limit of 0.01% by mass (100 PPM) for:

m Cadmium

[10.1.24] End of Life / Product
Recycling

[10.1.25] Product recycling and end-of-life take-back systems
and requirements vary by country. Contact the retailer or distrib-
utor of this product for information about product recycling and /
or take-back.
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[10.2.26] Product Regulatory Compliance Markings

[10.2.27] This product is marked with the following product cer- [10.2.28] Product Regulatory Compliance Markings (Continued)
tification markings:
10241 VC | (105 4o | M T OB EAERAT
[10.2.28] Product Regulatory Compliance Markings Cl Marking . e e
(Class A) apan HE AT D e ) TR IR S S
[10 2 29] REG SR AL T Lt T, VOO A
ULATORY [10.2.30] [10.2.31] MARKING
REGION
COMPLIANCE h
® [10.2.43] BS l#
[10.2.32] cUL | [10.2.33] N MI Certifica- V
us Listing USA/ c us tion Number gliv(\)/.azr;M] T R43039
Marks Canada ElA2892 & Class A
S100-MBIW Warning EEmmE:
EERMMWAESR  EE R
AT WIS AR T - AN
R RN
[10.2.34] CE | [10.2.35] E
Mark urope [10.2.47] This Class A digital appa-
ratus complies with Canadian
ICES-003.
[10.2.38] This device complies with Part [10.2.45] ICE | [10.2.46]
15 of the FCC Rules. Operation of this S Canada . -
device is subject to the following two con- [10.2.48] Cet appareil numer‘lque
[10.2.36] FC ditions: de la classe A est conforme a la
C Marking [10.2.37] [10.2.39] (1) This device may not cause norme NMB-003 du Canada.
USA .
(Class A) harmful interference, and
_[10.2.40] (2) Thig devige mu§t a_ccept any [10.2.49] Rec | [10.2.50] i ,\
mterfet;']ert]ce received, |néjzluq|n?j mterfetr— ycling Pack- Other than L)
ence that may cause undesired operation. age Mark China Corrugated
9 Recycles ! CFB
[10.2.51]
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