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Preface

This document describes the enhancements and changes to the Sun™ Mainframe
Security Facility (Sun MSF) for Release 1.1.0 on AIX operating system platforms.

Using UNIX Commands
This document might not contain information on basic UNIX® commands and
procedures such as shutting down the system, booting the system, and configuring
devices. Refer to the software documentation that you received with your system.

Shell Prompts
Shell Prompt

C shell machine-name%

C shell superuser machine-name#

Bourne shell and Korn shell $

Bourne shell and Korn shell superuser #
v



Typographic Conventions

Related Documentation

Typeface*

* The settings on your browser might differ from these settings.

Meaning Examples

AaBbCc123 The names of commands, files,
and directories; on-screen
computer output

Edit your.login file.
Use ls -a to list all files.
% You have mail.

AaBbCc123 What you type, when contrasted
with on-screen computer output

% su

Password:

AaBbCc123 Book titles, new words or terms,
words to be emphasized.
Replace command-line variables
with real names or values.

Read Chapter 6 in the User’s Guide.
These are called class options.
You must be superuser to do this.
To delete a file, type rm filename.

Product Title Part Number

Sun Mainframe
Security Facility

Sun Mainframe Security Facility Administrator’s Guide 817-7448-10

Sun Mainframe
Transaction
Processing
software

Sun Mainframe Transaction Processing Software Administrator’s Guide 817-7431-10

Sun Mainframe Transaction Processing Software Configuration Guide 817-7433-10

Sun Mainframe Transaction Processing Software Developer’s Guide 817-7432-10

Sun Mainframe Transaction Processing Software Installation Guide 817-7434-10

Sun Mainframe Transaction Processing Software Message Guide 817-7435-10

Sun Mainframe Transaction Processing Software Reference Guide 817-7436-10

Sun Mainframe Transaction Processing Software Troubleshooting and Tuning
Guide

817-7437-10

Sun Mainframe Transaction Processing Software Release Notes for AIX
Platforms

819-5727-10
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Documentation, Support, and Training

Sun Welcomes Your Comments
Sun is interested in improving its documentation and welcomes your comments and
suggestions. You can submit your comments by going to:

http://www.sun.com/hwdocs/feedback

Please include the title and part number of your document with your feedback:

Sun Mainframe Security Facility Release Notes for AIX Platforms, part number 819-6570-
10

Sun Function URL

Documentation http://www.sun.com/documentation/

Support http://www.sun.com/support/

Training http://www.sun.com/training/
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Sun Mainframe Security Facility
Release 1.1.0

This document contains information about Release 1.1.0 of the Sun Mainframe
Security Facility (Sun MSF) for AIX platforms. It contains the following topics:

■ “General Installation Information” on page 1
■ “Documentation Advisory” on page 2
■ “Important Operating Information” on page 2
■ “Enhancements” on page 3
■ “Changes from Previous Releases” on page 4
■ “Known Problems and Limitations” on page 5
■ “Documentation” on page 7
■ “Documentation Errata” on page 7

General Installation Information
Sun MSF Release 1.1.0 has been qualified on the AIX operating system, Release 5.2.

Sun MSF requires that Java™ release 1.4 with the latest patches, or release 1.5
(JDK 5.0) be installed.

The following relational databases have been qualified as the security repository:

■ Oracle® relational database, Version 9.2
■ IBM DB2 UDB, Version 8.1
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Documentation Advisory
The Sun Mainframe Security Facility Administrator’s Guide for this release contains
information that does not apply to AIX platforms. Most of this information relates to
functionality that is not qualified on the AIX platform. Other information is specific
to the use of the product on Solaris™ platforms.

These release notes contain information that is applicable to AIX environments.
Therefore, refer to this document if you are in doubt about whether a feature
operates on AIX platforms.

Important Operating Information
This section contains information related to the operation of Sun MSF.

Deploying Behind a Firewall
To avoid possible data compromise when using Sun MTP with Sun MSF, you must
deploy all components of Sun MSF, such as the security server and repository, and
the Sun MTP regions behind a common firewall. You must also maintain sufficient
internal safeguards to avoid exposure on the socket connections used. This precludes
a socket port “sniffing” on an unprotected network.

Upgrading Sun MSF
If you are upgrading from Sun MSF 1.0.0 or 1.0.1, you must run the msfconvdb
utility in order to use the existing repository database with the current release.
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Shutting Down the Security Server
When shutting down the security system, the security server must be shut down
before attempting to shut down the security loggers. If you try to shut down the
security loggers first, the following warning message is issued:

[SecurityLogs]:WARNING:Security Loggers not terminated, Security
Server still active

Enhancements
This section describes enhancements that have been made to Sun MSF since
Release 1.0.1.

Configuration Utility
The Sun MSF configuration utility makes the task of configuring the Sun MSF
environment easier. The configuration utility is invoked with the msfconfig
command. Refer to the chapter “Configuring Sun MSF” in the Sun Mainframe
Security Facility Administrator’s Guide.

“No Prompt” Option for Administering the
Security Server
The msfserver administrative command has a new “no prompt” option that uses
the UNIX user ID of the user executing the command. To use this new option, the
Sun MSF repository must contain a principal entry for that UNIX user ID, with read
and execute permission to the ObjectReference resource for the security server. Refer
to the Sun Mainframe Security Facility Administrator’s Guide for more information.

New Utility for Updating Repository Passwords
This release of Sun MSF introduces the msfupdkey utility, which updates the
adapterAdmin and adapterUser passwords on the Sun MSF key file. Use this
utility when your site’s database administrator changes the passwords to the
Sun Mainframe Security Facility Release 1.1.0 3



database that serves as the Sun MSF security repository. Refer to the section
“Updating Repository Passwords” in the Sun Mainframe Security Facility
Administrator’s Guide.

User-Defined Resource Types
Sun MSF now fully supports user-defined resource types. Refer to the Sun Mainframe
Security Facility Administrator’s Guide.

Changes from Previous Releases

Command Names Changed
Several of the Sun MSF command names have changed.

Password Encryption
As a result of password encryption changes, an open brace ( { ) cannot be the first
character of any password. If you try to use the open brace in the commands
createPrincipal or resetPassword, the password is rejected with the following
message:

ERROR: Password format is not acceptable for principal:
principalname

Old Name New Name

ConvertDBP1toP2 msfconvdb

SecAdmin msfadmin

MakeAnAdministrator msfinitr

SecurityServer msfserver

SecurityLogs msflog
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New Error Messages

(SecSvc_017) Principal {0} account has expired.

Description: The named principal could not be authenticated because its account
has expired.

Solution: Contact the Sun MSF administrator about having the account
reactivated. A user cannot change the state of an account.

There is also a new Sun MTP error message that corresponds to this failure condition
(KIX0542E). Refer to the Sun Mainframe Transaction Processing Software Release Notes
for AIX Platforms.

Known Problems and Limitations
Check the SunSolveSM web site at http://sunsolve.sun.com on a regular basis
for any Sun MSF patches that are available, and apply the recommended patches.
The base number for patches to Release 1.1.0 is 122267.

Wildcard resources not documented in the Sun MSF documentation (ID 6262262)

Updated documentation will be provided in a future patch release.

KIX_PROGRAM ACCT04 in MTPprimerQueryTransactions, should be in
MTPprimerQueryPrograms (ID 6285277)

When using the Sun MTP Primer sample application with Sun MSF, the
primerLoadFile.txt file adds the ACCT04 program to the
MTPprimerQueryTransactions resource domain instead of adding it to the
MTPprimerQueryPrograms resource domain.

Change the following line in primerLoadFile.txt to correct this error:

ard,KIX_PROGRAM,ACCT04,MTPprimerQueryTransactions

to:

ard,KIX_PROGRAM,ACCT04,MTPprimerQueryPrograms

MSF samples are missing required permissions to run the MQ and/or JMS sample
applications with MSF (ID 6286231)

■ When using the Sun MTP MQ sample application with Sun MSF, the MQJV
transaction must have read permission. The MQJV transaction is in the
MTPadminTransactions resource domain. However, suppliedLoadFile.txt
only adds execute and write permissions to the adminMTP role.
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Change the following line in suppliedLoadFile.txt to correct this error:

arp,adminMTP,MTPadminTransactions,EXECUTE,WRITE

to:

arp,adminMTP,MTPadminTransactions,EXECUTE,WRITE,READ

■ When using the Sun MTP MQ sample application with Sun MSF, the
suppliedLoadfile.txt file does not assign any role permissions for
MTPadminPrograms. The adminMTP role needs execute permissions to
MTPadminPrograms. Add the following line in suppliedLoadFile.txt to
correct this error:

arp,adminMTP,MTPadminPrograms,EXECUTE

Note – MQ applications are supported on AIX platforms, however, the MQ-JMS
Bridge feature is not.

msfconfig does not configure a DB2 repository correctly. Wrong drivers are
assigned. (ID 6427526)

The following procedure enables you to configure a DB2 UDB repository.

1. Temporarily set the DB2 UDB environment variable INSTHOME to
$INSTHOME/sqllib.

$INSTHOME normally identifies the DB2 UDB installation directory.

2. Run the msfconfig utility and select a DB2 UDB repository.

3. When the msfconfig utility is complete, edit the file
$MSF_HOME/config/java.policy and change the following line from:

grant codebase "file:/database/db2inst1/sqllib/java/db2java.zip"
{ permission java.security.AllPermission; };

to:

grant codebase "file:/database/db2inst1/sqllib/java/db2jcc.jar"
{ permission java.security.AllPermission; };

4. Edit the following values in the MSFconfig.properties file:

a. Change com.sun.emp.security.adapterDriver=
COM.ibm.db2.jdbc.app.DB2Driver

to

com.sun.emp.security.adapterDriver=com.ibm.db2.jcc.DB2Driver

b. Change the file name in the com.sun.emp.security.adapterPath property
from db2java.zip to db2jcc.jar.
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5. Reset the DB2 UDB INSTHOME environment variable to the original installation
directory.

Documentation
The Sun MSF documentation has been removed from the Sun Mainframe Transaction
Processing Software Administrator’s Guide. The documentation for Sun MSF is the Sun
Mainframe Security Facility Administrator’s Guide (817-7448-10).

Documentation Errata
This section contains corrections and additions to the Sun Mainframe Security Facility
Administrator’s Guide.

Refreshing Users’ Security Rules
The Sun Mainframe Security Facility Administrator’s Guide contains incorrect
information about refreshing users’ security rules. It is not true that users rules are
discarded when they log out; all rules are retained until a “refresh” is requested. Be
aware that Sun MTP and Sun MSF have two distinct caches of rule information. The
Sun MTP cache is a per-transaction server local cache, accumulated as each external
security manager (ESM) request is made; and this cache is only discarded when a
CEMT PERFORM SECURITY REBUILD command is executed. The Sun MSF cache is
global to the security server, and is also accumulated as each user logs in and makes
resource access requests.

The following paragraph replaces the first paragraph under “To Refresh Security
Rules” in Chapter 6 of the Sun Mainframe Security Facility Administrator’s Guide:

Sun MSF maintains its security rules in the security repository. The security server
loads each user’s access rules at login into a system-wide area of memory in the
security server. These security rules stay in memory even after users have logged
out. When the security rules change, this area of memory is not automatically
updated, so the administrator must use the refresh command (msfserver -r) to
instruct the security server to update this area of memory.
Sun Mainframe Security Facility Release 1.1.0 7



Security Server Statistics
The Sun Mainframe Security Facility Administrator’s Guide does not provide
information about the security server statistics that are the output of the
msfserver -p command. A description of the output is provided below.

Output Description

DumpEntries: global activity counters

======================================

login: 1599 Total number of login requests received

logout: 1596 Total number of logout requests received

checkAccess: 2002 Total number of resource permission check requests
received

hostUser: 17 Total number of pre-authenticated (UNIX) user ID
notifications received

trustedServer: 11 Total number of trusted partner (for example,
Sun MTP) handshake messages received

refresh: 1 Total number of refresh (msfserver -r) requests
received

dump: 1 Total number of print statistics (msfserver -p)
requests received

getEncryptionInfo: 1599 Total number of requests for user’s password
encryption specifics

invalidRequest: 0 Total number of unrecognized or illegal requests

exception: 0 Total number of times request resulted in a Java
Exception response

=====================================

DumpEntries: userSessionList contents Summary of all current active users

=====================================

UserSession: kadmin(null) sessionCount = 1 Total number of active sessions (logins) for this
user

UserSession: kixadm(null) sessionCount = 9 Total number of active sessions (logins) for this
user

=====================================

DumpEntries: trustedServerList contents Summary of all “trusted” partners and their users

=====================================

TrustedServer: DirectSecurityServer Name of trusted partner (this msfserver -p
command)
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Note – The TrustedServer information is a useful summary of the active Sun MTP
region’s users. There is also a 1-to-1 association of the number of transaction server
processes in that region with the TrustedUser sessionCount for that region’s “default
user.” In this example, “kixadm” is the region’s default user, and there is a match
between the serverCount and that TrustedUser’s sessionCount.

serverCount = 1 Single partner process associated

TrustedUser: kadmin(null) sessionCount = 1 Number of active sessions for this user within this
trusted partner

TrustedServer: /mfr/rehost/msf Name of the group of trusted partner processes
(Sun MTP region)

serverCount = 9 Current number of processes associated

TrustedUser: kixadm(null) sessionCount = 9 Number of active sessions for this user within this
group of trusted partner processes

=====================================

Output Description
Sun Mainframe Security Facility Release 1.1.0 9



Log Message Levels
The Sun Mainframe Security Facility Administrator’s Guide lacked detailed information
on log message levels. The log message level is set in the MSFconfig.properties
file. The values are:

■ 0 - Shows only FATAL level messages
■ 1 - Shows ERROR, as well as FATAL, level messages
■ 2 - Shows WARNING, as well as FATAL and ERROR, level messages
■ 3 - Shows all levels of messages including INFO

Running with the logMessageLevel property set to 2 provides all access denials
(FATAL), login failures (ERROR), and successful accesses and logins. It also includes
any msfadmin updates completed (WARNING). It is typically not necessary to run
with the logMessageLevel property set to 3, because INFO level messages include
a detailed record of everything Sun MSF is seeing.
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